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1. Economy of mechanism 

2. Fail-safe defaults 

3. Complete mediation 

4. Open design 

5. Separation of privilege 

6. Least privilege 

7. Least common mechanism 

8. Psychological acceptability



Economy of Mechanism

Complexity is the enemy of security.



Economy of Mechanism

KISS — Keep It Simple, Stupid



Fail-safe Defaults

• Fail open: defaults to allow access  

• Fail close: defaults to deny access  

• Fail-safe: what is “safer”?



Complete Mediation

All accesses must be validated 
for authorization.



Complete Mediation



Open Design

The mechanisms should not depend on the 
ignorance of potential attackers, but rather on 

the possession of specific, more easily 
protected, keys or passwords

Auguste Kerckhoffs

Opensource software



Separation of Privilege

A system requires two keys to grant access is more 
secure than that requires only one.



Least Privilege

Only grant permissions that are needed 
to complete the task



Least Privilege

This program can also wipe out your hard drive.



Least Common Mechanism

Minimize the amount of mechanism 
common to more than one user and 
depended on by all (more) users.



Least Common Mechanism



Defend in Depth

Use layered defense mechanism that requires 
multiple types of successful attacks to penetrate.



Defend in Depth



Summary
1.Economy of mechanism 

2.Fail-safe defaults 

3.Complete mediation 

4.Open design 

5.Separation of privilege 

6.Least privilege 

7.Least common mechanism 

8.Psychological acceptability



Charge
• Identify a paper of your interest from one of the top 4 security 

conferences in 2015: NDSS, IEEE Security and Privacy, USENIX 
Security, ACM CCS. Read the paper as much as you can answer 
the following questions: 

1. What is the title of the paper? 

2. What is the security problem? 

3. What are some potential (high level) solutions to the problem? 

4. What do the problem and its solutions have to do with the 
security principles we talked about today? 

Bring it to class and hand in before class on Wednesday.


