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Configurable	Parts

• Rotors

• Reflectors

• Plugs

• Initial	rotor	position



What	makes	Enigma	Hard	to	Break?

• Rotors

• Reflectors

• Plugs

• Initial	rotor	position



Kerckhoff’s Principle

Open	Design

Base	security	on	of	the	secrecy	of	
randomness,	rather	than	the	
obscurity	of	the	mechanisms.



Threat	Modeling

• Ciphertext-only	attack

• Known-plaintext	attack

• Chosen-plaintext	attack

• Chosen-ciphertext attack



Possible	number	of	Keys

Initial	rotor	settings

Possible	number	of	choices	of	wheels

Plugboard settings	(assume	6	plugs)



Ciphertext-Only	Attack

• If	the	only	missing	information	is	the	initial	rotor	setting

• Given	a	ciphertext c
1. Guess	a	key	k

2. Decrypt	c	with	k	to	obtain	m

3. If	m	makes	sense,	output	(k,	m)



“Making	Sense”?

• Human	scanning
• expensive

• Statistical	tests
• Chi-Square
• Index	of	Coincidence



Key	Schedule
http://users.telenet.be/d.rijmenants/en/enigmaproc.htm



Enigma	Use	Procedure

• Setup	the	machine	according	to	the	Key	Schedule

• Pick	a	3-letter	indicator key	“at	random”	for	this	message	only
• e.g.,	“UBR”	(or	21-2-18	if	wheels	are	printed	with	numbers)

• Transmit	the	indicator	key	using	the	key	picked	from	the	key	schedule.	
Repeat	it	to	ensure	it	was	received	correctly.

• Setup	the	machine	with	the	indicator	key	

• Transmit	the	rest	of	the	message



Making	Sense	More	Easily

• Once	intercept	an	encryption	
“hkyiagdvcgcvuiefdujtiqbfcqgfxpgdauooerbkesdnxgpptpb”

• when	decrypted,	it	has	to	start	with
“XYZXYZ**********”	for	some	X,	Y,	Z



Missing	Plugboard Setting

• Known-Plaintext	Attack:	
It	is	known	that	the	word	“EISENHOWER”	appeared	in	an	intercepted	encrypted	
message	“TGHISLDCINTH”

• Assume	only	one	plug	is	used:			‘E’	->	‘T’



Missing	Plugboard Setting

• Known-Plaintext	Attack
DIEGFOHBLSTSIJLABCEZPTNMIERYABCUXUQW

EISENHOWER

A	Character	never	
encrypts	to	itself!
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Missing	Plugboard Setting

• Known-Plaintext	Attack
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EISENHOWER

A	Character	never	
encrypts	to	itself!
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Possible	fixes?



More	Vulnerabilities

• Operators	choose	poor	message	keys	(e.g.,	“BER”,	“LIN”,	“HIT”,	“LER”,	
“JJJ”,	“QWE”)

• The	mapping	from	message	letters	to	ciphertext letters	changes	every	
step,	but	the	change	is	independent	of	the	message
Inspired	modern	ciphers	to	use	Modes	of	Operations	such	as	CBC	(Cipher	Blocks	
Chaining)	mode.

• Modern	substitutions	of	Enigma:	AES,	Salsa



The	Turing	Bombe



The	Lorenz	Cipher	vs.	The	Colossus	Computer


