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Sensor-enabled computers in the form of ‘IoT’ devices such as home security cameras and voice assistants
are increasingly becoming pervasive in our environment. With the embedded cameras and microphones in
these devices, this ‘invasion’ of our everyday spaces can pose significant threats to the privacy of bystanders.
Because of their complex functionality, even when people attempt privacy measures (such as asking the owner
to “turn the camera off”), these devices may still record information because of the lack of a ‘real’ off button.
With the ambiguities of current designs, a bystander’s perceived privacy can diverge from their actual privacy.
Indeed, being able to assess one’s actual privacy is a key aspect in managing one’s privacy according to
Altman’s theory of boundary regulation, and current designs fall short in assuring people of their privacy. To
understand how people as bystanders manage their privacy with IoT devices, we conducted an interview study
about people’s perceptions of and behaviors around current IoT devices. We find that although participants’
behaviors line up with Altman’s theory of boundary regulation, in the face of uncertainty about their privacy,
they desire or engage in various ‘tangible’ workarounds. Based on our findings, we identify and introduce the
concept of ‘tangible privacy’ as being essential to boundary regulation with IoT devices. We argue that IoT
devices should be designed in a way that clearly and unambiguously conveys sensor states to people around
them and make actionable design recommendations to provide strong privacy assurances to bystanders.
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INTRODUCTION

High-fidelity and often privacy-invasive sensor-enabled devices are becoming pervasive in our
everyday environments — the number of internet-connected ‘IoT’ devices is estimated to reach
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more than 200 billion by 2020 [28]. At home, digital assistants such as Amazon’s Echo1 and Echo
Look2 can constantly ‘listen’ for instructions and even ‘look’ and comment on clothing choices
after a visual inspection. Inside and outside of homes, security cameras such as the Nest Cam3 can
be on the lookout for unusual activities. The ubiquitous presence of such networked cameras and
microphones ‘peeking’ into one’s personal spaces has given rise to a range of electronic privacy
concerns [21, 23, 48, 51, 71]. In addition to unauthorized recordings being stored in the cloud,
researchers have highlighted privacy concerns related to inadvertent recordings and have argued
for providing users with more control over their data [15]. With the proliferation of such IoT
devices, casual conversations and encounters once thought to be private and ephemeral now may
be captured and disseminated or archived digitally, and, at worst, can be used for malicious purposes,
often without the knowledge of the user.4
Despite the various documented privacy concerns, designing these devices in a way that enhances
privacy, especially for all stakeholders such as guests,5 visitors, and passersby who are not the
owners of these devices, remains a challenge [33]. We refer to this group of people in the vicinity
as ‘bystanders’ of such devices, who are potentially affected by these devices but do not own or
directly use them (i.e., they are ‘indirect stakeholders’6 ). Although device owners may have some
understanding of how and when these devices collect information, bystanders are particularly
vulnerable and concerned about their privacy given their potential unfamiliarity with these devices
and limited insight into the current configuration of nearby devices [17, 22, 69]. We posit that it is
imperative that the IoT devices be designed in a way that assures the privacy of bystanders. Thus,
an important goal of our research is ensuring that privacy – and people’s sense of privacy – is
improved for all stakeholders through adequate feedback (and where possible, control) mechanisms.
Norman [41] posited that feedback to users on the internal operations of systems is essential for
awareness, reassurance, and anticipation of further actions. With the design of many of today’s
popular sensors, however, individuals often are not able to discern when and how they are being
recorded. It is oftentimes unclear whether an audio or video sensor is, indeed, ‘off’ upon visual
inspection by occupants of a space. In general, the lack of clear feedback about what is being
recorded can lead to people forming inaccurate mental models of how and when the device collects
information [67]. People do expect visual feedback [11, 14] from digital devices; yet, the feedback
itself can be unreliable. For example, even though the Nest Cam has an LED indicator, the use of this
indicator was optional until only recently7 and controlled by software. Even for situations where
camera LED indicators are controlled (ostensibly) through hardware, there have been demonstrated
attacks disabling the LED indicator for some laptops [7]. Attackers in general can surveil victims
without their knowledge [18, 19, 53, 63]; despite the use of LED indicators or software controls,
users still cannot be confident that they are not being recorded. Designs of sensors should reliably
convey the recording states of devices, and current efforts fall short in assuring people of their
privacy. Interpreting the behavior of sensors should not require a high level of familiarity with
or intimate knowledge of the sensors — the confusion and concerns about the recording states of
devices are exacerbated when the person being recorded is a bystander of the device. Thus, the aim
1 https://www.amazon.

com/b/?ie=UTF8&node=9818047011l

2 https://www.amazon.com/Amazon-Echo-Look-Camera-Style-Assistant/dp/B0186JAEWK
3 https://nest.com/cameras/nest-cam-outdoor/overview/
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Horcher. Woman says her Amazon device recorded private conversation, sent it out to random contact.
https://kiro.tv/2J5QLwP.
5 One timely example of such a concern is of guests discovering the existence of live streaming internet-connected cameras
in their Airbnb apartment rentals [20] and not knowing if or when these cameras were recording their actions.
6 Friedman et al. define ‘indirect stakeholders’ as “parties who are affected by the use of the system” as opposed to ‘direct
stakeholders’ who “interact directly with the computer system or its output” [22, p. 239].
7 https://www.techhive.com/article/3432337/google-nixes-the-ability-turn-off-the-status-light-on-nest-cameras.html
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of our study is filling the existing gap in the current literature on how to design devices that assure
bystanders of their privacy, i.e., provide them with a more ‘tangible’ sense of privacy.
In considering the design of sensors, theories of privacy can be helpful in understanding people’s
privacy concerns. Many theories of privacy focus on how information is disseminated among people
(and their social networks). In the context of our inquiry, we consider two theories to be especially
relevant to data collection: Nissenbaum’s theory of Contextual Integrity [40] and Altman’s theory of
Privacy Regulation [1]. In her theory of privacy as ‘contextual integrity’, Nissenbaum discusses how
privacy violations can occur when ‘norms of appropriateness’ are violated in the dissemination and
collection of information. As IoT devices become more prevalent, the new forms of data collection
and designs of sensors for the casual bystander can be vastly different from their expectations and
what they assume as norms of data collection. We seek to understand how these deviations impact
people’s perceptions and expectations as they encounter such devices ‘in the wild’.
Beyond people’s perceptions of what may be (in)appropriate, people must manage their personal
boundaries in the face of embedded IoT devices and regulate what information is captured by
these sensors. From a ‘boundary regulation’ perspective, Altman’s theory on privacy regulation
in the context of one’s physical privacy is particularly salient; Altman discusses how individuals
manage the boundaries of their personal space as a dynamic process in negotiation with others
in their space [1]. IoT devices, however, make the boundary-regulation process more complex as
compared to managing interpersonal privacy in the (mere) presence of other people. Interpersonal
interactions with other people within a physical space come with a high degree of certainty about
the effectiveness of one’s privacy-enhancing actions. For example, the presence of others listening
or watching during one’s conversations or actions can be evaluated with a high degree of certainty.
However, it is unclear how people can evaluate the efficacy of their boundary-regulation behaviors
with IoT devices given their software-controlled and display-limited nature. For instance, can a
device’s software-controlled ‘off’ button be overridden by other running software? This lack of
certainty leads to a mismatch between one’s perceived level of privacy (e.g., believing the sensor is
off) and actual level of privacy (e.g., the sensor is still recording), making applications of frameworks
like Altman’s difficult. We seek to explore the relationship between the design of these devices and
how people manage their privacy in human-IoT interactions.
In particular, we seek to answer the following research questions in this work:
R1 What are the current perceptions of people as bystanders of how and when IoT devices
collect audio and video data? We seek to understand whether current designs of IoT devices
match the perceptions of people not intimately familiar with the devices (i.e., those who
are inexperienced with the functionality of the particular devices) and how deviations from
people’s expectations affect their assessment of privacy. Understanding such deviations can
provide insight into intuitive designs that can bring people’s perceptions in line with their
expectations as they encounter such devices ‘in the wild’.
R2 What kind of privacy-enhancing behaviors do bystanders use or conceptualize when encountering sensors? We seek to understand how people, particularly bystanders, try to manage
their privacy both using current affordances as well as workarounds. These workarounds
provide insights into the future design of privacy mechanisms as well as suggest how people
manage their privacy while interacting with IoT devices in socio-technical spaces.
To answer our research questions, we conducted an interview study with 19 participants to
uncover how bystanders can be assured of their privacy with improved sensor designs. Our study
focused on two common smart connected devices: the Nest Cam8 security camera and the Amazon
8 https://nest.com/cameras/nest-cam-indoor/overview/
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Echo Show9 smart voice assistant. Both of these devices feature embedded cameras and microphones,
with the Echo Show focused on microphone-based functionality and the Nest Cam focused on
camera-based functionality. All participants were unfamiliar with the operation of these two devices
and had never owned either device.
We find that people engage in similar boundary regulation behaviors as described by Altman’s
theory, but the mismatch between one’s ‘perceived’ and ‘actual’ privacy makes it more difficult for
bystanders – who use more familiar interpersonal boundary regulation mechanisms – to manage
their privacy with IoT devices. Our results highlight the importance and need for design solutions
that provide clear privacy assurances to bystanders to reduce uncertainty with regulating their
privacy. That is, not only should people have a strong perception of privacy (these perceptions
could be misplaced, as often happens in phishing attacks), but this perception should be aligned
with reality, providing a strong assurance of privacy as well.
Based on our findings, we identify and define ‘tangible privacy’ mechanisms as those privacy
control and feedback mechanisms that are ‘tangible’, i.e., manipulated or perceived by touch, and of
‘high assurance’, i.e., they provide clear confidence and certainty of privacy to observers. Camera
lens caps and the common use of stickers on laptop cameras are examples of tangible privacy
mechanisms. On the other hand, an LED indicator is not (since it lacks the certainty provided by a
lens cap: a bystander may worry the camera could still be recording with the LED off). We argue
that ‘tangible privacy’ is an important property for the design of sensors to address the privacy
concerns of bystanders and aligns well with the theories of contextual integrity (by providing more
appropriate forms of data collection) and boundary regulation (by providing a better assessment of
one’s privacy). Based on our findings, we advocate for sensor designs that allow for intuitive, tangible
ways of manipulating data collection and convey a clear and definite sense of privacy to bystanders so
they can be assured of their privacy.
2

RELATED WORK

In this section, we start by discussing the theoretical framing of our work. We then discuss research
in the context of IoT security and privacy, bystander privacy concerns, and privacy notices and
other feedback mechanisms currently used for conveying privacy to the users of IoT devices.
2.1

Theoretical framing: Contextual Integrity and Boundary Regulation

Two theories of privacy are particularly salient to our work: Nissenbaum’s work on ‘contextual
integrity’ [40] and Altman’s model of ‘boundary regulation’.
Contextual Integrity. Contextual Integrity (CI) defines privacy as ‘appropriate information flows’
according to norms specific to social contexts.10 Three key concepts constitute CI: (a) Social
contexts – which define the appropriate norms; these are not formally constructed but rather
discovered as parts of social life. (b) Contextual norms – which govern information flows and
people’s privacy expectations in a given context depend on them. (c) Contextual purposes – which
help comprehend the purpose of respective contexts. Privacy as contextual integrity is respected
when all these concepts are respected and the ‘entrenched informational norms’ are followed. One
important aspect of information flows relates to norms of data collection. In particular, if the means
of data recording by IoT devices deviate from expected norms of data collection, people’s privacy
can be violated. Such discord between one’s expectations and the actual behavior of sensors is
particularly heightened for bystanders, who may not be familiar with the specific devices and may
9 https://en.wikipedia.org/wiki/Amazon_Echo_Show

10 Social

norms are implicit (informal) rules that are unspoken, not formally written or recorded but generally understood,
and considered as acceptable behavior by a social group [9, 39].
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make incorrect assumptions about the devices based on data collection norms familiar to them.
The incorrect mapping of such norms based on the data collection contexts could also lead people
to underestimate their privacy risks.
Boundary regulation. Altman’s theory of privacy regulation has been a seminal work with
respect to regulating social interactions in physical spaces. Altman conceptualized privacy as “an
interpersonal boundary process by which a person or group regulates interaction with others” [1].
Altman’s model of privacy regulation starts with an individual’s desire to achieve a certain level of
privacy (defined as ‘desired privacy’ in the model), which is derived from a combination of personal,
interpersonal, and situational factors. Then, to regulate their privacy, individuals go through an
iterative process where they use different control mechanisms to move toward their desired level
of privacy. In each iteration, after using the control mechanisms, people achieve a certain level
of privacy which may or may not be equal to their expected initial level of ‘desired privacy’. The
model defines this certain level of achieved privacy as ‘achieved/actual privacy’. They assess the
effectiveness of the used control mechanisms by comparing their initial ‘desired privacy’ with the
‘actual privacy’ they achieved by using the control mechanisms. If their attempt at controlling
their privacy is insufficient (i.e., their actual privacy is less than their desired privacy), they can
experience a feeling of ‘crowding’ in their space. If their attempt in managing their privacy is more
than sufficient (i.e., their actual privacy is more than their desired privacy), they can experience
‘social isolation’. When individuals experience either of the two (crowding or social isolation), they
re-adjust their ‘desired privacy’ and go through the same iterative process until they reach ‘optimum
privacy’; i.e. the actual privacy is equal to the desired privacy. The privacy control mechanisms
involve verbal and nonverbal behaviors (such as body language) and consideration of personal
space and territories.
2.2

Privacy and security concerns with IoT devices

Security and privacy for IoT devices have been identified as major research challenges by The EU
Commission in a recent report [62]. Accordingly, a growing body of work has sought to understand
the privacy concerns of users in the context of ubiquitous sensing devices. They have investigated
privacy and security concerns associated with internet-connected devices in the home [3, 57],
connected children’s toys [37, 61], assistive and monitoring technologies for senior citizens [10, 31],
and household robots [19].
Interview studies with smart home users have shown that although users might express general
concerns about physical security and home privacy, their mental models of privacy threats are
often incomplete [71]. People tend to trust IoT manufacturers, and their desire for convenience
and connectedness often influences their desired level of privacy. Further, people are not always
aware of the privacy risks associated with the data collected by smart devices [72]. In the case of
surveillance, Oulasvirta et al. found that although people may initially be anxious and concerned
about their privacy, they gradually become accustomed to the presence of security cameras [42].
The authors also studied people’s privacy-seeking behaviors under ubiquitous surveillance and
found four kinds of privacy-seeking behaviors: ceasing a behavior entirely, hiding it from sensors,
acting privately under surveillance, and manipulating the sensors. Research has also shown a power
imbalance between owners of smart voice assistants and other family members. The primary users
often restrict control of IoT devices and check how other family members are using their devices.
At the same time, studies of users’ privacy-seeking behaviors around smart devices, such as smart
speakers, highlight that users believe existing privacy controls do not meet their needs [32]. Roman
et al. emphasizes the necessity of improving peoples’ awareness on how sensor-based devices
collect, store, and share their information [50]. In a co-design study Yao et al. explored user-centered
Proc. ACM Hum.-Comput. Interact., Vol. 4, No. CSCW2, Article 116. Publication date: October 2020.
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privacy designs for smart homes and identified key design factors including data transparency and
control [68]. Furthermore, users often expressed concerns about how companies handle their data
and they strongly opposed the use of their data by third parties [34, 49].
These prior works have investigated privacy and security issues related to IoT devices and
smart homes, both from devices’ and end users’ perspectives. The privacy and security issues
identified by these works show the importance of providing people with control and awareness
about their privacy as they interact with these devices. In line with these prior studies, in our work,
we investigate bystanders’ current perceptions and behaviors related to sensor data collection.
Based on an understanding of how current design affordances fail to provide enough control and
feedback, we derive design implications to provide bystanders with a more ‘tangible’ sense of
privacy about their data collection.
2.3

Bystanders’ privacy concerns about smart devices

The pervasiveness of smart sensor devices has introduced a distinct privacy concern, i.e., the
privacy concerns of bystanders around smart devices and what is now discussed as the line between
‘smart’ security monitoring and being ‘creepy’ [45]. Smart home security cameras now have ‘ample
opportunities for casual peeks into the lives of others’ [45, p. 5]. ‘Indirect stakeholders’ have
indeed expressed the concern of being “watched” by cameras they do not own [22]. Bystanders’
privacy perceptions of drones with cameras have also been studied. Bystanders expressed their
concerns of being peeked at, stalked, and surveilled by drones in public places [66]. Yao et al. studied
drone bystanders’ and drone controllers’ perceptions of different privacy mechanisms. They found
that the two privacy mechanisms most supported by both the groups are owner registration and
automatic face blurring [70]. Besides, research has been conducted on bystanders’ privacy concerns
in the presence of lifelogging wearable devices both from lifeloggers’ and bystanders’ points of
view [13, 27].
In the context of augmented-reality glasses, bystanders show an interest in ways to block
recording devices while also being concerned about “the logistics of such capabilities” [17, p. 2385].
As a result, recent research has been focusing on identifying design suggestions to specifically
support the privacy of bystanders and advocate for the ‘transparency’ of the behavior of such
devices [69] [45, p. 5]. Such design suggestions include providing bystanders with ways to detect
sensors in a space or to limit their data collection [69]. In their study of privacy behaviors with
lifelogging cameras, Hoyle et al. reported some participants (as owners) taking the camera off when
entering a bathroom because they did not trust the software controls (to pause collection of photos).
In the context of bystanders, participants reported instances of other people requesting the camera
not be used. In general, this work found evidence for the importance of physical ‘camera covers’
and bystanders requesting owners to limit collection.
Motivated by this line of research, our work focuses on a deeper understanding of bystanders’
perceptions of smart devices equipped with multiple sensors and their privacy behaviors (such as
workarounds) around them. Our goal is not to investigate bystanders’ privacy concerns. Instead,
building on the prior works, we aim to clearly convey to bystanders when the devices are – and are
not – recording information and allow for suitable controls with predictable outcomes to advance
the discussion around how bystanders’ privacy needs can be supported by incorporating ‘tangible
privacy’.
2.4

Privacy notices: use of indicators

Privacy notices are important in making people aware of data practices of the personal information gathered by a system. Prior work has shown that perceptive interaction with a device
increases peoples’ understanding of and engagement with the devices [16]. Traditionally, LED
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status indicators have been heavily used in video recording devices such as laptops, first-person
cameras, and security cameras for conveying privacy notices. For example, in their recent work,
Song et al. made use of LEDs to create low-cost locators to help people find nearby IoT devices [59].
Voice-based devices, such as Google Home and Amazon Alexa, have also made use of status lights
to communicate the device’s state to people in the vicinity.
Although such indicators might seem like a good way of announcing a device’s current status,
prior research has shown that it is not an optimal strategy for several reasons. The lighting behaviors
of LEDs are often ambiguous to people [25] or people can miss the indicators when they are engaged
in the tasks at hand [46]. In response to these concerns, more recent work has explored possible
ways for body-worn cameras to effectively convey privacy notices [30]. Researchers discuss how
when it comes to the ubiquitous presence of devices with the ability of speech recognition, the
design of devices should involve questions like whether the devices should contain obvious visual
cues when transmitting data [24]. In some cases, people may need to rely on other timing (when it
is provided) technologies (e.g., a mobile app) to understand the meaning of the flashing LEDs [70].
We extend this body of work by studying bystanders’ perceptions of LED indicators and how they
interpret the different colors shown, as well as positing the insufficiency of other firmware/softwarebased indicators (e.g., displaying messages on the screen or providing audio feedback). We also show
that typical IoT device indicators lack a sense of trustworthiness that our participants identified as
necessary to have in order to understand what is being collected by their devices.
3

METHOD

To answer our research questions, we conducted a semi-structured interview study of participants
recruited from in and around our university. We used two IoT devices equipped with both audio
and video recording sensors for our study: the Nest indoor camera and the Amazon Echo Show. We
chose two types of IoT devices with both audio and video recording abilities for two reasons: 1) this
choice represents a realistic setting because most smart devices these days are equipped with both
video and audio recording sensors; and 2) these sensors are used in two different contexts (personal
assistant vs. a security camera) but have the capabilities of capturing the same kind of information
about bystanders. This choice allows us to study users’ perceptions of privacy and their privacy
enhancing behaviors when in proximity of devices that are equipped with multiple sensors as well
as study differences in perception based on the primary purpose of the device (home security vs.
smart assistant). The study was approved by the affiliated university’s ethics board.
3.1

Recruiting and Screening

We recruited our participants through flyers posted in and around a university campus, on the
university’s internal online advertisement forum, and several university mailing lists. The advertisement invited individuals to “Participate in a Research Interview about IoT devices”; to avoid
biasing our recruitment, we did not include any specific terms about privacy in our advertisement.
We sought to recruit ‘bystander’ participants who were not intimately familiar with the Echo
Show and Nest Cam. Interviewing participants less familiar with such devices helps us to better
reflect what the physical designs of the devices convey to people – bystanders – about their states
of collection. This was encouraged by including a statement in the recruitment advertisement that
no prior background experience was needed to participate in the study. We confirmed their prior
inexperience with these devices during the interviews. In addition, we screened for owners of such
devices during the interview. Only two participants indicated they had prior experience as owners
of a security camera and an Amazon Echo. We continued the interview and paid the participants to
collect data for a potential future study of owners. We do not include their data in our analysis for
this work. In the end, we were successful in recruiting 19 participants with no prior experience
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with these devices. Participants explicitly confirmed they were unfamiliar with the operation of
these two devices.
3.2

Participants

We interviewed a total of 19 participants. We interviewed 15 participants in September, October,
and November of 2018. Although a point of saturation was reached in this set of interviews (after 13
interviews), we recruited and interviewed four additional participants (using the same recruitment
strategy) in October 2019. The second round of interviews was conducted mainly to confirm the
initial set of themes. Our coding and analysis process involved the first step of one author (the
interviewer) creating the initial code book by analyzing the transcriptions of the interviews. These
initial codes were then finalized through regular meetings of all co-authors and discussion of
the codes to reach consensus. To ensure that the themes generated through this process were
overarching and comprehensive, we complemented our initial set of interviews with additional
interviews and confirmed and updated our codes. Another reason for conducting these additional
interviews was to obtain additional qualitative insights for some of the themes in Sections 4.3 and
4.5.
Our participants represented a range of different educational backgrounds, including Computer
Science, Game Design, Education, Mathematics, Human Biology, Marketing, Linguistics, Music,
Kinesiology, Media, Human Computer Interaction, Photo Journalism, Telecommunication, Cybersecurity, Pre-Nursing, Law and Public Policy, Media Advertising, Chemistry, Optometry, and
Microbiology. Seven of our participants identified as males and 12 as females. In terms of the age,
16 were in the age range of 18–24 years, one in 24–30, and two in 30–35. Ten of them had not
completed their college degree, three of them were high school graduates, four had completed their
bachelor’s degree, and two had completed their master’s degree.
3.3

Interview Protocol

The interview process started with an introduction to the devices including an official promotional
video of the devices. The participants were also given the opportunity to examine the devices to
understand them and the different functionality of each device before we started the interview
questions. The participants were also allowed to interact with the devices throughout the interview
session. The introduction was then followed up with a short, six-question demographic survey, a
series of 16 semi-structured interview questions, a series of scenario-based questions, and designrelated questions. An overview of our interview protocol is provided in the appendix.
Each interview lasted about 45–90 minutes (with an average of 56 minutes). Participants were
compensated with $15 cash or gift card. The first four participants were paid by gift card, and
the rest were paid in cash at the end of the interview. The interviews were conducted by one of
the authors. The interview questions were divided into two parts. In the first part, we focused on
understanding participants’ perceptions of the devices: how they think these devices function and
how they perceive the role of such devices in various personal spaces. As bystanders, people may
not know when a device is on or off, how to turn it off if they encounter such a device, and what it
means for a device to be on or off; a number of questions thus focused on asking the participants
to identify the ‘on’ and ‘off’ state of the devices, and studying participants’ interaction with each
state of the device, i.e., asking them to turn the device on or off, and whether they were certain
about the on/off state of the device.
In the second part of the interview, we provided the participants with different scenarios related
to each of the devices to explore their privacy concerns. To avoid priming individuals’ responses,
we did not use the term ‘privacy’ in our scenarios. For example, we asked the participants about
how they would feel about presence of these devices during their next doctor visit. However, in
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Fig. 1. Example of low-level codes and high-level categories in our coding

almost all cases, participants’ raised privacy concerns with such devices. If they stated any privacy
concerns, we then asked about their privacy-enhancing behaviors.
We ended the interview by asking them about their preferred design modifications of the devices
that would make them more confident about their privacy.
3.4

Analysis

All the interviews were audio recorded, and a professional transcription service provider (REV)
was used for transcribing the recordings. We made sure that no personal identifiable information
was mentioned during the interview that could be linked to our participants.
A combination of open, axial, and selective coding was used to extract important themes from the
interview data [6, 29, 55]. Initially, the first author of the paper analyzed the data inductively using
open coding and identified a large list of relevant codes. Through subsequent group discussions
in our research team, the large list of low-level codes was grouped into higher level codes using
axial coding with minimal a priori assumptions. Figure 1 shows an example of our coding process.
The bottom row represents the codes generated in open coding, the middle row represents codes
generated using axial coding, and the top row represents the code generated using selective coding.
Using this iterative process of identifying codes and clustering the codes into categories based
on the content of the first five interviews, we then developed a code-book. Based on the code-book,
we coded each of the interview transcripts. The research team held weekly meetings where the
coauthors discussed and revised these codes until consensus was reached. A total of 84 codes were
identified at the initial coding stage. Examples of some initial codes include ‘Certainty of States’,
‘Feedback Modality’, ‘Incomprehension of Microphones’, ‘Relying on Existing Affordances’, and
‘Privacy-Enhancing Strategies’.
Finally, selective coding was used to group codes, and we identified five overarching themes
that emerged from the annotation of the interview data. The themes are described in the Findings
section. Themes were generated and then refined as content was added under each theme. Regular
discussions were held between the first author (the interviewer) and other authors about the codes
and themes throughout the analysis period. We note that since we focus on a thematic analysis based
on multiple iterations of meetings and refinement of the codes to determine emergent themes, we
did not seek to compute inter-rater reliability, a decision that is in line with common practice [4, 36].
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Limitations

As a qualitative study, this work sheds light on various recurring themes that we identified in our
interviews and should not be seen as generalizing to the population in a statistically significant
sense. Although the scenarios used in the interviews are taken from familiar real-world situations
(i.e., visiting friends or doctors), they are hypothetically described to our participants. Thus, there
might be some differences between our participants’ responses (privacy enhancing behaviors) and
their real-life behaviors. However, our findings show that some of the reported behaviors were, in
fact, real-life behaviors (e.g., covering the device, turning the face of devices, etc.) indicating that
although hypothetically presented, some participants had actually been in such scenarios (e.g., with
other devices) and had practiced those privacy-enhancing behaviors. We also note that in real-life
scenarios bystanders might not notice the devices and be oblivious to data collection. For this study,
we assume bystanders will notice, or be notified about, the presence of such devices. However,
further exploration is needed to make sure the sensors themselves are noticeable and recognizable.
Our participants represent a younger population. Older participants may have different privacy
concerns as well as different interpretations of IoT designs and indicators. Although one worry
may be that younger populations are less concerned about their privacy, we note that Singh et
al. [58] found that when it comes to sharing information with smart devices, younger adults are
more reluctant than older adults. Thus, interviewing a younger population may reveal several
interesting reasons for not sharing data with smart devices.
4

FINDINGS - RQ1: PERCEPTIONS OF DEVICE OPERATION AND DATA
COLLECTION

In response to a set of interview questions that were designed to assess our participants’ perception
of the functionality of the devices, the following themes emerged:
4.1

Uncertainty about the device states

As a bystander and the indirect stakeholder who has not been in charge of the device, the first
need is being able to make clear and correct determinations of the state of devices and their
functionality under each state. Central to this is the ability to understand whether a device is
‘on’ or ‘off.’ Assessing the on/off state of devices has typically been straightforward for users of
most devices: there is an on/off button that turns the device on and off, and once the device is
off, all the functionalities of the device are completely disabled. However, as devices have become
‘smarter’, on and off states have become much more complicated. For example, with the Echo
Show and Nest Cam devices, we observed that our participants understood the ‘on’ state with a
high level of certainty. However, they often were not clear about the characteristics of the ‘off’
state. As highlighted below, participants used a number of strategies to assess the on/off state of
the devices. Although these approaches allowed them to indicate effectively that a device was on,
the same approaches were insufficient for convincing them that the device was actually off. For
example, participants stated that the device could still be collecting data when perceived as ‘off’, as
highlighted in the quotes below:
“If the LED is on, I cannot tell that the device is on or off. I will have to look at my
phone.”
(P8, Nest Cam)
“Looking at it, I see a screen with data. Now if the screen is blank, that doesn’t necessarily mean she’s not on, because like I said, there could be a screen saver or something
going across.”
(P6, Echo Show)
In both cases, the participants were unclear whether the device was actually off.
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When explaining what it meant for a device to be ‘on’, the majority of our participants focused
on whether it was actively collecting audio or video data:
“When you say it’s on, you probably mean that it’s listening to what you say and it’s
listening for the keyword.”
(P15)
“I imagine on would be like recording and audio and video at the same time.”

(P13)

With respect to explaining the ‘off’ state, some participants defined ‘off’ as being powered off and
thus being unable to record anything.
“I’d say, like, no power running through it, period. Like, it’s not video recording, it’s
not taking sound, it’s incapable of anything without actual, like, energy.”
(P9)
“Powered completely off, and nothing’s recording, nothing’s on. Yeah. So it’s just the
opposite [of ‘on’].”
(P11)
Our participants, however, had a less definite understanding of what it means for a device to be ‘off’
and were more likely to assume that the device was in an intermediate ‘stand-by’ state. According
to these participants, when a device is not ‘on’, it could either be totally ‘off’ (i.e., not collecting
any data and not connected to any power source) or it could potentially be in a third state, which
they defined as a ‘stand-by’ or ‘sleep’ state.
In this state, the device visually appears to be off, but it could be listening or it could be triggered
(willingly or accidentally) to start recording at any time. Participants assumed when a device is
turned off through a third-party application, such as a mobile application but it is still connected to
a power source, it enters the ‘stand-by’ state. The following quotes highlight the indication of the
‘stand-by’ state.
“Just like a standby. So, like, it could be active, but it’s not actively recording per se.
Until, like, I say, okay, I want it to start recording.”
(P9)
“I think when you press this button she’s still on but maybe like it doesn’t take in what
you tell her. She’s like sleep[ing].”
(P14)
“They’re always listening. Sleep would be not collecting visual, but still collecting
sound, location, But off would be totally unplugging it to where it couldn’t collect
anything.”
(P10, Nest Cam)
Furthermore, they were uncertain about how selectively disabling collection of audio vs. video
affected the collection of the other data. For example, one of the participants said that an Echo
Show could continue to record visuals even when it is muted.
“When the audio is off, it could be recording visual, I don’t know, it could be. I don’t
see why it would but it could.”
(P15, Echo Show)
In the end, albeit a simple request, participants wanted a reliable, physical ‘off’ button in their
interactions with sensors:
“I don’t like that there’s not an off button. Even if you unplug it, I would still like there
to be an off button for it.”
(P15)
“Definitely, put an on and off button for the actual recording settings of the microphone
and the camera. And, I think that would help a lot.”
(P12)
In summary, participants were not clear when a device was actually ‘off’ in the sense of being
completely powered down. They considered the uncertain status of ‘stand-by’ mode as the more
likely state a device might be in when turned ‘off’; it was expected that devices in this state could still
be collecting data. Participants expressed desire for a physical ‘off’ button that would completely
power down the device.
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Reliance on existing mental model of indicators

The uncertainty about the device states propelled us to ask the participants to identify the features
of the devices that they would use as cues to determine the device’s current state. For the Nest
Cam, participants used the LED indicator as the primary way of inferring the device’s state. In
other cases, participants manually checked the video feedback from the mobile app. For the Echo
Show, they used the audio feedback and the display screen as the primary means of confirming the
device’s state.
In interaction with the LEDs to infer the device’s state, our participants used their existing mental
model of traffic lights to interpret the meaning of LED indicators when green and red lights were
shown. They interpreted a green LED as a ‘Go’ signal, meaning the device is on and it’s recording,
and a red LED as a ‘Stop’ sign, meaning the device has stopped recording.
“I see the green light, I go. If I see green, I can go out and say it’s fine, it’s working fine.
I mean, I’m just guessing. Probably if I unplug it, I will see the other side of it.” (P4)
“Cause usually a green light means on, red means off.”
(P5)
Moreover, comparing the Nest Cam to a webcam, participants expressed their expectation of
seeing a green LED while recording because a standard webcam shows a green LED whenever it is
recording.
“I have a webcam back home, if it’s recording it shows some green light or something.
I think this probably would, too. ’Cause this to me is not a camera, it’s just a webcam.”
(P7)
In some cases, applying this prior mental model did not match the operation of IoT devices. For
instance, when a Nest Cam’s status light is red, it does not mean that the device is not recording
any video; rather, this indicates that the LED is not functioning properly, and the device itself may
continue to function “as expected.”11 On the other hand, if the LED is off, it means either the device
is off or potentially recording if the LED indicator was turned off in the settings.12
Interestingly, some participants did not rely on the existing visual cues and said that they would
use the heat signature of a device to determine it’s state.
“Maybe like a heat signature? ’Cause you can usually tell if something’s on if you can
feel the heat.”
(P9)
“I mean, it’s [the device] pretty toasty, like warm”
(P15)
Because LEDs did not provide participants with an ironclad assurance of whether a device is on,
our participants specifically wanted a shutter-based mechanism for cameras, which clearly conveys
when a camera is able to record and when it is not, and a mute button to make sure that only video
is recorded without any audio.
“Maybe put a shutter feature over the lens ... because then I’d be sure that it’s not
recording me.”
(P1)
“First of all, shutters. Like an eyelid, close when its fully closed and then open when its
fully open.”
(P7)
For microphones, however, our participants did not have many ideas. Only a handful said that
they would physically disable a microphone by muffling it with another object like a blanket –
which is likely not effective at blocking sound completely.
11 https://www.nest-community.com/s/question/0D51W00005Fp6MHSAZ/what-does-the-red-light-on-my-nest-cam-

mean
was only in Aug. 2019 that Google announced new interpretations of the LED light so that some form of lighting
showed – including blinking – when the camera was on.

12 It
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“As far as sound goes, like I said, you really don’t have much options, because it’s just
there, so you have to just put it somewhere else where it’s not near you.”
(P9)
“Put something over it like, a blanket for example. That would help muffle any sound
getting through.”
(P2)
In summary, we observed that our participants, as bystanders who are not intimately familiar
with devices, relied on their existing understanding of well-known devices to interpret affordances
of these new devices such as LED indicators and visual and auditory feedback to assess the on/off
state of the devices. Similarly, they relied on their existing mental model of devices when thinking
about possible designs to better afford their desired certainty. As we argued, without our explicit
prompt, their workaround solutions involve tangible interaction with the devices such as camera
shutters instead of relying on LEDs.
4.3

Perceptions are guided by primary function of devices

We observed that participants’ perceptions of a device were often influenced by the primary
function or role of that device. Both the Nest Cam and Echo Show have a camera and a microphone.
However, the primary function of the Nest Cam as a security camera is collecting video, whereas
the primary function of Echo Show is collecting audio as it is understood to be an audio-based
command-processing device. As a result, participants’ perceptions influenced how they assessed
features of the devices and their concerns with the devices. For example, P15 reported having fewer
concerns regarding Echo Show because Echo Show’s main purpose is not watching but interacting
with people.
“This one less so than the camera only because its main purpose is not to watch, it’s to
interact with.”
(P15)
Similarly, even after knowing that Echo Show has an embedded camera, P8 admits to having no
privacy concerns regarding video recording because the “nature” of the Echo Show makes video
recording a secondary function compared to audio recording.
“I guess it is to do with the nature of the device. Even though it has a camera and
everything, I see it as very secondary to the audio function.”
(P8)
The primary function of Echo Show made P7 think that the device cannot ‘record’ anything, it can
only listen to audio cues and act accordingly.
“Personally, I don’t think this can record [video]. So I wouldn’t have too much of a
concern. That one [the camera] I know it’s for recording, this one, for me, it’s just a
chore, doing a job. It can’t do anything...’cause I’m pretty sure it can’t record, I just
think it’s just here to hear the audio cues and act.”
(P7)
As we learned about this specific bias toward the main function of the device, in later interviews,
we ensured to prompt the participants to elaborate on this issue. We continued to observe a similar
trend. For example, P17 and P18 expressed that they were comfortable with the presence of an
Echo Show in a bedroom as they believed that unlike the Nest Cam, Echo Show’s primary function
is not recording video.
“This one[Nest Cam] its sole or the only thing it can do is record and that one has a lot
of more other functions so I don’t really think about it as much..”
(P17)
“Yeah. Because this one[Echo Show] doesn’t record.”
(P18)
In fact, almost all participants’ perception of the primary function of the device was indicated as a
factor regarding their comfort with the presence of the device in a particular location. Although
almost all of the participants were not comfortable with the presence of a Nest Cam in a bedroom
because of privacy reasons, only three out of 19 participants expressed concern about the presence
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of an Echo Show in a bedroom, and of these three, only two mentioned privacy as the reason.
Similarly, 10 of the participants said that they wouldn’t be bothered with the presence of an Echo
Show in a bathroom, and out of nine participants who were uncomfortable with the presence of
an Echo Show in a bathroom, only three cited privacy risks (e.g., the presence of a camera, the
chances of eavesdropping) as the reason. The others mentioned reasons such as the device might
be demolished by the excessive humidity or by the presence of water around it.
Our participants were more comfortable with the presence of voice assistants compared to
security cameras in places generally deemed as private. This is a particularly interesting finding
considering that the reasons they were citing (e.g., hacking, secretly watching) for being uncomfortable with the Nest Cam are also possible with the Echo Show as both devices have a camera
sensor. This, again, can be attributed to the influence that the primary function of a device have
over a bystander’s perception, as mentioned by P16 when talking about the reason of being less
hesitant about the Echo Show’s presence in a bathroom.
“I think that there’s a little less hesitation with this one[Echo Show]. I don’t know if
it’s stupid or not, I guess, but just because, like I said, the functionality of this device
isn’t just to be a camera.”
(P16)
In summary, we continued to observe how the existing mental models of our participants
as indirect stakeholders of these devices not only influenced their perceptions regarding the
functionality of the devices but also their privacy concerns associated with the devices.
4.4

Mistrust for software

When probed about possible design of sensor control mechanisms, all but two participants said
that they preferred ‘more physical’ designs (e.g., shutters and physical ‘off’ buttons) . From our
interviews, we identified two main reasons why participants did not trust software-based controls.
First, many participants said that they feared that software-based controls could be vulnerable or
compromised by adversaries.
“Because I think it would be trusted more because there might be a glitch in the software
and you might not be able to tell.”
(P2)
“If it was software, you could know from your phone, there could be some flaws in it,
where somebody could still hack that server.”
(P12)
The second reason is related to the perception of a stronger sense of empowerment and control
over a device through hardware designs. Participants said that tangible mechanisms gave them
their desired control over a device, which in turn gave them an extra level of assurance.
“It’s kind of empowering to the person to be able to physically turn it off, I think. I
think it’s frustrating for consumers to not be able to physically turn off the device.”
(P11)
“Because you usually have control over hardware. Other people can remotely control
software. You can’t really remotely control hardware.”
(P13)
“Do you really know it’s off? ’Cause I don’t know anything about the technology built.
Someone who designed it could have a backup system or something. So the only way I
feel in control is if I manually do it myself.”
(P7)
In general, our participants expressed strong trust issues with privacy indicators and controls
that can be controlled by software. We found that ‘tangibility’ is implicitly present in their coping
mechanisms and it gives them a better sense of assurance and control over the device.
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Degree of visibility of sensors influences the perception of the sensor

Our participants were quick to identify camera sensors as compared to microphones since microphones are often not visible enough. Often, they mistook microphones for speakers.
“That’s probably the speaker. And I don’t know where the microphone is. But it could
be in both, it could be both. This also looks like there’s a little bit of a speaker portion
on the top.”
(P11)
And in some cases, not identifying a microphone in a device made the participants perceive the
device as not having a microphone. For example, even though the Nest Camera has an embedded
microphone, P3 went on to conclude that the device does not have one.
“Actually I’m not sure. Like, if I can see some hole or something that I can see that it’s
listening, but I don’t see something like that ... So it has a speaker, but I don’t think it
has a microphone.”
(P3)
The lack of visibility and transparency about the existence of microphones is particularly threatening
to the privacy of bystanders who may not be aware of the possibility of being recorded. Participant
P10 went a step forward and said that he would mark, i.e., put some kind of identifying symbol
around the microphone, to know of its existence.
“ I’d mark wherever the mic is, ’cause I’m not sure if the mic is there.”
(P10)
5

FINDINGS - RQ2: BYSTANDERS’ COPING AND CONTROLLING MECHANISMS

To address our second research question on bystanders’ privacy-enhancing behaviors, we sought
participants’ concerns when interacting with the devices and their coping mechanisms to manage
their concerns. As mentioned before, we did not specifically prompt participants with privacy
questions, but privacy concerns were naturally raised in many participant responses. In this section,
we focus on such concerns and participants’ approaches in managing them. Following Altman’s
theory of privacy regulation [1], we also define coping mechanisms as the set of ‘workarounds’ [47]
or privacy-enhancing behaviors outside of the scope of privacy controls supported by the devices
(e.g., ‘Mute’ functionality) which participants utilized in an attempt to maintain their desired
level of privacy. We observed that participants’ coping mechanisms closely followed Altman’s
categorization: ‘filtering’, ‘ignoring’, ‘blocking’, ‘withdrawal’, and ‘aggression’, which are used
to reduce emotional stress and anxiety when individuals are in a state of social ‘crowding’ or
‘isolation’. Below, we discuss examples of each of those mechanisms. We discuss how each of these
mechanisms happens in the context of interaction with smart connected devices in physical spaces.
Filtering the intensity of inputs: Filtering as described by Altman is the “reduction of intensity
of inputs” [1], which people often use for regulating their privacy preferences in social interaction.
In interaction with the devices, our participants considered a number of strategies to filter out
the undesirable impact of the devices, such as playing loud music to mask a private conversation,
having the device on at certain times only, or avoiding certain tasks in the presence of the devices
to filter out some of the available information. Examples of such statements from our interviews
are highlighted below:
“I would probably play super loud music to block it out. So that way, it will only hear
the loud music and not what I’m saying.”
(P19)
“Play some music. So, the conversation is not as clear.”
(P5)
“If somebody’s going to analyze my data, then I would want to be sure that this thing
is on and off at certain times.”
(P15)
“I think in private scenarios, if you know there’s a camera at, you might limit your
conversations. You might not talk about things.”
(P11)
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Participants tried to drown out inputs or exercised discretion around such devices to reduce the
relative intensity or availability of sensitive information to sensors.
Ignoring low-priority inputs: Altman considers ignoring low-priority interactions and being
selective in which interactions to pay attention to as a strategy to deal with being overwhelmed
with too much social interaction [1]. In interaction with devices, especially for bystanders and
indirect stakeholders, ignoring the interaction can be more complicated. However, we observed the
indication of attempts to ignore the presence of devices as an approach in coping with the inflicted
distress. As highlighted in the quotes below, our participants stated how they considered audio
collection to be lower priority than video and would try to ignore issues related to audio collection
to reduce their sense of being overwhelmed by them.
“It could still be recording like audio or something but that’s fine. Audio is not that
much of a concern as visual.” (P7)
“I wouldn’t be too concerned, because I don’t know. Like, the voice part doesn’t really
get to me. It’s the video part that I would be worried about.” (P12)
“I feel like that’s [video data collection] really personal. Audio is definitely evasive too.
I feel like video is a lot more invasive than audio. I feel like when it comes down to it,
there’s not a lot of audio that I wouldn’t care. Not that I wouldn’t care, but that would
get me in trouble. Yeah, I would definitely say video is more invasive and concerns me
more.” (P17)
Although some participants decided to simply not worry about certain modalities of collection,
these workarounds point to the need for better ways to convey assurance to bystanders whether a
sensor is recording or not so that they don’t have to ‘prioritize’ their privacy concerns and behaviors
in a way that still leaves them vulnerable to privacy risks.
Blocking of stimulus: Another coping mechanism for social crowding is described as “blocking
of stimulus inputs by means of unlisted telephone numbers, doormen and guards who control
entrances to buildings, and even an unfriendly countenance to discourage others” [1, p. 178]. When
individuals feel filtering and ignoring are not adequate strategies, they opt for blocking. In responses
provided by our participants, we also observed indication of blocking as a strategy to deal with
concerns with the devices, such as covering the camera lens or the microphone with a blanket, a
towel, or a cup to muffle the device.
“I would put something over it like, a blanket for example. That would also help muffle
any sound as well getting through.”
(P2)
“I’d put a little cover on top of it just to make sure it wasn’t collecting sound or
something.”
(P10)
“I think I could just get like a towel and put it over it, so it can’t see, it can’t hear as
well.”
(P13)
However, although the participants had several ideas about blocking the camera, they were
more skeptical about effective approaches in blocking the microphones and expressed feelings of
helplessness in doing so, as highlighted in the quotes below:
“I don’t know. I was thinking maybe cover that up, but I feel like they would still be
able to hear me.”
(P10)
“Definitely more ideas come to mind with a camera than a microphone because I just
can’t really think of anything for a microphone.”
(P17)
These workarounds particularly highlight the need for tangible strategies to assure that sensors
are not collecting data, particularly with respect to microphones. The workarounds and participants’
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frustrations show how the lack of mechanisms, such as a lens cap, in today’s sensors forces
workarounds related to covering cameras.
Withdrawing oneself from interactions: Withdrawing is characterized as a coping behavior
where an individual draws out oneself from a group physically and socially [1]. In interaction with
devices, withdrawing can be represented as individuals distancing themselves from the perceived
threats posed by devices. Indeed, a number of participants indicated such a strategy in dealing with
devices, such as withdrawing themselves from the center of action or withdrawing the device from
the room where they are present.
“[If I don’t want it to record me I would] Leave the room, probably go somewhere else.”
(P1)
“So, only ways [are] to remove the camera totally, cover it up or stop doing what you’re
doing or go do it somewhere else. Those are only ways to be sure that the camera’s
not watching you.”
(P6)
“I can probably take it to another room or remove it from the environment that I was
in.”
(P12)
Although these are simple strategies they point to extreme measures because of the lack of trust
and tangible ways to block collection.
Aggression toward the source of intrusion: In extreme cases, individuals might use aggressive
or extreme coping mechanisms to deal with crowding in social situations and to achieve their
desired level of privacy [1]. In interaction with the devices, we observed that, in most cases,
participants utilized coping mechanisms that are more defensive in nature; however, if they found
those mechanisms insufficient in achieving their desired privacy, they also considered more extreme
approaches, such as turning off a device completely or even destroying a device.
“I will switch off everything. My device, internet, everything else that you can turn off,
I’d unplug and switch it off because I don’t want it to be on. If I’m at my friends house
I would ask my friends to turn it off.”
(P4)
“Just one way you could make sure that it’s not recording is destroying it. That’s
definitely one way.”
(P2)
“I mean, if it’s still collecting audio. It’s just concerning. So I don’t know what you
would do to that. I guess I could break it. Just hit it a couple of times with a baseball
bat.”
(P11)
“Like the device has value, but if worst came to worst and I’d need no one to hear what
I was saying I’d just break it.”
(P13)
These coping mechanisms point to the degree to which uncertainty about device operation can
push people to extremes. Albeit humorous, these quotes suggest closer attention to designs that
can assure people of their privacy instead of them having to destroy the device ‘just to be sure’.
In summary, we observed that the coping mechanisms described by Altman in the context of
interpersonal social interactions also manifest in the context of interaction with IoT devices. In
many cases, the coping behaviors point to the need for sensor designs that provide clear and
unambiguous information about the state of the device. The coping mechanisms also highlight the
need to empower bystanders’ interactions with these devices, both in terms of awareness of devices’
states as well as a sense of control over the functionality of the devices. Participants’ workarounds –
often tangible in nature – further support the need for designs that support ‘tangible privacy’.
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DESIGN IMPLICATIONS: DESIGNING FOR TANGIBLE PRIVACY

Our findings point to a number of practical design considerations for future iterations of IoT devices
to complement security best practices [38]. We start by defining ‘tangible privacy’ followed by
several design implications.
6.1

Defining ‘Tangible Privacy’

Our findings highlight the importance of a design approach to support more comprehensive
assessment of peoples’ privacy in the context of IoT devices. To this end, we define ‘tangible privacy’
mechanisms as those privacy control and feedback mechanisms that are ‘tangible’, i.e., manipulated or
perceived by touch, and of ‘high assurance’, i.e., they provide clear confidence and certainty of privacy
to observers. This concept of ‘tangible privacy’ builds upon the well-established concept of ‘tangible’
user interfaces, which support interaction with the digital world through physical affordances [64]
and the need for feedback to understand system operation [26, 65] as further discussed in Section 7.1.
More recently, Angelini et al. proposed a framework for building an “Internet of Tangible Things
(IoTT)” [2]; their focus, however, is not on privacy, and our proposed concept of tangible privacy
fills an important gap in designing for privacy. We posit that tangible privacy designs can provide
the missing certainty in regulating privacy with such devices, a mode of interaction people are
accustomed to when regulating their personal boundaries in inter-personal interactions.
6.2

Toward tangible designs for assured privacy

In designing for ‘tangible privacy’, each sensor must have:
• tangible affordances to allow people to unambiguously control the sensor’s data collection.
• high assurance feedback mechanisms that provide a clear and definite sense of awareness of
what data is being collected to people in the sensor’s vicinity.
We now expand on key design insights that emerged from our interviews.
Clear and unambiguous feedback. In response to our findings about participants’ uncertainty
about device states (Section 4.1), we posit that as a general design principle, devices must strive to
provide clear and unambiguous feedback. Although it has been recognized that feedback should
be ‘clear’ and easy to understand for effective privacy management [5], such feedback may not
reflect the reality of what is being sensed (as discussed for LEDs next). Our participants expressed
a general disbelief toward software-controlled indicators and mechanisms, arguing that there is a
high probability of software being compromised and used surreptitiously for monitoring people
even when feedback was provided. Instead, they sought less or unambiguous mechanisms such
as lens caps to cover the camera. These mechanisms provided a stronger assurance of privacy
beyond simply being easy to interpret. It is also worth reiterating that not all tangible affordances
(e.g., physical buttons) convey unambiguous feedback, and designers need to focus on tangible
affordances that also assure bystanders of their privacy.
Reliable ‘off’ buttons. Many of our participants indicated (Section 4.4) that knowing a device
can be physically turned off gives them a sense of control and a better sense of privacy. In the past,
many digital devices featured a physical and intuitive on/off switch. Modern designs, however,
have been eschewing physical buttons for ‘simpler’ designs with fewer physical buttons that
have multiple assigned functions. For example, turning a modern smartphone ‘off’ can require a
multipurpose button to be held continuously for a few seconds. In general, the lack of clear and
trustworthy ‘off’ buttons, where one is assured the power is indeed cut off, has a negative effect on
people’s sense of privacy. Of the two devices used in our interviews, the Nest camera did not have
a physical off button. Throughout our interviews, participants were looking for an off button on
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the device, and the absence of this button forced them to unplug the device from the power source
when they wanted to completely turn off the device.
Based on our findings, we therefore advocate a return to the practice of including a physical and
reliable off button to provide stronger privacy assurances to users. We note that there might be
multiple ways to ‘assure’ bystanders that power is cut off by such a button. These might range from
a physically visible break in a connection or an internal hardware design that ensures the breaking
of a circuit. Such features may be communicated in various ways to users, but it is important for
such a switch to not be software controlled to provide strong assurances to users as many of our
participants declared a lack of trust in software controlled mechanisms.
Clarity on ‘on/stand-by/off’ states. Related to the previous design principle, the responses
of our participants demonstrated confusion about the devices’ operational status (Section 4.1).
Participants demonstrated different interpretations of what it means for a device to be ‘off’, ranging
from ‘sleep’, ‘stand-by’, or ‘a complete shut off’ state. Current devices make it difficult to ascertain
whether a device is in an ‘off’ or some intermediate state still capable of ‘seeing’ or ‘listening’. From
a bystander’s point of view, this lack of certainty and trust about the sensors can lead to confusion
about how and when to manage one’s privacy as was evident in responses from our participants.
Thus we posit that a device must have a clear and tangible way of declaring whether it is in a
stand-by or off state. Some of our participants made use of tactile feedback, such as touching the
device, to see if the device was warm to make sense of whether the device was off or in stand-by.
Based on such responses, one design approach could be a periodic vibration of the device or a
periodic motion of a physical artifact whenever the device is in a stand-by state to remind the people
around that it is not off. One approach may be to use LED-based communication mechanisms
that are hardwired and not disabled through software. Unfortunately recent work has shown we
cannot take such assurances for granted [7], and firmware-based attacks can be a threat against
‘hardware’-controlled LEDs.
LEDs necessary but not sufficient. Recent attempts have been made to design effective feedback mechanisms for IoT devices that are more physical in nature.13 However, these attempts are
focused on providing people with visual LED-based feedback to indicate when the device’s sensors
are actively recording data. LEDs have served as a tangible notion for a device’s state for years
now. We posit that LEDs alone cannot provide users with tangible privacy as we have seen in
our findings that LEDs can be misleading at times. LEDs, when ‘on’ convey useful information
that the camera or microphone is indeed recording. Thus, these are necessary indicators for IoT
devices with cameras and microphones. But as we have argued, they may not be sufficient for
communicating ‘off’ states. Furthermore, even if they are trustworthy, they may not be noticed by
users [46]. For bystanders, as evident from the responses of our participants, the situation is even
worse (Section 4.2). They reported when in the vicinity of a smart device owned by others, even
if that device is using LEDs to communicate its state, as bystanders they typically do not know
how to correctly interpret the LEDs. Participants during our interviews demonstrated this state of
confusion about the meaning of the LEDs displayed in Nest Cam and Echo Show. We advocate that
bystanders may need a more tangible mechanism, such as opaque covers or physical disconnects,
to be assured recording is not possible at certain times. Beyond ‘tangibility’, future interfaces could
also explore making stronger emotional or “visceral” connections as has been suggested in the
context of data privacy [60], as a possible way for further assuring users about the device’s state.
Clearly declaring types of sensors in the device. IoT devices are increasingly adopting
multiple sensors into their designs. Sometimes these sensors might catch consumers by surprise;
for example, Google’s Nest Secure home-security hub was found to include a microphone that
13 http://www.signifiers.io/
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was previously unadvertised.14 As we have found in our interviews, participants’ privacy attitudes
revolved around the primary sensor’s data collection, and they tended to overlook the presence of
other sensors on the device (Sections 4.3 and 4.5). Moreover, participants were uncertain about the
presence and location of sensors on the devices. Most participants assumed that the Nest Cam had
a microphone installed, but they could not locate it. Sometimes a device might contain sensors that
are totally unrelated to the device’s functionality (Google’s Nest Protect is a smoke detector that
also has an internal microphone.15 ). Yao et al. also sought for device transparency where, in a smart
home application context, either the owner or the manufacturers need to provide information about
the device to bystanders [69]. As suggested by our participants, we propose that instead of relying
on the owners, the design of IoT devices should ensure that all sensors are visible to bystanders.
These designs should not assume that educating the owner is sufficient (e.g., through stickers in
the ‘unboxing’ process); designs should intuitively convey to bystanders that they are capable of
being recorded through video and/or audio.
Shutter mechanisms for cameras. One of the most common responses of our participants
talking about regulating their privacy in the vicinity of a camera was obscuring the camera’s view;
almost all of them talked about blocking the view with objects such as a towel or a piece of clothing
(Section 5, ‘blocking of stimulus’). Based on these findings, we recommend the incorporation of
shutter mechanisms in camera-based devices. One consideration with shutters is whether these
can be actuated electronically (e.g., via an associated smartphone app or by the device itself). If this
is possible, then users may still have concerns about being recorded surreptitiously, as the device
could temporarily open the shutter. For strong assurances, these shutters should be controllable
only manually. One option could be to create designs that allow for electronic actuation for closing
the shutter but require manually opening the shutter as needed.
Another tangible design suggestion that emerged from our interviews could be the use of a
camera mount that can easily rotate on its axis. Bystanders can ask the owner or, when applicable,
can rotate the camera lens by themselves towards the wall.
Disabling mechanisms for microphones. With the prevalence of ‘always-on’ IoT devices,
microphones are considered to be one of the most privacy-invasive sensors [8, 42]. Our study
shows that even when participants were concerned about microphones, they did not always feel
they were provided with solutions to address their concerns, even if as a workaround (Section 4.2).
For example, they could easily cover the camera to block visual recording but were less clear on
how to block a microphone. This paves the way for future research on the design of microphones
that are easy to be disabled and enabled in a way that is tangible to users. The current tangible
practice is the use of a ‘Mute’ button but consistent with our findings, Lau et al. [32] found that
users preferred unplugging the Amazon Echo compared to muting it. As argued before, to increase
people’s trust in the mechanism, it is important that the mute button is not just a software control
but rather a hardware switch that can physically disable or disconnect the microphone’s circuit.
Analogous to obscuring camera lenses, jamming mechanisms for disabling a microphone [12]
can be effective at blocking the microphone temporarily; nevertheless, the concern about assured
feedback (a part of ‘tangible privacy’) remains. Because ultrasound (naturally) does not provide
any audible feedback, there is no way for a bystander to know whether the jamming mechanism is
actually on. This, again, indicates the need for future research investigating how to incorporate
tangible privacy mechanisms for embedded microphones.

14 https://www.theverge.com/circuitbreaker/2019/2/20/18232960/google-nest-secure-microphone-google-assistant-built-

in-security-privacy

15 https://store.google.com/product/nest_protect_2nd_gen_specs
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Using detachable sensors. One possibility is for future IoT platforms to follow a modular
approach in which each sensor can individually – and tangibly – be enabled or disabled. For
example, in the case of Echo Show, our participants deemed that using the camera sensor is not the
primary objective of that device and wanted to selectively turn off the camera and continue using
the microphone. Using a modular approach would allow a user to selectively carry out preferred
sensing without having to shut down or unplug the device as a whole. Seyed et al. [56] designed a
modular smart phone and showed how people can lend different parts of a modular phone to others
making temporary device lending more trustworthy and convenient. Some commercial smart
phones use modularity to enhance device capabilities.16, 17 We posit that, given the availability of
proper detachable sensors, following a modular design approach for IoT devices can more effectively
ensure better privacy management in a truly tangible manner. In cases where bystanders may not
have the ability to perform such ‘detachments’, they are still provided with tangible assurances
when performed by the owner.
7

DISCUSSION

In this section we discuss a) why ‘tangible privacy’ is an important consideration in the design
of sensors, b) theoretical implications for exploration in future work, and c) a discussion of how
bystanders might navigate social norms with tangible designs.
7.1

The Importance of Tangible Design for Privacy

Our proposed concept of ‘tangible privacy’ is complementary to an array of solutions to control
data collection and dissemination. Although other solutions can provide other forms of security
‘guarantees’ (e.g., validated software), our goal is to go further and provide users with an assured
sense of privacy (versus a ‘false sense of security’) by leveraging the physicality of the devices.
During our interviews, participants showed a clear preference toward privacy control mechanisms
that can be manipulated physically. This unification of action and perception, which was sought
out by our participants is an important theme in tangible interaction. Users must be able to perceive
their action and the system’s output simultaneously. In other words, ‘tangibility’ offers a seamless
integration of representation and control which means the user can read the system state from
the manipulated object [65]. Participants also expressed the importance of meaningful feedback
from the devices. Tangible interaction systems can successfully raise awareness [52, 73], improve
‘legibility’ (the understanding of the system’s states) [64], and convey meaningful information
about the control and representation of data by making the information representation immediately
available to the users [65]. Another reason for using tangibility is the tactile feedback that a user
can receive by using tangible mechanisms. Tactile feedback is perceived by the sensation of touch
and has been found to have several benefits through improved decision making [44], confidence in
evaluating functionality [43], and enhanced task performance when interacting with devices [54].
Indeed, lacking tactile and tangible controls our participants showed a general lack of confidence
while evaluating whether a device was ‘on’ or ‘off’ for example.
In sum, tangible design provides an immediate confirmation about an individual’s actions. More
importantly, it encompasses the feeling of ‘sureness’ by leveraging the richness of human senses,
developed by interacting with physical objects on a daily basis. These properties are crucial when
it comes to regulating one’s privacy in the current socio-technical space.

16 https://www.theverge.com/2016/7/21/12244300/motorola-moto-z-review-droid-moto-mod
17 https://www.engadget.com/2016/02/21/lg-g5-modular-official/
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Theoretical connections and implications

Our findings lined up closely with many aspects of Altman’s theory of boundary regulation. At the
same time, privacy concerns stemming from such devices relate to deviations from ‘entrenched
norms’ of how information is collected or disseminated as described by Nissenbaum’s theory of
contextual integrity.
Although several aspects of our findings (such as participants’ coping mechanisms) lined up well
with Altman’s theory, we did not set out to confirm or extend the theory. For example, we did not
explicitly ask participants about their emotional state and did not confirm whether they felt ‘social
isolation’ from certain privacy-enhancing behaviors. At the same time we did find indirect evidence
of such a sense of ‘isolation’, where participants talked about isolating themselves from the physical
space when left with no other choices or the use of tangible workarounds (such as covering a
camera) to avoid isolation. Applying Altman’s framework to our analysis shows that despite the
lack of stronger assurances, people apply a similar set of boundary regulation mechanisms both
in the context of human-human and human-IoT interactions resulting in an ambiguous sense of
privacy or the use of tangible workarounds. Such feelings of ambiguity and behaviors highlight the
discrepancy between one’s ‘perceived’ and ‘actual’ privacy and the desire to resolve ambiguity,
which is not explicitly differentiated in Altman’s model. Although this discrepancy makes salient
why tangible privacy mechanisms are desirable, further work is needed to understand how Altman’s
model for interpersonal boundary regulation can be updated to include components of ‘perceived’
vs. ‘actual’ privacy and how they interact with more nuanced boundary regulation. We leave this
exploration for future work.
Connecting with Nissenbaum’s theory of contextual integrity, we found that our participants’
perceptions were guided by norms based on their conception of a device’s primary function.
Although the Nest Cam has an embedded microphone, participants were not concerned about the
device secretly listening to them because, according to them, the device’s primary function is to
‘watch’. Similarly, despite having a built-in camera, participants were less concerned about the
Echo Show as they see it as a device whose primary function was not to watch but rather to ‘listen’
for user commands. Our results provide evidence on how contextual integrity can play a part in
shaping participants’ privacy perceptions about the devices: where privacy violations in the context
of interactions with such devices can occur, and when the collection of personal information can
take place in ways that defy user expectations (e.g., Nest Cam collecting audio). We argue that
incorporating tangible feedback into design of devices can help users to better assess the contextual
factors, thus forming better contextual norms and better privacy expectations about IoT devices.
7.3

Social Norms and Tangible Privacy

Social norms guide behaviors in general [9, 39] and should be considered when designing mechanisms to shape interactions for managing privacy. Some of our suggestions for tangible designs may
appear to conflict with prevailing social norms about who should control devices, e.g., whether it is
appropriate for bystanders to ‘disable’ IoT devices owned by others. However, when our participants
were asked about their privacy-enhancing behaviors, depending on the context, we recorded a
variety of responses that were mindful of prevailing social norms. Participants’ responses largely
showed that they respected their interpersonal relationships with owners. For example, in the
context of on/off buttons, they said that they would ask the owner to turn off the device using the
off button instead of turning off the device themselves. Participant P2 said, “If it was my friends’
house, I’d ask them to have some confidential conversation. For example, I’d ask them if they would
turn the camera off.” Moreover, when the owner is not known to them, for example in the case of
a rented Airbnb, participants said they would contact the owner, ask them about the purpose of
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using such devices, and ask their permission to turn the devices off. They considered turning the
devices off by themselves as a socially awkward behavior but still wanted the assurance of an off
button when the devices was permitted to be off.
In specific cases, however, participants were willing to override owners’ intentions or violate
social norms. For example, in situations where the owner of an Airbnb rental cannot be reached
and the devices are placed in sensitive places (e.g., a bedroom or bathroom), participants said that
they would turn the devices off by themselves to protect their privacy. Underscoring the need
for tangible privacy mechanisms beyond software controls [35], participants were even willing
to break or destroy devices in cases when they felt helpless; for example, when the devices do
not provide any options of turning them off manually. We take these responses as evidence that
bystanders, too, have expectations of what is appropriate in terms of how and when information
about them is collected by owners.
While proposing suggestions for the design of tangible privacy mechanisms, one must consider
the needs of both owners as well as bystanders. Based on our findings, the inclusion of ‘turn
off’ and/or ‘blocking’ techniques, such as the incorporation of off buttons and the inclusion of
shutter mechanisms, in devices strike this balance of allowing control by owners and providing
tangible assurances to bystanders. In general, our participants showed a tendency of following
the established social norms while regulating their privacy as bystanders when the devices were
equipped with options to either turn them off or block collection. These responses form the basis of
our proposal of designing devices with tangible privacy mechanisms, which would help bystanders
regulate their privacy while maintaining social norms. Even though it might seem counter intuitive
to provide an off mode for devices that are ‘always-on’ by nature, it was evident from our interviews
that this ‘always-on’ nature generated several privacy concerns among participants who may not
find the always-on feature desirable and would like to ensure these devices can indeed be turned
‘off’ at times. Indeed, some IoT devices, such as Amazon Echo Show and Google Nest Hub Max,
have recently taken a step in that direction and have incorporated a physical mute button as well
as an ‘off’ button into their designs, allowing any users in the vicinity to turn off the microphone
or the device itself. However, more work is needed to make these designs convenient to use and
to provide adequate assurances to users as to whether the microphone/camera or the device is,
indeed, off.
8 CONCLUSIONS
Based on our study of how people manage their privacy around IoT devices, we identify and
introduce the concept of ‘tangible privacy’ as an important consideration in the design of IoT
devices. Tangible privacy mechanisms provide people with a way to clearly and unambiguously
control and discern privacy states of IoT devices in their vicinity. Current designs do not provide
adequate assurances to bystanders, who are unable to clearly ascertain whether they are being
recorded by a camera or microphone. Through our interview study, we find that current designs
lead to an uncertainty about device states (e.g., whether they are indeed ‘on’ or ‘off’ or in some
intermediate ‘stand-by’ state and able to record data) and confusion about features such as what
LEDs mean. This uncertainty, along with the mistrust of software controls, also lead people to
improvise their own privacy mechanisms such as covering cameras with other objects and even
attempting to muffle microphones. We also found that people can underestimate their privacy
risks by overly focusing on the primary function of the device and sometimes not being aware of
microphones on video-focused IoT devices and vice versa.
A major contribution of our work is the call for adopting hardware mechanisms in an attempt to
provide bystanders with the required assurance of their privacy. Our findings inspire various design
principles for the design of future IoT devices. Designers should strive to design mechanisms that
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provide clear and unambiguous feedback through ‘tangible privacy’ mechanisms. Their devices
should convey clarity on their ‘on’/‘off’ states, and designers should recognize the limitations
of LEDs (they should be seen as necessary but not sufficient). Cameras should support shutter
mechanisms for obscuring the camera, and microphones, in particular, need special attention
because their current embedded designs do not seem to offer any easy ways of being obscured.
Future microphones need to be designed so that they can be easily – and tangibly – disabled
on devices. Future, novel designs could consider modular designs where sensors can be easily
removed or reattached based on people’s privacy preferences. Finally, IoT devices should support
a negotiation of privacy between people in the vicinity. Although much work has studied such
privacy negotiation, more research is needed on how devices can be reconfigured for tangibility.
Overall, we hope that our work inspires future research on designs for ‘tangible privacy’, which we
posit is a necessary component for managing privacy in today’s socio-technical physical spaces.
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APPENDIX - INTERVIEW PROTOCOL
Assessing people’s perception of smart devices.
Q1. How would you describe the word ‘ON’ for this device?
Q2. How would you turn this device ON?
Q2a. What made you think you could turn the device ON in this way?
Q3. When this device is ON, how do you know if it’s actually ON?
Q4. When ON, what do you think the device is doing?
Q4a. What made you think that the device is doing this?
Q5. How would you describe the word ‘OFF’ for this device?
Q6. How would you turn this device OFF?
Q6a. What made you think you could turn the device OFF in this way?
Q7. When this device is OFF, how do you know if it’s actually OFF?
Q8. When OFF, what do you think the device is doing?
Q8a. What made you think that the device is doing this?
Understanding people’s concerns and their privacy enhancing behaviors.
Q9. Name some places in a house where you would be comfortable with the presence of this
device.
Q10. What are the reasons people would have this device in these places for?
Q11. Name some places in a house where you would not be comfortable with the presence
of this device.
Q12. What are the reasons that would make you feel uncomfortable?
Q13. We followed up device-specific questions with three different scenario-based questions
for a more objective assessment of participants’ behavior in relation to sensor-rich devices.
All three scenarios were presented to all participants.
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Example scenario 1: Suppose you have gone to visit your friend’s house and decide to
spend the night over there. You found out a device like this in the bedroom which is ON.
How would you feel about that?
Example scenario 2: Suppose you have gone to visit your doctor. In the examination room
you see a device like this. How would you feel about the presence of this device?
Example scenario 3: Suppose you have rented a house on Airbnb. You found out a device
like this in the bedroom which is ON. How would you feel about that?
Q14. Based on the responses of Q4, Q12 and scenario-based questions, we then asked the
participants
– In each of these situations, if you are concerned about being recorded/watched by the device,
what would you do to deal with the devices in ways to make you feel more comfortable?
– If you are allowed to equip the device with (i) hardware based affordances or mechanisms
(such as a mute button, lens shutters) and/or (ii) software based affordances or mechanisms
(such as controlling the mobile apps) for better assurance of its states and functions, which
type of affordance would you prefer?
– What are the reasons for choosing such affordance?
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