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Tianyu Chen
THE HOLY GRAIL OF GRADUAL SECURITY

Ensuring the security and privacy of personal data typically involves tracking and check-
ing the flow of information, which can be performed either statically using a type system or
dynamically using runtime monitoring. The dynamic approach of information-flow control
(IFC) requires less effort from the programmer while the static approach provides stronger
guarantees and less runtime overhead. Languages with gradual IFC combine static and dy-
namic techniques to prevent security leaks, so the programmer is free to choose when it is
appropriate to increase the precision of type annotations and put in the effort to pass the static
checks, versus when it is appropriate to reduce the precision of type annotations, thereby defer-
ring the enforcement to runtime. Gradual programming languages should satisfy the gradual
guarantee: programs that only differ in the precision of their type annotations should behave
the same modulo cast errors. Unfortunately, Toro et al. [2018] identify a tension between the
gradual guarantee and information security. They conjecture that it is not possible to enforce
noninterference and satisfy the gradual guarantee.

In my PhD dissertation, I harmoniously combine static and dynamic enforcement of IFC in
one programming language, A\Jp;, which satisfies both noninterference and the gradual guaran-
tee at the same time without making any sacrifices. A}z (1) enforces information flow security,
(2) satisfies the gradual guarantee, (3) supports type-based reasoning, and (4) requires no ex-

tra static analysis prior to program execution. The key to the design of A\ is to exclude the

unknown label from runtime security labels. On the technical side, the semantics of \Jg; is

Vil



the first gradual information-flow control language to be specified using coercion calculi (a
la Henglein). Casts in AJp; are represented by security coercions, which enforce the flow of
information while satisfying the gradual guarantee.

I mechanize the proofs of type safety and the gradual guarantee for AJ. in the Agda proof
assistant. I prove noninterference for A\iz; by simulating A}z, with its dynamic extreme.

In summary, my thesis is that it is possible to design a gradual IFC programming language
that satisfies noninterference and the gradual guarantee while supporting type-based reasoning,

by excluding the unknown label from run-time security labels and using security coercions to

represent casts.

Jeremy G. Siek, Ph.D.

Amr Sabry, Ph.D.

Chung-chieh Shan, Ph.D.

Sam Tobin-Hochstadt, Ph.D.
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CHAPTER 1
INTRODUCTION

1.1 Security Is Important, and Programming Languages Can Help!

Increasingly relying on computing devices and the Internet in their daily lives, people are
more and more concerned about the confidentiality of their personal data and the integrity
of their online assets. People fear that sensitive personal information, such as social secu-
rity numbers, medical records, bank account balances, etc., may be revealed to malicious
third parties. People also worry that their digital photo albums, signatures on online legal
documents, spreadsheets in cloud storage, etc., may be manipulated by potential attackers.

Indeed, the fears are justified by recent news events. In 2018, the Cambridge Analyt-
ica scandal hit the world headlines, where the data collected from 87 million social media
users was misused without their consent [1, 2, 3, 4]. In the healthcare sector, from 2005
to 2019, 249 million people were affected by data breaches that caused exposure of sensi-
tive medical data [5]. Researchers have found ways to tamper with the analytics APIs [6]
and damage the integrity of metadata, such as the numbers of likes, follows, and views, of
major social media platforms [7]. To deal with the security and privacy challenges of the
increasingly digitalized world, the European Union introduced the General Data Protec-
tion Regulation (GDPR) to reform and regulate the collection and processing of personal
data. However, studies show that business entities experience challenges in complying with
GDPR or auditing for compliance [8], particularly small-to-medium size enterprises [9, 10,
11].

From a technical perspective, ensuring the security and privacy of personal data typ-
ically involves tracking and checking the flow of information. To ensure confidentiality,

data must not flow to inappropriate destinations, so that sensitive personal information is



(RECORD) ::={FirstName={ID);
LastName=(ID};
SSN=(SSN )}
(ID) :=:=w,w € {A, ..., Z,a,....,z}*

(SSN) ::=(D)XDXD)~(D)D)~(DXD)XDXD)
(D) ::=d,d € {0,...,9}

Figure 1.1: The user input grammar for a hypothetical application

not revealed. Dually, to ensure integrity, data must not flow from inappropriate sources
so that valuable digital assets are not corrupted [12, 13]. In practice, such enforcement of
the flow of information is often difficult to implement. Take confidentially for example,
software applications accept user input where selected fields are sensitive, whose confiden-
tiality is required during their entire life cycle, including both parsing and data processing.
To rule out information leaks, neither the sensitive fields nor any data that depends on those
fields can be revealed to a low-privilege observer. Consider a web application that receives
three fields from its user: (1) first name, (2) last name, and (3) social security number, the
grammar of which is defined in Figure 1.1, where terminals are divided into low-security
and high-security. The digits d for social security number, being confidential to users of the
web application, are of high-security, so they are marked red. Other terminals, such as the
keys of the record and the strings w for first name/last name, being safe to disclose, are of

low-security, marked in green. Consider the following user input:
{FirstName=Mad;LastName=Hatter ;SSN=012-34-5678}

It is tedious for the developer of this imaginary web application to track the security level
of data and then check for information leaks. Software developers tend to focus more on
functionality in order to meet the tight software release schedule and budget, thus software
security comes as an afterthought [14, 15, 16]. Retrofitting security-related code often
requires extensive modification to an existing code-base and relies on the programmers’

skills and experience to decide when and where such code should be placed. Furthermore,



(RECORD)

{FirstName= (ID) ;LastName= (ID) ;SSN= (SSN) }
Mad Hatter (D) (D) (D) - (D) (D) - (D) (D) (D) (D)
0 1 2 3 4 5 6 7 8

Figure 1.2: The parse tree generated from the example user input. All terminals are repre-
sented as labeled values: the red ones, such as the digits of SSN, are of high-security, while
the green ones, such as the keys of the record and first name / last name, are of low-security.

this modification is error-prone: a single missing check could undermine the security of the
entire application.

Alternatively, the author of the web application could implement a parser for the gram-
mar in Figure 1.1 with a programming language that enforces information-flow security.
Each terminal in the grammar would be labeled with a security level, and the programming
language, instead of ad-hoc checks implemented by the programmer of the web applica-
tion, would guarantee that high-security information is only present in those parts of the
output parse tree that are marked as high-security. For example, according to the grammar
in Figure 1.1, the example user input string is parsed into the parse tree in Figure 1.2, where
the terminal nodes that represent digits of the social security number are of high-security,
while the terminals that compose the rest of the input string are of low-security. The confi-
dentiality of SSN is guaranteed during data processing by the programming language itself.
When the web application interacts with the outside world, such as making a foreign func-
tion interface (FFI) call or storing into a database, the conceptual language should encrypt
whatever values labeled as high security before they are passed into a foreign routine. The
programming language-based approach of information-flow security [12] alleviates the se-
curity burden of software development, because it forms an abstraction over the flows of

information and decouples security from the functionality of a software application.



1.2 Information-Flow Control via Static, Dynamic, and Hybrid Mechanisms

Information-flow control (IFC) ensures that information transfers within a program adhere
to a security policy, for example, by preventing high-security data from flowing to a low-
security channel. This adherence can be enforced statically using a type system [17, 18, 19],
or dynamically using runtime monitoring [20, 21, 22, 23, 24, 25], or using static analysis to
pre-compute information that facilitates runtime monitoring [26, 27, 28, 29, 30, 31]. The
static and dynamic approaches each have complementary strengths and weaknesses; the
static approach provides stronger guarantees and less runtime overhead while the dynamic
approach requires less effort from the programmer. The main theorem of an IFC system
is noninterference [32]. Informally, noninterference states that, if the secretive user input
varies, the public output of the program must stay the same.

In Section 1.2.1 and Section 1.2.2, we review the literature about static and dynamic
enforcement of IFC . We then review dynamic IFC enforcement with static pre-processing
in Section 1.2.3. Finally in Section 1.2.4, we briefly review the hybrid technique of Buiras,
Vytiniotis, and Russo [33], which offers the programmer control over the regions where

IFC is enforced statically versus dynamically in a single program.

1.2.1 Static IFC in Programming Languages

In the 1970s, the interest in enforcing confidentiality and regulating the flow of information
in a computer program arose with applications in a military or government setting [34, 35].
Denning [36] builds an information flow model using a lattice of security labels in 1976.
Denning and Denning [37] describe a static analysis for information flow and prove that
a certified program will not transmit confidential input to non-confidential output in 1977.
They distinguish between two types of information flows: explicit flow and implicit flow.

Consider the assignment

X 1=y +z



There are explicit flows from y to x and from z to x, because both y and z affect the value
that x is assigned to. The certification checks whether the join (least upper bound) of the
security of y and z is less than or equal to the security of x. Implicit flows, on the other

hand, arise from the branching structure of a program. Consider the program
if x then y :=y + 1 else O

An observer is able to learn whether x is true or false, by inspecting whether y increments.
To control the implicit flow, the certification checks whether the security of x is less than
or equal to that of y.

Volpano, Irvine, and Smith [17] further develop the static enforcement and propose a
typed-based approach to IFC by defining a type system for an imperative programming
language, then prove its security with a type soundness proof. The type system approach
benefits IFC enforcement because it is compositional: the security of the entire program
is determined from the security of its constituent components; secure components form a
larger secure system as long as their type signatures agree [12]. By writing a program that
type checks, the software developer constructs a proof that the program is indeed secure.

We explain how a type system defends against illegal information flow using examples.
Consider two 10 functions: private-input and publish: the former returns a high-
security boolean that represents sensitive user input information; the latter takes a low-

security boolean and publishes it into a publicly visible channel.

Explicit flow. Consider the following program with an illegal explicit flow from private

input to public output:
let input = private-input () in publish (- input)

The program is rejected by the type checker because (= input) is typed at high security
(Boolyign) but publish expects its argument to be of low security (Bool, ). High-security

information must not flow into a low-security sink (high € low). As a result, the type



system prevents information from leaking through explicit flow. On the other hand, the

program
let input = private-input () in publish (= true)

is accepted by the type checker, because (= true) is typed at Bool,,,, which can flow into
publish. Indeed, the output remains constant regardless of user input, so no information

leaks through the output.

Implicit flow. Guarding against illegal implicit flows is more involved: the type system
estimates the security of an if-conditional by joining the security of its branches with that of
the branch condition (often referred to as stamping [38]). Consider the following program

with an illegal information flow from private input to public output:

let input = private-input () in

publish (if input then false else true)

The input influences the output through the branching structure of the program: if input
is true, the then-branch is taken and the output is false; if input is false, the else-branch is
taken and the output is true. The branch condition is typed at Bool,;,, and the branches are
typed at Bool, ., so the entire if has type Boolio,\nign = Boolyign because of stamping.
Again, publish expects Bool,, so the program is rejected. Consequently, the type system
guards against the information leak through implicit flow.

Heintze and Riecke [39] and Zdancewic [38] further develop the type system approach
to IFC by adding support for higher-order functions. Researchers also build IFC type sys-
tems for bytecode intermediate languages [40], for object-oriented languages [4 1], and for
reactive programming languages [42]. Although the aforementioned languages are mostly
theoretical, efforts have also been made to integrate information flow control into off-the-
shelf programming languages such as Jif for Java [19] and Flow Caml for OCaml [43,
44].



1.2.2 Dynamic IFC in Programming Languages

IFC can also be enforced dynamically using runtime monitoring, an idea presented by
Fenton [45] in 1974. In dynamic IFC, values typically have security labels associated with
them and the runtime monitor tracks those labels during program execution. In the illegal

explicit flow example
let input = private-input () in publish (- input)

the value of input is tagged with high and so is its negation. When publish is called, the
function checks whether the label on the argument is 1ow. The check fails, so the monitor

reports a runtime error. In the constant example
let input = private-input () in publish (- true)

true is tagged with 1ow and so is its negation; the monitor succeeds and publishes false.

In the illegal implicit flow example

let input = private-input () in

publish (if input then false else true)

the label associated with the evaluation result of the if-conditional is the join between that
of the branch taken and that of the branch condition; in this case, low v high = high.
The publish function again checks the label against 1ow, high X low, so it results in a
runtime error.

Li and Zdancewic [46, 47] study dynamic IFC for purely functional languages. They
add dynamic checking of information flow control to Haskell by utilizing arrows and type-
classes.

Austin and Flanagan [21] consider IFC for JavaScript: a language with mutable ref-
erences. They propose a dynamic approach called no-sensitive-upgrade (NSU) checking,
which guards against illegal implicit flows through the heap. During execution, the lan-

guage runtime keeps track of a special security label called the “program counter”. The

7



program counter starts from low and is updated to high when the program branches on
a high-security value. NSU terminates the execution whenever the program attempts to
modify a low-security memory location under a high-security program counter. Austin
and Flanagan [48] study a sound yet more flexible enforcement strategy called permissive-
upgrade. Compared to NSU, permissive-upgrade allows more programs to run to comple-
tion. Austin and Flanagan [49] propose faceted values, another approach to dynamically
handle implicit flows by simulating multi-execution in a single process. Compared with
no-sensitive-upgrade and permissive-upgrade, this faceted execution approach avoids con-
servative monitor failures [24].

Stefan et al. [23, 50, 51] design a Haskell library called LIO, which is implemented as a
domain-specific language (DSL) embedded in Haskell. Even though Haskell itself is purely
functional, it is worth noting that the LIO DSL does support mutable references (LIORef).
Inspired by IFC operating systems [52, 53, 54, 55], LIO makes two unique design choices:
(1) coarse-grained labeling and (2) a floating current label. LIO is “coarse-grained” in that
not all values are labeled by default; a programmer need to use the toLabeled primitive to
explicitly protect a value. Consequently, a programmer may choose to label a value when
it is necessary to impose flow control policies and omit the labels for security-insensitive
parts of the program. In LIO, the “current label” serves as a security upper bound of all
values. Under the hood, LIO keeps track of the current label as a monad. During program
execution, the LIO runtime raises the current label to “float” above the security of all data
read by the current computation. Similar to NSU, LIO performs dynamic checking on
heap write operations and disallows writing to memory locations whose security is below

the current label.

1.2.3 Dynamic IFC Augmented With Static Pre-processing

Researchers have also explored facilitating runtime IFC monitors with static analyses prior

to program execution to achieves goals that are hard to accomplish by using dynamic IFC



alone. It is worth noting that, in contrast to user-controlled hybrid IFC and gradual IFC
(which we are going to discuss in Section 1.2.4 and Section 1.3 respectively), papers in this
category do not aim at offering the programmer the control over statically versus dynami-
cally enforced regions in a single program.

Le Guernic and Jensen [26] explore a hybrid IFC monitor for sequential programs
that combines runtime IFC with a static analysis that gathers information about the non-
executed branches. This hybrid IFC accepts programs that are conservatively rejected by
fully static IFC. They further show that it is possible to alter the behavior of executions that
may be unsafe by resetting output values using the information from their hybrid analysis
to reclaim confidentiality. Le Guernic [27] extends this hybrid IFC approach to concur-
rent programs and prove noninterference for any execution. Shroff, Smith, and Thober
[29] build a runtime monitor augmented with a pre-computed fixed point of dependencies.
Similar to Le Guernic and Jensen [26], they observe that this hybrid technique is less con-
servative than a fully-static system. They also show that their hybrid monitor is able to
support user-defined policy, so that different policies can be applied to the same program.

Chandra and Franz [28] implement a hybrid monitor for the Java virtual machine. Their
implementation add IFC annotations to a executable file using a static analysis. The runtime
monitor then uses those annotations to update the labels of variables in alternative execution
paths to enforce IFC, while maintaining backward-compatibility with existing Java class
files.

Russo and Sabelfeld [30] study dynamic IFC in a flow-sensitive setting. They utilize a
static analysis that detects variables in untaken branches whose security must be upgraded
at runtime to prevent illegal implicit flows through the heap. Moore and Chong [31] im-
prove the efficiency of the hybrid monitoring of Russo and Sabelfeld [30] by selectively

tracking variables and incorporating memory abstractions.



1.2.4 Programmer-Controlled Hybrid IFC

Similar to gradual IFC but different from dynamic IFC with static pre-processing, Hybrid
LIO (HLIO) [33] supports the programmer’s choice of static or dynamic IFC in different
regions of a single program. By default, the checking is static, but a programmer can insert
a defer clause to say that the security constraints should be checked at runtime. There are
two major differences between HLIO and gradual IFC programming languages (we are
going to discuss gradual IFC in the next section). In HLIO, the developer has to embed
explicit defer into the program, while in a gradual language, the switch between static and
dynamic is directed by types, with no defer or explicit casts needed. Moreover, there is
no theorem about adding and removing defer in HLIO, while in a gradual language, the
gradual guarantee theorem relates the runtime behavior of programs that differ only in the

precision of their type annotations.

1.3 The Tension Between Gradual Typing and Information-Flow Control

Taking inspiration from gradual typing [56, 57], researchers have explored new ways to
give programmers control over which parts of the program are secured statically versus
dynamically, directed by type annotations. In general, gradually typed languages support
the seamless transition between static and dynamic enforcement through the precision of
type annotations. Gradual security is useful because the programmer is free to choose when
it is appropriate to increase the precision of the type annotations and put in the effort to pass
the static checks, versus when it is appropriate to reduce the precision of type annotations,
thereby deferring the enforcement to runtime.

The main challenge in the design of gradually-typed languages is controlling the flow
of values (and information) between the static and dynamic regions of code, which is ac-
complished using runtime casts. Typically source programs are compiled to an intermediate

language (called a cast calculus) that includes explicit syntax for runtime casts. Disney and
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Table 1.1: Proposed sources of tension between security and the gradual guarantee

Lancuase Security Gradual Type-guided NSU Runtime

guag (noninterference) | Guarantee | classification | checking | security labels
GSLRef v Yes . | _.XNo v Yes v Yes {low,high, *}
GLIO v Yes v Yes _ | _.XNo v Yes {low,high}
AsEc v Yes v Yes _ | _.XNo v Yes {low,high}
WHILE® v Yes VYes._| _/Yes __|_ XNo {low,high, x}
Alrc (this dissertation) v Yes v Yes —| v Yes v Yes {low,high}

1 AR

Flanagan [58] design a cast calculus with IFC for a pure lambda calculus and prove nonin-
terference. Fennell and Thiemann [59] design a cast calculus named ML-GS with mutable
references using the no-sensitive-upgrade (NSU) runtime checks of Austin and Flanagan
[21]. Fennell and Thiemann [60] design a cast calculus for an imperative, object-oriented
language.

The main property of gradually typed languages is the gradual guarantee [61], which
states that removing type annotations should not change the runtime behavior. Adding
type annotations should also result in the same behavior except that it may introduce more
trapped errors because those new type annotations may contain mistakes. Since the formu-
lation of the gradual guarantee as a criterion for gradually-typed languages [6 1], researchers
have explored the feasibility of satisfying both the gradual guarantee and noninterference.
Toro, Garcia, and Tanter [62] identify a tension between the gradual guarantee and security
enforcement; they analyze the semantics of runtime casts through the lens of Abstracting
Gradual Typing [63] and propose a type-driven semantics for gradual security. However,
Toro, Garcia, and Tanter [62] discover counterexamples to the gradual guarantee in the
GSLges language. Therefore, they conjecture that it is not possible to enforce noninterfer-
ence and satisfy the gradual guarantee at the same time.

Azevedo de Amorim, Fredrikson, and Jia [64] conjecture one possible source of the
tension: the type-guided classification performed in GSLgres [62]. They propose a new

gradually typed language, GLIO, which sacrifices type-guided classification. They prove
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that GLIO satisfies both noninterference and the gradual guarantee using a denotational
semantics. Our previous design Ag;. [65] follows GLIO and also sacrifices type-guided
classification. Bichhawat, McCall, and Jia [66] conjecture that NSU checking could be
another possible source of the tension. As an alternative, they propose a hybrid approach
that leverages static analysis ahead of program execution to determine the write effects in
untaken branches. They study a simple imperative language with first-order stores (called
WHILE®) and prove both noninterference and the gradual guarantee for it.

An ideal gradual IFC language (1) should enforce security by satisfying noninterfer-
ence, (2) should satisfy the gradual guarantee, (3) should provide type-based reasoning
through vigilance and type-guided classification, (4) and should not require addition static
analyses prior to program execution. Contrary to the prior work, I will show in this dis-
sertation that one does not have to give up on any of the four requirements to resolve the
tension between noninterference and the gradual guarantee. Instead, the real source of the
tension is that GSLges allows * as a runtime security label. By walking back this usual
design choice, I present a gradual IFC programming language Ajz. and prove that \jp.

satisfies both noninterference and the gradual guarantee without any sacrifices.

1.4 Key Enabling Insight

In GSLgef, one can write a literal such as true, in a program. At runtime, the literal be-
comes a value of unknown security level. I observe that allowing * as a runtime security
label is the main reason that GSLgs violates the gradual guarantee. That design choice
of GSLges was unusual when compared to other gradually-typed languages, because the
unknown type * is traditionally used in gradual languages to represent the lack of static in-
formation, not the lack of dynamic information. The design is also unusual when compared

to dynamic systems for IFC, as those systems do not use an unknown security level [20,

Based on this observation, I propose a new gradual, IFC language A\i;, which (1) en-
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forces information flow security, (2) satisfies the gradual guarantee, (3) enjoys type-based
reasoning through free theorems, and (4) utilizes NSU checking to enforce implicit flows
through the heap with no static analysis required. In \Jg., runtime security labels do not in-
clude %, only 1ow and high (or any lattice of security labels). On the other hand, to support
gradual typing, the security labels in a type annotation may include . Surprisingly, I dis-
cover that removing * from the runtime labels is sufficient to reclaim the gradual guarantee,
without sacrificing type-guided classification as in GLIO or NSU checking as in WHILES.
This finding is the primary contribution of this dissertation. In A\jz., the security level of a
literal defaults to 1ow, similar to systems like Jif [67] and GLIO, but different from GSLges
and WHILEC.

One might think that allowing * as a label on literals and therefore on values is nec-
essary so that programmers can run legacy code (without any security annotations) in a
gradual language, by making » the default label for literals. However, prior information-
flow languages use low security as the default security label for literals [67] and for good
reasons. The security of a literal is something that only the programmer can know. That is,
the identification of high-security data in a program must be considered as an input to an
information flow system, and not something that can or should be inferred. When migrat-
ing legacy code into a system that supports secure information flow, a necessary part of the
process for the programmer is to identify whether there is any high-security information in
the legacy code. The choice of 1ow as the default label is because most literals (if not all)

in real programs are low security. In fact, it is bad practice to embed high-security literals,

such as passwords, in program text.

1.5 Thesis Statement

A gradual IFC programming language is able to satisfy the gradual guarantee while sup-
porting type-based reasoning, as long as there is no » among runtime security labels, and

the language uses security coercions as the representation for casts:
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My thesis:
It is possible to design a gradual IFC programming

language that satisfies both noninterference and the
gradual guarantee while supporting type-based rea-
soning, by excluding the unknown label « from run-
time security labels and using security coercions to
represent casts.

1.6 Technical Contributions and Outline

The semantics of \J; is given by translation to a new security cast calculus A\g.. I first
define a syntax, type system, and operational semantics for A\{z;. I then compile A} into
Afpc In a type-preserving way.

In Afgc, security coercions serve as the runtime security monitor, in which I adapt ideas
from the Coercion Calculus [68, 69] to IFC. A coercion on security labels can be an in-
Jjection from a security label to x or a projection from « to a security label. Security labels
on literals in A\Jz; become the sources of injections in A{z., while runtime NSU checks are
treated as a special kind of projection where the target is the security level of the memory
location to modify. Information flow policies are enforced when security coercions are re-
duced to their normal forms. Composing coercions models explicit flows, while the action
of stamping a coercion in normal form models implicit flows.

Compared to prior work on gradual IFC languages, the A{;. cast calculus supports
an additional feature called blame tracking [70]. Blame tracking is important because it
enables modular runtime error messages. As an example of their practicality, they play an
important role in production-quality languages such as Typed Racket [71, 72].

Compared to prior work on gradual IFC based on abstracting gradual typing (AGT) [62],
my use of a cast calculus makes it clear where in the program there exists runtime overhead

from dynamic checking (i.e., the casts). This is important for the programmer to know
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because one may wish to avoid runtime overhead in hot regions of a programs. In the
translation from A to A{gc, casts are only inserted where there is insufficient information
during compilation to decide whether or not a security policy is enforced. In particular,
casts are not inserted in statically typed regions. In this way, information flows that are
statically ensured to be safe will never be checked again at runtime. On the contrary, the
AGT mechanism for dynamic checking (called evidence) is attached to most nodes in the
syntax tree.

In summary, my dissertation makes the following technical contributions:

1. I identify the main cause of the tension between information flow security and the
gradual guarantee in GSLges: the inclusion of * in the runtime security labels. I

discussed the key insights in § 1.4 and will show example programs in §2.2.2.

2. Idefine Az in §2.1. It is the first gradual IFC language with type-based reasoning

(§2.2.3) that satisfies both noninterference and the gradual guarantee.

3. I define two coercion calculi that serve as the runtime IFC monitor: a coercion cal-

culus for security labels (§3.2) and a coercion calculus for secure values (§3.3).

4. 1 define a cast calculus A\{z; with IFC (§3.4) that defines the dynamic semantics of

Mre-
5. The Agda formalization of I and its cast calculus Afp; (§1.7).
6. I prove type safety for A\jz; (Theorem 9).
7. 1 prove the gradual guarantee for ;. (Theorem 21).

8. I prove noninterference for AJ;, (Theorem 45), by simulating its cast calculus Afzq

with its dynamic extreme A2F%.
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The rest of this dissertation is organized as follows:

*

* In Chapter 2, I introduce the gradual IFC language A\Ig.. I first define security labels
and types (§2.1.1). I then present the syntax (§2.1.2), type system (§2.1.3), and
semantics of \jgq (§2.1.4). After that, I demonstrate how AJz. works using examples
(§2.2). Finally, I define the static and the dynamic extremes of Az, (§2.3). The

DYN

dynamic extreme, called AL, is the more interesting one, so I compare A2XY to other

dynamic IFC languages in the literature, such as A and LIO (§2.3.4).

* In Chapter 3, I present the design of a new IFC cast calculus Afp.. In \fz., we use

security coercions as our cast representation. I first explain the benefits of using
coercions to model security checks (§3.1). I then introduce two coercion calculi: one
for security labels (§3.2) and the other for the values of Af.; (§3.3). Finally, I define

the syntax, type system, and semantics of A\fgq (§3.4).

* In Chapter 4, I define a type-preserving compilation from A to its cast calculus
Afpe» SO that the semantics of Az, can be given by A{.. I first present the coerce
functions that produce coercions between security labels and types (§4.1). I then

define the compilation function from AJp; to Afgq (§4.2).

*

* In Chapter 5, I prove type safety for AJz., so untrapped errors (or “undefined behav-
iors”) never occur in A\jz.. The proof follows a three-step approach: first, I prove type
safety for the cast calculus \{z; by progress and preservation (§5.1). Second, I prove
that compiling from AJz. to Afz preserves types (§5.2). Finally, I prove type safety
for A\Izc, which says that the evaluation result of a A}z, program is always well-typed

(§5.3).

*

* In Chapter 06, I prove the gradual guarantee for \iz.. The proof follows a three-step
approach: first, I prove a simulation lemma between more and less precise security

coercion sequences (§6.1). Second, I prove another simulation lemma, between Afzq
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terms of different precision (§6.2). Finally, I prove the gradual guarantee of A}z, by

using the simulation lemma of A{g (§6.3).

*

* In Chapter 7, I prove noninterference for \jz, by simulating its cast calculus with the
dynamic extreme. I first show that security coercions can check information flow, be-
cause coercion sequences strongly normalize and the normalization is deterministic
(§7.1). 1 then present the proof of noninterference, which again follows a three-step
approach. In the first step, I prove noninterference for the dynamic extreme, A2Y%
(§7.2). This proof for A\>X% follows the standard erasure technique. In the second
step, I prove a simulation lemma between Sz, and \>I%, which says that a Az, term
always produces a value that is as secure as the one produced by its related 25 term
(§7.3). The noninterference property of \fz; follows directly from the simulation

DYN

lemma and the noninterference of A\Jz:. Finally, in the third step, I prove noninterfer-

ence for Az as a corollary of the noninterference result of Afy; (§7.4).

* In Chapter 8, I discuss future research directions about A\J; as well as gradual IFC in

general (§8.1). After that, I summarize the entire dissertation (§8.2).

1.7 Data Availability

The accompanying Agda development, which contains the mechanization of \ig and its

cast calculus A{g., is available online in the following software repository:

https://github.com/Gradual-Typing/LambdaIFCStar
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CHAPTER 2
GRADUAL INFORMATION-FLOW CONTROL (IFC) IN Az

*

In this chapter, I present Az, which is the first language that satisfies both noninterfer-
ence and the gradual guarantee while supporting type-guided classification. Previously,
Toro, Garcia, and Tanter [62] designed GSLges, a language that satisfies noninterference
and supports type-guided classification but sacrifices the gradual guarantee. Azevedo de
Amorim, Fredrikson, and Jia [64] designed GLIO, a language that satisfies noninterference
and the gradual guarantee but sacrifices type-guided classification. In addition, Azevedo
de Amorim, Fredrikson, and Jia [64] identify the exclusion of type-guided classification as
the reason that GLIO satisfies the gradual guarantee and GSLges does not.

Alrc satisfies noninterference and the gradual guarantee while supporting type-guided
classification because it (1) excludes » from runtime labels and (2) uses security coercions
to represent casts. Before I designed Aiz., I followed GLIO and created A&, [65]. Like
GLIO and unlike A}z, the language A3z, does not use coercions as the cast representa-
tion and does not support typed-guided classification. During the development of Agg., I
realized that NSU checking could be modeled using a sequence of casts, which could be
expressed as coercions. The source of the first coercion and the target of the last coercion
must be specific (1low or high) no matter how long the sequence is. The key to designing a
gradual IFC language is to identify the source of an injection and the target of a projection.
Injection happens when a value is cast from some specific security label to . A constant
must be associated with a specific security label so that when the constant is injected, its
label becomes the source of the injection. Implicit flow causes the program counter (PC) to
be injected when branching on an injected branch condition. Projection, on the other hand,
happens when an injected value is cast to a specific security label. NSU checking is a pro-

jection: the PC is cast to the security level of the memory location to write to. If successful,
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the projection justifies the heap policy that the memory location is at least as secure as PC.
As a result, each memory location should also be associated with a specific security label.
By excluding  from runtime labels and using coercions as the cast representation, I came
up with a new IFC language Aiz; [73]. Like GLIO and unlike GSLgef, Algc satisfies the
gradual guarantee. Like GSLges and unlike GLIO, A3z supports type-guided classification,
SO A\Igc enjoys the same type-based reasoning capabilities through free theorems as GSLgef.

The rest of this chapter is organized as follows. I first define the gradual IFC surface
language AIp;, by presenting its syntax, type system, and semantics in §2.1. After that, I
put AJz. into action in §2.2. I present example programs to demonstrate how AJp. enables
a gradual and smooth transition between static and dynamic IFC, while supporting type-
based reasoning and satisfying the gradual guarantee at the same time. Finally, in §2.3, I
conclude the chapter by discussing the static and the dynamic extremes of A\jz.. The static
extreme, SSLger, is a static IFC language. The dynamic extreme, A2t is a dynamic IFC

language. A enables a continuum of IFC enforcement between the static and dynamic

extremes that it embeds.

2.1 The Gradual IFC Language A\

This section is organized as follows. I first define security labels and types in Section 2.1.1.
I then present the syntax of A\Jz; in Section 2.1.2 and the type system for A\iz; in Sec-
tion 2.1.3. I discuss the semantics of A\J;; by defining eval in Section 2.1.4. Finally, I

define whole programs of A\J; in Section 2.1.5.

2.1.1 Security Labels and Types

I define security labels in Figure 2.1. For simplicity, I will use a two-point security lattice
({high, low}, <, v, A), where high is for private, sensitive data and low is for public,
disclosable data. Of course, any lattice of security labels could be used in place of low

and high. The ordering is standard: low < high and high £ low. So information is
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specific security labels ¢ €  {low,high}
security labels g = * | /
base types ¢ Unit | Bool
raw types 71,5 v | AL B|Ref (T))
types A, B = T

Figure 2.1: Security labels and types

blame labels )

terms L, M, N == x| ($k), | (Mx:A.N), | (L M)
| (if L then M else N)” | letz =M in N
| (ref ¢ M)” | VWM | (L:=M)" | (M: A

Figure 2.2: Syntax of A}z, (highlighted security labels ¢ default to 1ow if omitted)

allowed to flow from public sources to private sinks but not the other way around. I refer
to {high, low} as specific security labels.

I also define security types in Figure 2.1. Types in A\Jz; have security labels associated
with them, for example, Booly,y is the type for booleans with high security, Unit,,, is the
type for the unit value with low security, and Bool, is the type of a boolean whose security
level is unknown at compile time. I refer to {high, low, } as security labels. A function

type (A 2z, B),, carries an additional security label g,, which is the type of the program

counter (PC) to evaluate the body of the function.

2.1.2 Syntax of \I5.

The syntax of the gradual language AJp is shown in Figure 2.2. For readers familiar with
GSLgef, the syntax of AJ is similar to that of GSLges. The main syntactic difference is
that in Az, the security labels of literals and newly created memory cells (highlighted in
Figure 2.2) default to a specific label such as 1ow, while in GSLges they default to a runtime
unknown security level . I am going to show in Section 2.2.2 that the design choice of
defaulting to a specific security label helps us resolve the tension between noninterference
and the gradual guarantee in \g.

To enable information-flow control, A\jz; allows the programmer to annotate constants,

20



mutable references, and A-abstractions with a specific security label. AJ;. ensures that if a
value is annotated with high, it will not flow into a sink that is 1ow security. As I mentioned,
if the programmer does not annotate a value with a label, A}z, defaults the value’s label
to low, so true is shorthand for true,,,. Alz. supports higher-order functions, mutable
references, and explicit type annotations. One thing to note is that compared with literals,
A-abstractions in \Jg. carry an addition security label annotation g, which is the type of the
PC label expression used to evaluate the body of the A\. Same as the security labels in type
annotations, g defaults to * if omitted.

Some terms in AJp. are annotated with an identifier called a blame label (»). When
compiled to the intermediate representation, those terms generate runtime checking (casts)
that may fail. In case a check fails, it raises a cast error, called blame, that contains its

blame label. In this way, the programmer knows which cast is causing the problem and

which part of the program generates that cast.

2.1.3 Type System of \Ip.

I first define operators and relations on security labels and security types. I then define the
type system of A\Jp. using those operators and relations.

Operators and Relations on Security Labels and Types

Figure 2.3 presents auxiliary operators on security labels and types. These operators in-
clude join w.r.t precision, consistent join, consistent meet, and the stamping operation on
types. The operators are standard by following those of GSLges and GLIO. Join w.r.t preci-

sion returns the least upper bound of the precision of two labels or two types, for example

(Boolioy — Boolyign). U (Boolyy Low, Boolyign). = (Booliy Low, Boolyign)«
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Figure 2.3: Auxiliary operators for security labels and types: join w.r.t precision (-Li-),

consistent join (- v - for labels and - ¥ - for types), and consistent meet (- X - for labels and
- X - for types). Stamping for types
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Figure 2.4: Consistent subtyping for labels and types

Consistent join of security labels resorts to security lattice join if both labels are statically
known; otherwise the operator returns = if at least one label is . Consistent join of types is
recursive on the structure of the types, with the PC labels and the domain types in function
types being contravariant and the referenced types being invariant. The consistent meet
operators of security labels and types are analogous to consistent join. The stamping oper-
ator is a shorthand that computes the consistent join of the top-level label of the type with
another label, while keeping the rest of the type unchanged.

Figure 2.4 presents the definitions of consistent subtyping for security labels and types,
which will be used in the type system of A\jz.. Consistent subtyping is the composition of
consistency and subtyping. The following are equivalent: (1) A < B, (2) A ~ C <: B for
some C, and (3) A <: D ~ B for some D. The consistent subtyping relations in A\J; are
standard, similar to those in GSLges and GLIO, with the PC and domain type in a function
type being contravariant (rule <-fun) and the referenced type being invariant (rule <-ref).

I define a precision ordering = on security labels and security types. For security labels,
the statically unknown label * is the most imprecise, so * = ¢ for any label g and ¢ = ¢
for any specific security label ¢. The precision ordering extends to types in a natural way,

so for example, Bool, = Booli,, and (Bool,, — Boolyign). =. Figure 2.5 gives the
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Figure 2.5: Precision of security labels and types

definition of precision on types.

Typing Rules for \ig¢

The typing rules for A}z, are shown in Figure 2.6. They are directly adapted from those
of GSLges, by changing the security labels on values to disallow the = label. The type
system of GSLges is derived from its static extreme SSLges by replacing labels and types as
well as their operators and predicates with the gradual variants, while SSLgef is in turn an
adaptation of prior security-typed languages such as Fennell and Thiemann [59], Heintze
and Riecke [39], and Zdancewic [38].
For example, in SSLges the typing rule of application looks like:
F;pcl—L:(Ap—cl>B)g Cipe= M : A

A< A pc < pc’ (< pcd
[spct= (L M) : stamp B {

Fapp-SSLRef

where A’ <: A is the usual type subsumption of function argument. The side conditions
¢ < pc’ and pc < pc’ restricts the PC label on the function type so that no information
is leaked through side effects. The type of the application has label that is the join of the

label on B and ¢ (stamp B {). In A\jg, the typing judgment takes the form I'; g = M : A,
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Iig-M: A

l'sz: A k:t
Fovar Tgrz:A const TSI
(I'yxz:A); 9o N : B
—lam
Tigi - (\2z:A.N)y: (AL B),
Tig-L: (A5 B), T;g-M:A
A <A 9= 9 91 < g2
—app
Iig= (L M)": stamp B ¢q
Iig=M: A
(I,x:A);g N : B
Hlet :
Ihg-letx =M in N: B
I';92 = L : Booly,
Diggvgi=-M:A T =N: B
—if AVB=C
;9o (if L then M else N)" : stamp C' ¢,
g =M T,
ref Ty, <Ty g2 3! deref I';90 = M : (Ref A),,
: g0 - (ref £ M)" : (Ref T}) 104 “re Iigo =17 M 2 stamp A gy
F?QZFL:(RefoJ)gl [igo=M: A Dig- M : A
- ussi AT 923G G <9 - A <A
assign T.gs - (L = M)” : Unity, T (M - A) - A
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Figure 2.6: Typing rules of A\}z.. Side conditions about the heap policy are highlighted
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evaluationresult r = k | fun | addr | diverge | stuck

obs(V) =r
obs($ k) =k
obs($ k<ed) =k
obs(A\x. N) =fun
obs((Ax. N)<{e)) =fun
obs(addr n) = addr
obs((addr n) {(¢)) = addr
eval(M,b) =r
eval(M,b) = obs(V) if CM)[z:=8%$b]| |V |p
eval(M,b) =diverge if (CM)[z:=$b]| | blame p|p
or (C M)[x:=$0b]| T 1
eval(M,b) = stuck otherwise

Figure 2.7: Evaluation of A\Jg¢

where the static PC label ¢ and the type A become gradual (may be or contain *). Like
GSLges, I replace label partial order with label consistent subtyping, type subtyping with
type consistent subtyping, and label join with label consistent join and get rule app.

The only major difference from the type system of GSLger is that because of the con-
crete label restriction on the syntax of constants and A-abstractions, these terms must have
concrete labels at the top level of their respective types (rule -const and lam). Similarly,
the type of the value in a newly allocated cell (rule ref) has a concrete top-level label:
(Ref T})10y. The reference itself has a 1ow label because it is newly created and cannot

leak information.

2.1.4 Semantics of \I;

*

I define the evaluation function (eval in Figure 2.7) for A\iz, by (1) compiling from A} to

Afre» (2) modeling input using substitution, and (3) running the compiled A\{g; term using
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the operational semantics of A{z.. I will define the compilation function in Chapter 4. The

compilation function is of the form C M = M’, which takes a well-typed Aj term M and
returns a cast-calculus (A\§z;) term M. T will define the M | p || N | y/ operator, which
evaluates a A\, term )M to a value or a blame, as well as the M | p | operator, which
means the A\{, term M diverges, in Chapter 3. The evaluation function is of the form
eval(M,b) = r. It takes a well-typed Afp. term (2:Boolyigy); Low = M : A and a boolean
constant b € {true, false} as input. The evaluation of M either produces the observation
of a value 0bs(V'), or diverges, or gets stuck. We treat runtime errors as a special case
of diverge. This is because in the context of IFC, one may not want blame information
to be observable in a production system as it could reveal information. Instead, we force
the program to diverge whenever blame is detected and send a private error message to the

software developer for debugging purposes.

2.1.5 Az Programs

A \igc program is defined as a A\Jg. term that takes a high-security boolean input and returns

a low-security boolean output:

Definition 1 (Whole programs of A\z.). A A\igc program is a Nz term that is well-typed at

(:Bo0lyign); Low = M : Booly,y.

2.2 \gc in Action

This section is organized as follows. In Section 2.2.1, I review the basics of gradual IFC
using Ajzc programs. I show that A}z, enables a gradual transition between static and
dynamic IFC. In Section 2.2.2, I review the counterexamples of Toro, Garcia, and Tanter
[62] and demonstrate that the tension between security and the gradual guarantee can be
solved by removing * from the runtime security labels. Finally, in Section 2.2.3, I show that
AIrc enables the same type-based reasoning capabilities through free theorems as GSLgef,

because Ajg¢ is vigilant and performs type-guided classification.
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2.2.1 The Gradual Transition Between Static and Dynamic IFC in \];

In this section I review the basic concepts of gradual information flow control using AJz,
establishing the intuition that \i, enables a smooth, gradual transition between static and
dynamic IFC. I start with fully static Az, programs and show that \];; can behave like
a static security-typed language, guarding against both illegal explicit and implicit flows
at compile time. I then replace some security label annotations in types with %, so that
the programs become partially typed and the typing information alone is insufficient to
enforce IFC. I show that security coercions, serving as the runtime security monitor of
Alrc. are able to capture both explicit flow and implicit flow violations at runtime, thereby
preventing information leakage and enforcing security.

I model I/0 with two functions, user-input and publish: the former returns a high-
security boolean that represents sensitive input information; the latter takes a low-security

boolean and publishes it into a publicly visible channel.

Gradual IFC includes static I[FC

*

For statically typed programs, \jz. behaves just like a statically typed IFC language. Con-

sider the following well-behaved A, program that takes in a high-security user input,

passes it to the function fconst that ignores the input and returns false, which is then

published.
let fconst = A b : Boolyi,,. false in
let input = user-input () in

let result fconst input in

publish result

The program type-checks and runs without error, with no need for runtime checks to
enforce security. Indeed, a malicious party cannot infer anything about the high-security
input because (1) the return value of fconst is always the same value false (2) the value

false is of low security, so the explicit flow into publish is allowed.
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If we replace fconst with the identity function £id with parameter type Bool,,,, the
program becomes ill-typed as is usual for a statically typed IFC language: the type system
disallows the explicit flow from the high-security input to £id, which expects a low-security

boolean value.

let fid

A b : Boolj,, . b in

let input = user-input () in

let result fid input in // static error

publish result

Sometimes the observable behaviors of a program can depend on its branching struc-
ture. If some of the branch conditions have a data dependency on high-security input,
a malicious party might be able to infer it from the observable behaviors, giving rise to
illegal implicit flows [36], which must be ruled out to guarantee security.

Consider the following program in which the function f1ip contains a conditional ex-
pression, whose condition is dependent on a high-security user input. Its two branches

return different low-security booleans, creating a potential implicit flow from high to low.

let flip : Boolpign —> Booljyy =

A b o Boolpign - 1if b then false else true in
let input = user-input () in
let result = flip input in

publish result

Perhaps the programmer mistakenly annotated the return type of £1ip thinking that it must
return Bool,,,, because both branches contain low-security values. As is typical of stati-
cally typed IFC languages, the type system of AJp rejects this program, thereby preventing
an information leak through an implicit flow. To see why, note that the branch condition
is of high security, so the type of the if expression as a whole is Booly;.y. In particular,
the type checker computes the security level of an if to be the join of its branches (both

low) and the condition (high), yielding low v high = high. The f1ip function is ex-
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pected to return Bool,,, according to its type annotation, but returns Booly,:., because of
the conditional, high € low, so the program is ill-typed.

To summarize, \jp; behaves just like a static security-typed language in the above ex-
amples. When everything is statically typed, the type system of A}z, guards against illegal

information flows, whether explicit or implicit.

Gradual IFC enables a mixture of static and dynamic IFC

I have shown that security labels (1ow and high) can appear in type annotations in a pro-
gram, such as Bool,,, and Booly;,,. Al also provides the unknown security label, written
=, for use in type annotations. I will explain how the unknown security label works in the
following discussion.

Let us return to the fconst example, except this time the type of parameter b is Bool,.

let fconst A b : Bool,. false in

let input user-input () in

let result fconst input in

publish result

The type system of A\Jz. accepts this program because, in the function call fconst input,
it allows an implicit conversion from the type of input, which is Booly;,y, to the parameter
type Bool,. This program runs to completion and publishes false.

Now suppose I again replace fconst with £id, but keep the parameter type of Bool,.

let fid

A b : Bool,. b in

let input user-input () in

let result fid input in

publish result
The type system of AJg still accepts this program. The type of result changes to Bool,

but in the call publish result, the type system allows an implicit conversion from Bool,

to Bool,,,. The security leak in this program is not caught statically; instead it is caught
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dynamically.

The dynamic semantics of Ajp. is defined by compilation into the A{z. calculus by
inserting casts. In A\, explicit casts are represented as security coercions that monitor
the flow of information. I use the standard syntax for coercions [68] but with adaptations
to handle IFC. A coercion whose target is » (and source is not ) is an injection, and is
indicated by an exclamation mark. A coercion whose source is * (and target is not *) is a
projection, and is indicated by a question mark. The projections perform runtime checks
that may fail.

The translation from AJp; to Afz. inserts a security coercion wherever an implicit cast

occurred in the type checking of the A\, term. Here is the result of cast insertion on the

above program:

let fid

A b. b in

let input user-input () in
let result = fid (input <high!)) in

publish (result <(low?’))

The coercion on Line 3 (high!) is an injection, casting from high to . The coercion
on line 4 (low ?”) is a projection, casting from » to low. At runtime, a projection checks
whether the incoming value has a security level that is less than or equal to the target
security level. Now suppose we run the above example with input true. The injection on
line 3 will create an injected value truey;,, (high!). This value is passed to and returned
from fid, and then projected to 1ow. Because high is greater than 1ow, the projection fails.

Each projection is annotated with an identifier called a blame label (). In case a pro-
jection fails, it raises a cast error, called blame, that contains its blame label. In this way,
the programmer knows which cast is causing the problem. This feature is often referred
to as blame tracking [70, 74]. Blame tracking is especially useful during the software de-
velopment process, but in the context of IFC, one may not want blame to be observable

in a production system as it could reveal information. This can be handled by causing the
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program to diverge whenever blame is detected, possibly sending a private error message
to the software developer.

Next let us return to the £1ip example to see how gradual IFC prevents illegal implicit
flows. Suppose that I change the parameter type of the A from Bool,;,, to Bool,. The
return type remains Bool;,,, to conform with the signature of publish. The definition of

flip (line 1 and line 2) thus becomes:

let flip : Bool, -> Boolj,;, =

A b : Bool,. if b then false else true in

*

This change makes the program well-typed in AIz.. The IFC enforcement of the implicit
flow is deferred until runtime because the branch condition now has type Bool,, with an
unknown security level.

Next, let us consider the runtime behavior of this program. The result of cast insertion

on the \Jp; program is the following Afg. term:

let flip = A b. ((ifx b then (false <(low!))
else (true <(low!))) <(low?’)) in
let input = user-input () in

let result flip (input <high!) ) in

publish result

where the if is changed to if* because the condition expression has static security level *.
The type checking rule for if requires the two branches to have security level » and the
security level of the if is a whole is also *. If we run the program with true or false as
input, the Af; term reduces to blame ;) with either input, thus capturing the illegal implicit
flow and preventing the leakage of the private user input. The following reduction shows

the highlights of running this program with input true (false is analogous):
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let result = (A b. ((ifx b then (false (low!))

else (true (low!))) <(low?”))) (true <(high!)) in ...

let result = prot low ((ifx (true <{(high!)) then (false (low!))

else (true {(low!))) (low?”)) in ...

—>" let result = prot low ((prot high (false (low!))) (low?”)) in ...

—>* let result = prot low (false {(T;high!) <(low?”)) in ...

— blame

First, the A is bound to f1ip and the input true is bound to the user input value.
We then inject the input, producing the value (true (high!)). We call £1ip and the if«
branches on this injected boolean, evaluating the “then” branch to the result (false { low!))
and then, to protect against implicit flows, the if* upgrades the result to high to match the
runtime security level of the condition (true (high!)), producing (false { 1; high!)).
The subtype coercion 1 sends the security level of false from low to high. The last step in
the body of £1ip is to apply the coercion low ?” to the value (false { 1; high!)), which

errors because high is greater than low.

2.2.2 Implicit Flow, NSU Checks, Unknown Security, and the Gradual Guarantee

The tension between information-flow security and the gradual guarantee arises from an in-
teraction between implicit flows and the use of no-sensitive-upgrade checks to guard writes
to mutable references. In brief, when * is allowed as a runtime security label, some NSU
checks have to conservatively trigger an error to preserve noninterference, even though no
error would occur if the label was instead high. But the gradual guarantee says that if a
program with a precise annotation runs without error, it should also run without error when

that annotation is changed to *.
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In preparation to discuss this scenario in more detail, I first review the no-sensitive-
upgrade technique [21] that protects against illegal implicit flows through writes to mutable
references. I then show how allowing * as a runtime security label leads to a situation
where a language designer is forced to choose between noninterference and the gradual
guarantee. Finally, I show how this problem is resolved in the A}z, language by walking
back the choice of allowing  as a runtime security label.

The main idea of no-sensitive-upgrades is to prevent data leaks through the mutable ref-
erences by terminating execution whenever the program attempts to modify a low-security
heap cell in a high-security execution context. In A7z, NSU checks happen at runtime when

type information is insufficient to statically decide whether a heap-modifying operation is

secure or not. Consider the following well-typed program in A\jgq:

let input : Bool, = user-input () in

let a ref low true in

let = i1f input then a := false else a := true in

publish (! a)

The assignments to a in the two branches try to write different low-security booleans into
the cell at the address in a, depending on a branch condition whose security level is stat-
ically unknown. However, at runtime the user-input function returns a high-security
boolean, so the branch condition is actually high security, and if the writes were success-
ful, the program would leak information via an implicit flow. Fortunately, if we run this
program, it reduces to blame regardless of the input. The way NSU checking works in AJg.
is that a security level is associated with the current program counter. At the point of every
write that requires an NSU, the system projects the program counter’s security level to the
level of the memory location, making sure that the later is at least as high as the former.
In the above example, the NSU check fails because the program counter’s security is high
but the write is to a 1ow security location.

In GSLges [62], the dynamic enforcement of IFC through the heap is also based on
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NSU checks. Consider the following pair of programs adapted from Section 6.3 of their
paper. The program on the left is derived from the program on the right by replacing some
of the high annotations with the unknown label . Both variants of the program type check
but the more precise variant runs to completion while the less precise variant triggers an

error, thus violating the gradual guarantee. Let us examine their runtime behavior in further

detail.

Less precise, more dynamic: More precise, more static:

let x = user-input () in let x = user-input () in

let y = ref Bool, true, in let y = ref Boolpign truepnis in

if x then (y := falsenzm) else () if x then (y := falseniz) else ()

The program on the right runs without error in GSLges because, at the assignment on line
3, variable y references a memory cell of high security and the PC’s security level is also
high, so the assignment is allowed.

In contrast, when the program on the left is run with input true,;,,, the assignment
is conservatively rejected by the NSU check. This is because GSLges considers » as cor-
responding to the interval [low, high], and the lower bound of this interval is not greater
than or equal to the high PC label. So we see that this more precise program (right) runs
successfully while the less precise one (left) errors in GSLges.

In g, the * security label can be used in type annotations, as one would expect of
a gradually-typed language, but * is not allowed as a runtime security label and therefore
also not allowed as a label on program literals and other introduction forms. I present the
formal definition of the precision relation in Figure 6.8. The precision relation takes the
form = M = N, where N is the same \J;, program as )/, except that all type annotations
in N are at least as precise as those in M. In rule =-const and rule =-lam, the ¢ on both
sides is the same, because it denotes the security level of the constant or the function. In
rule =-ref, both sides are annotated with the same ¢, because it is for the security level of

the newly created memory location.
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Figure 2.8: Precision rules of A\jzq

The following adapts the above examples from GSLges to AJgc. The fully static variant
(down) is nearly identical to its GSLges counterpart. To obtain the less-precise program
(up), we change the type annotation on variable y to model the similar loss of precision in
the GSLges counterpart. We do not change the labels on the ref or true to = because that
is not allowed in Az as we just mentioned.

Less precise, more dynamic:
let x = user-input () in

let y : (RefBool,), = ref high true, in

if x then (y := falsenim) else ()

More precise, more static:

let x = user-input () in
let y - (R.ef BOOlhigh)high = ref hlgh truehigh in

if x then (y := falseni,) else ()
Branching on high-security input and assigning to a high-security memory location should
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be allowed. Indeed, both variants reduce to the unit value regardless of the input, thereby
not violating the gradual guarantee. The fully annotated version (down) evaluates to unit
without any overhead from runtime checking.

In the less-precise program (up), (Ref Bool,). replaces (Ref Boolyign)nign. This
change in type annotation means that both the security level of the memory and the se-
curity of the reference itself are statically unknown and should be checked at runtime.
When executing the program, at the assignment on line 3, an NSU check happens and the
assignment to high-security memory under high PC is allowed. As a result, the less-precise
program also evaluates successfully to unit.

One might worry that the less precise program has a heavy annotation burden. However,
as we mentioned, the default security label is 1ow so the programmer does not have to
label constants in AJp;. So we can remove the labels on constants to obtain the following
program, which also reduces successfully to unit:
let x = user-input () in
let y : (Ref Bool.). = ref high true in

if x then (y := false) else ()

The low-security true is classified as high security during reference creation because the
security level of the cell is high (line 2). Similarly, during assignment the false is also
classified as high security because the security level of the cell (line 3). Assigning to a
high-security memory cell is allowed under a high PC by the NSU check, so the program
evaluates successfully to unit.

One might think that requiring the programmer to annotate the reference creation with
high (line 2) is still a burden and that GSLge is better in this regard. However, while
GSLges allows the unannotated version of this program to compile, it errors during program
execution. It is better to require the programmer to annotate references during program
development than to have the programs compile but then fail during program execution,

perhaps only detected after the program is deployed.
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2.2.3 Type-Based Reasoning in \};.

Type-based reasoning in gradual IFC languages arises from two language design choices:
vigilance and type-guided classification. Vigilance gives us type-based reasoning for ex-
plicit flows, while type-guided classification provides type-based reasoning about implicit
flows. In this section, I am going to show that AJz. is both vigilant and performs typed-
guided classification, so Az enables type-based reasoning in the sense of Toro, Garcia,

and Tanter [62].

Nirc is Vigilant

A language with casts is vigilant if it checks whether all the casts that are applied to the
same value are consistent with each other, and triggers an error if they are not.
Toro, Garcia, and Tanter [62] present the following example to demonstrate how vigi-

lance is needed for type-based reasoning and free theorems in the sense of Wadler [75]:

let mix : Intioy -> Intpign -> Intiey =
A pub priv . if pub < (priv : Imnt, : Inti,y) then 1 else 2 in

mix 11,y Siow

The example involves casts from low (line 3, the label annotation on 5,,,) to high (line 1,
the type annotation Inty;,, in the signature of mix) and then back to 1ow via the unknown
security level » (line 2, the nested type annotations Int, and Int;.,). The type signature
of mix should guarantee the free theorem that either (1) the result of mix, which is low
security, never depends on the high-security priv argument or (2) mix produces a runtime
error. In this case, the output of mix does depend on priv via an implicit flow, so the free
theorem says that an error should be triggered at runtime. Let us focus on the three casts
applied to 5,,,, where the first cast sends the security level from low to high because of

the type annotation on line 1, the second cast is an injection due to the first type annotation
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on line 2, and the third cast projects to 1ow due to the second type annotation on line 2:
510w { low = high ) (' high = » ) ((*x = low )

In Az, these casts produce the sequence of coercions: b5,y < 75 high!; low? >,
which trigger an error when high collides with 1ow, blaming label

Similarly, the interval refinement mechanism of GSLgs detects the conflict between the
intermediate cast to high and the final cast to low. Surprisingly, in GLIO and in systems
prior to GSLges [58, 59], the program runs successfully and produces 1;., because they are
forgetful [76] regarding the intermediate cast of 5,,, to high and only check that 5,,, can
be cast to 1low. Those systems still satisfy noninterference, because the labels on values
track their security similar to fully dynamic IFC. It is just that the security labels on fype

annotations will not trigger errors at runtime, even if they are inconsistent.

Nipe Performs Typed-Guided Classification

A gradual IFC language employs typed-guided classification if the security-level of a value
can be changed when the value flows through a cast.
The following example from Section 2 of Toro, Garcia, and Tanter [62] demonstrates

how type-guided classification interacts with implicit flow and type-based reasoning:

let mix : Inty,, —-> Int, -> Inti,, =

A pub priv. if pub < priv then 1 else 2 in
let smix : Intioy —> Intpign —> Intiey =

A pub priv. mix pub priv in

smix 1iov DBiow

Type-based reasoning tells us that the smix function should either fail or return a value that
does not depend on its high-security parameter priv. However, smix calls mix and there

is an implicit flow from priv to the result value, so this program should fail.

39



In AJz. the program produces an error as type-based reasoning suggests. Security coer-
cions in \{g. classify values, so when 5, is passed into smix and then mix, it is wrapped
in a coercion: 5., {1; high!) and is classified as high-security. Consequently, the if
reduces to its then-branch protected with high. This implicit flow affects the result value
of the then-branch, by (1) inserting a subtype coercion before the injection and (2) pro-
moting the source of the injection to high to preserve types. So the result of the if is
11w {15 high!). The injection, whose source is high, collides with a projection to low
(to match the Int,,, return type of mix), causing the program to error as expected, blaming

the projection.

2.3 The Static and Dynamic Extremes of \J;;

Gradual IFC embeds both static and dynamic IFC. In this section, we discuss the static and

dynamic extremes of \iz.. We compare them to existing static and dynamic IFC languages

in the literature.

2.3.1 The Static Extreme of \};.: SSLges

Same as GSLges, the static extreme of Ajz; is SSLgef. In SSLgef, all security labels in all
the types are statically known; the type system alone enforces IFC. The type system of
SSLges 1s standard and similar to other static IFC languages in the literature, such as Asgc

of Zdancewic [38] and SLam of Heintze and Riecke [39].

2.3.2 The Dynamic Extreme of \}..: \2F%

In the dynamic extreme of GSLges, all security labels in all the types are unknown (x). The

dynamic extreme of GSLges is a dynamic IFC programming language named A5g. In the

dynamic extreme, every memory location is associated with a fixed security level. AXX¥ is

particularly useful for the noninterference proof in Chapter 7. The proof is by simulation

between Az and AXL¢. In the rest of this section, I present the formal definition of A2fg in
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§2.3.3 and compare A2} to dynamic IFC languages in the literature in §2.3.4.

2.3.3 Formal Definition of \2I§

I define the syntax and semantics of A2X% in Figure 2.9. As is standard for security-typed

languages [39, 59, 62], the protection term (prot) ensures that the computed value and the
side effects of its sub-term must be at least as secure as the security level of the protection
term. In rule prot-ctx, the sub-term of prot is reduced under the join of the current PC and
the security of prot (pc v £). In rule prot-val, the sub-term has been reduced to a value
V', so prot stamps the label ¢ onto the value, producing a new value whose security is at
least as high as ¢. The if-conditional reduces to prot (rule 3-if-true and rule [-if-false),
capturing the implicit flows from the branch condition to the resulting value as well as
through the heap.

When creating a reference, we need to perform a runtime NSU check pc < £ so that
the memory location to write to is at least as secure as the current PC (rule ref?-ok); if the

NSU check fails, the program errors (rule ref?-fail). In this way, programs such as

publish (! (if (input ()) (ref low false) (ref low true)))

will error at runtime due to NSU, guarding against illegal implicit information flows through
the heap. When assigning to a reference, we perform the NSU check pc v < ¢ (rule
assign?-ok); if the NSU check fails, the program errors (rule assign ?-fail). The NSU check
on assignment is equivalent to pc < (and ¢ < (. The first part (pc < 0) is similar to the
check on reference creation; it ensures that the security level (0) of the memory location
to write to is at least as high as the current PC (pc). The second part (¢ < f) ensures that
the memory location is at least as secure as the address itself. The second part is necessary

because choosing which address to assign to may leak information. Consider the example:
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terms L,M,N == z | ($Kk)y | (addrny), | (Az. Ny

| LM |ifLMN
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assign?-fail =
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Figure 2.9: The syntax and the reduction semantics of A\’fi. The checks that enforce heap

policy in reference creation and assignment are highlighted
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let al

ref low true in

let a2 ref low false in

(if (input ()) al a2) := false

publish (! al)

On line 3, we assign to low memory and PC is low, so the first part of the check succeeds.
To prevent leaking information through the heap, we must also check the security of the
address against the security of the memory location. In the example above, the address is
high because the branch condition is of high, and we are assigning to low memory, so the

NSU check fails. The program errors, thereby preventing information leak.

2.3.4 Comparing \2I% to A" and LIO

We are going to compare \°X¥ with other dynamic IFC languages in the literature, specifi-

cally A™° [21] and LIO [51].

Comparing \2X¥ to \"°

APYV is different from A\, because the security of a memory location is fixed during pro-
gram execution in the former but can change in the latter. In A, the security level of
a memory location is decided by the programmer during reference creation and remains
unchanged throughout program execution. In A, on the other hand, the security level of
a memory location is decided by the current PC during reference creation and can increase
monotonically as the program runs.

I choose to specify the security of the memory location in the syntax of reference cre-
ation so that \J satisfies the gradual guarantee. Imagine a gradual IFC language that
supports * as an annotation on reference creation, in which the term (ref * true) would
create a new memory location whose security is decided at run time by the current PC and

store the value true in it (analogous to the semantics of \™). Consider the following

program:
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(More precise, more static)

let i = user-input () in

let a ref high true in

if (i : Bool,) then
a := false

else ()

This program runs successfully. On line 3, the branch condition is injected, so NSU check-
ing happens during assignment. On line 4, PC is promoted to high by the branch condition.
The program assigns to a high memory location, high < high, so the NSU check is suc-
cessful. On line 6, the program dereferences address a, resulting in a high boolean that is
the negation of the input.

If we change the annotation on the reference creation (line 2) and make the security of
the memory location decided by PC at runtime:
(Less precise, more dynamic)

let i = user-input () in

let a

ref x true in
if (i : Bool,) then

a := false
else ()
! a
The less precise program errors due to failed NSU. PC initially starts at low, so on line 2,
a memory location of low security is created. The memory cell stores true. The branch
condition is injected, so NSU checking happens on line 4 to ensure that the security of
the memory location is at least as high as that of PC. The program attempts to write to
low memory under high PC, so the NSU check fails and signals a runtime error. The
more precise program runs to completion but the less precise one errors, which violates

the gradual guarantee. This counterexample of the alternative design shows that to satisfy
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the gradual guarantee, the security of a memory location must be specified in the syntax of

reference creation, as opposed to being decided by PC.

Comparing \2[% to LIO

XX is similar to LIO in that the security of a memory location stays the same during
program execution. However, compared with A2f%, LIO supports an additional feature:
first-class labels. When creating a reference in LIO, the security of the new memory loca-
tion may come from a security-label value that is produced at runtime. In comparison, in
Airc the programmer has to specify this security level during development. Implementing

first-class labels in \Jg is left for future work.
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CHAPTER 3
THE DEFINITION OF THE CAST CALCULUS A\

In this chapter, I first describe the motivations of using coercion as the cast representation in
Section 3.1. I then present a coercion calculus for security labels in Section 3.2. I show that
coercion on security labels can model both explicit and implicit information flows. After
that, I define a second coercion calculus whose purpose is to cast a program value from
one type to another type in Section 3.3. I use this second coercion calculus to represent
casts between security types in the intermediate language \{;. Finally, with both coercion

calculi in hand, I present the full definition of Az, in Section 3.4.

3.1 Why Coercions?

As we have seen in Section 2.2, gradual information flows can be modeled as casts. For
example, the cast sequence high = » = low should be statically accepted but dynami-
cally rejected, while the sequence 1ow = *» = high should be statically and dynamically
accepted, promoting the security of data to high. Such sequences of casts can be arbitrar-
ily long (for example, low = high = * = » = low), which motivates us to represent
the casts on security labels as coercions. In A, the source security label of a coercion
sequence comes from literals, while the sink is whatever security level that the observer
has: for example, the publish function of Section 2.2 is of low. Coercions can be eas-
ily sequenced and composed. Checking information flow at runtime is accomplished by
reducing coercion sequences to their normal forms.

There are two noteworthy benefits of using coercions to represent IFC. First, coercions
can be used to represent NSU checking while satisfying the gradual guarantee. In brief,
whenever a memory location is written to, the current PC is coerced to the security level

of that location. We are going to formally introduce label expressions as our representation
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for PC in Section 3.2.3 and discuss NSU in detail in Section 3.4. Second, the coercion
representation benefits mechanization because it enables modular reasoning. The main
simulation lemma (Lemma 18) depends on the simulation results of coercion sequences
and label expressions, which are stated as separate lemmas and reasoned independently in

our Agda code.

3.2 A Coercion Calculus for Security Labels

In this section, I describe a coercion calculus for security labels. This coercion calculus
is an important stepping stone to our representation of casts between security types. I first
define the syntax, the type system, and the semantics of the coercion calculus for security
labels (Section 3.2.1). I then demonstrate that we can use coercion composition to model
explicit flows and use coercion stamping to model implicit flows (Section 3.2.2). Finally, I
define how these coercions act on security labels by defining a language of label expressions
whose meaning is defined by a reduction relation (Section 3.2.3). Label expressions are

used to model security checks that enforce the heap policy in Afg.

3.2.1 Syntax, Typing, and Semantics of the Coercion Calculus for Security Labels

The syntax and typing for security coercions and coercion sequences is defined in Fig-
ure 3.1. A security label is either 1ow, high, or statically unknown (x). There are five
security coercions: identity (id(g)), subtype (1), injection (¢!), and projection (¢ ?"), and
blame (L"). Projection, which corresponds to the notion of a runtime check, is the only one
responsible for blame, so it carries a blame label ). A coercion sequence c starts with either
success id(g) or failure (1" g; go). Each coercion has a source and target type g1 = ¢o.
The id(g) casts the label g to itself; T promotes security from low to high; injection casts
to » from a specific label ¢ and projection does the opposite. Appending a single coercion
to a coercion sequence makes the target security label that of the single coercion.

Information flow is enforced in the reduction semantics of security coercions, shown
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specific security labels ¢ €  {low,high}
security labels ¢ = * | /
blame labels

security coercions c,d == id(g) | 1] ! [ £?7" | L
coercion sequences ¢,d == id(g) | L' g1 92 | ¢ ¢
T
FHid(g):g=g¢g 1:1low=>high HOY il = *
e v =4 L7 :high = low
"5391=>92‘
=c:g1 = g2 Fc:gs= g3
Hid(g) :9g=g¢ =& cigr= g3 FLl"g192:91= g2
NF ¢
NF ¢ NF ¢
NF id(g) NF id(x); £? NF c; ¢! NF ¢ 1
2-i ). 2ol
TN E TR 17 D Toehnign? — 1 highl; low? — |
g NFc N 1\IFC Fcig1= g2 -l Fcige=gs
¢ id(g) — ¢ ¢ L — L7 g1 low 1791 g25¢— 1" g1 93
i —>d NF¢ c¢;d— ¢
93 € d €r :

= 7. = P
c;c—>d;c ¢ ¢ d—> G

Figure 3.1: Syntax, typing, normal forms, and semantics of security coercions and coercion
sequences
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in Figure 3.1. Injection followed by projection to the same label collapses to the identity
(?-id). Flowing from low to high is allowed, so an injection from low followed by a
projection to high collapses into the T coercion (?- ). An information flow from high
to low is prohibited, so an injection to high followed by a projection to low triggers an
error that blames the projection (?-1). The predicate NF' that specifies the normal forms
of coercion sequences. The reduction rules for coercion sequences are also defined in
Figure 3.1. Appending id(g) onto a coercion sequence reduces to the that sequence (id).
The failure coercions annihilate the other coercions in the sequence (L and &-1). We
choose the evaluation order in a coercion sequence to be from left to right (£, and £g),
because that corresponds to the direction of information flow from source to sink: in the
example above, low = high = * = » = low, we validate that 1ow can flow to high

before we check and reject the flow from high through » to low.

3.2.2 Monitoring Explicit and Implicit Flows

We can model explicit flow using security coercions. We define coercion composition in
Figure 3.2. We can compose two coercion sequences (¢ ; d), where ¢ : ¢; = g¢» and
d: g» = g3, to form a flow from g¢; to gs.

We can also model implicit flows using security coercions. The stamping operation cap-
tures the intuition of an implicit flow from the security level ¢’ to a coercion sequence ¢. We
define the stamping operation in Figure 3.2 as two functions, stamp(¢, ¢) and stamp!(¢, £).
Both function require ¢ to be in normal form and that its source label is not x. The stamp!
operator promotes the security of the coercion ¢ to be at least ¢ and then injects the coercion
if necessary, while stamp only promotes the security but does not inject. These stamping
operations satisfy the gradual guarantee, because when stamping on a more precise co-
ercion sequence and a less precise coercion sequence, stamping preserves the precision

relation between them (Lemma 15). The stamping operations of coercion sequences are

used in the stamping operations of (1) label expressions, which are our representation of
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c; 1" gog3=1"¢g1 g3 wheret¢: g1 = ¢o
¢;id(g) = ¢ id(g)

¢1;(G3¢)=(c1;62);¢

stamp cl = ¢

ol

stamp ¢ low =

stamp id(low) high = id(low); 1
stamp id(high) high = id(high)
stamp (id(low); low!) high = id(low); 15 high!
stamp (id(high); high!) high = id(high); high!
stamp (id(low); 15 high!) high = id(low); 13 high!
) (

stamp (id(low); 1) high = id(low); 1

stamp! ¢ { =

)]

c if-c: 0=
¢ b if-c:l =4
stamp! id(low) high = id(low); 1; high!

stamp! id(high) high = id(high); high'!
stamp! (id(1low); low!) high = id(low); 15 high!
) (
) (
) (

stamp! ¢ low =

stamp! (id(high); high!) high = id(high); high!
stamp! (id(low); 13 high!) high = id(low); 15 high!

stamp! (id(low); 1) high = id(low); 1; high!

Figure 3.2: Composing and stamping coercions
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PC and (2) values in the cast calculus. Those three types of stamping together formalize
the notion of implicit flow in AJg..
Coercions capture the notion of gradual security checks. We define of the security level

of a coercion sequence with the |—| operator:

Definition 2 (Security level of a coercion). Given a coercion sequence ¢ in normal form

with type - ¢ : { = g, then its security is given by the following |—| operator:
lid(¢)| = ¢ lid(¢); ¢! = ¢ lid(low); 15 high!| = high lid(low); 1| =high

The security level operator can be generalized to a larger lattice. The subtype coercion 1
would be parameterized by two labels: (Tﬁf) : {1 = [y where {; < (5. The security
would be the greater one: | Tﬁf | = (5. Here the lattice only consists of low and high, so
| 1| =158 | = high. In Chapter 7, we will formally reason about the security levels of

low

security coercions with respect to composition and stamping.

3.2.3 Security Label Expressions

In this section we introduce security label expressions, which we use to model the security
level of the PC. Security label expressions are crucial for implementing NSU checking in
a way that satisfies the gradual guarantee.

A label expression is either (1) a specific security label, (2) blame (to signify an error),
or (3) a coercion applied to a label expression (Figure 3.3). A label expression is in normal
form (NF) if it is either (1) a specific security label or (2) an irreducible coercion applied to
a specific security label. (A coercion is irreducible if it is a non-identity coercion in normal
form). PC ranges over label expressions in normal form. The reduction relation for label
expressions steps a label expression towards its normal form. The idea is that given a label
expression of the form e { d ), we first reduce e to normal form and then apply the coercion
d. For example, if e reduces to a label wrapped in coercion ¢ < &), then the lcomp rule

says to reduce by composing the two coercions, producing ¢ {¢;d ). Furthermore, in a
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label expressions e := { | blame p | e{¢c)

Fe<=g1 =Cc:g1 = g2
[ ——————— lcast
e T — ey <= g

Iblame ~blame ) —g

’ Irreducible E‘

NFc rc:g1=9 q#9
Irreducible ¢

NF e
Irreducible ¢
NF /¢ NF (£<c))
€] — €3
& 1y —> ex () Sblame — e &y — blame
. c—Td NFd
-id Icast —C a2
P Ga)y TG — iy
blame — L7ty lcomp Irreducible ¢
({¢Y — blame (<Y {dy — l{c:d)

Figure 3.3: Syntax, typing, normal forms, and semantics of label expressions
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stampel = e

stamp £ low = £
stamp low high = low {id(low); 1)
stamp high high = high
stamp (£e)) ' =L {stamp cl')

stamplel = e

stamp! £ 0" = € { stamp! id(¢) ¢')
stamp! (£{c)) {' = stamp!cl")

e = ¢
[e<ey| = |l

Figure 3.4: Stamping and security level operators for security label expressions

label expression of the form e d Y, the coercion d may also need to be reduced, which is
accomplished by the Icast rule that refers to the reduction relation for coercion sequences
(Figure 3.1). If the coercion reduces to an identity, then the coercion application goes away
(B-id), whereas if the coercion reduces to a failure, then the label expression reduces to
blame (/blame).

The stamping and security level operators for label expressions are defined in Fig-
ure 3.4. They both require their input to be in normal form, which can be either (1) a
specific security label ¢, or (2) a label wrapped with an irreducible coercion sequence
¢<{c). For (1), stamping low with high results in 1low { 1), otherwise the label expres-
sion remains unchanged; for (2), we directly stamp the coercion sequence using stamp for
coercion sequences defined in Figure 3.2. The definition of stamp! is analogous, except
that it turns to the stamp! operator of coercion sequences. The security level operator |—|
is defined such that (1) a specific security label indicates the security level for itself and (2)
the security of the coercion sequence |¢| records the security level for £ (¢ ).

In Section 3.4, I am going to describe how label expressions are used to implement
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base types ¢ = Unit | Bool

raw types 1,8 == 1 | AL B|Ref (T),)
types A, B == T,
raw coercions ¢, d, == id(c) | Refed | (d, c—d)
coercions c¢,d = ¢, C
(V<ey — M|
¢c—*d NFd c—" L g1 g0
cast = cast-blame —
‘/7'<Cra5>—>‘/r<crad> V;“<C7"7C>_)blame
cast-id cast-comp Irreducible ¢
V. <id(v), id(g) > — V; Vi (e>{d) — V. <c;d)

Figure 3.5: Syntax and semantics of coercions on values

NSU checks, which enforce the heap policy for write operations.

3.3 A Coercion Calculus on Values

In this section, we define a second coercion calculus whose purpose is to cast a program
value from one type to another type. We use this coercion calculus as the representation
of casts in the intermediate language Afz.. These coercions on values make use of the
coercions on security labels that we defined in Section 3.2, because the types in A{g. are
annotated with security labels, as is usual for a static and gradually-typed IFC languages.
We begin with the definition of types in Figure 3.5, which is standard for gradual secu-
rity type systems: each type has a security label ascription on it, which is either a specific
label ¢ or . Function types have one extra label gc, which is a static approximation of the
security level of the PC while executing the function body. In a reference type (Ref T}),,
the label g of the referenced type also doubles as the security level of the memory cell.
The syntax and semantics for coercions on values is defined in Figure 3.5. Each coer-
cion c consists of a raw coercion ¢, that casts the type of the value and the label coercion
¢ that casts the security label of the value. There are three kinds of raw coercions: iden-

tity coercions id(g), coercions between reference types (Ref ¢ d), and coercions between

function types (d, ¢ — d). In the coercion on functions, the d casts the PC of the function.
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(d(0), &) ; (id(0), d) = (id(1), e: d)
(Ref c1 Ca, E) ; (Ref d, da, &) = (Ref (dl ; Cl> (Cz ; dz), C, CZ)

(¢1, c1 = €2, @) ; (di, dy = da, d3) = (dy; &1, (dy;e1) = (c2;d2), G2 da)

’ Irreducible ¢ ‘

NFe¢ [(+#g

c:/
Irreducible (id(¢), ¢) Feie=g
NF ¢ NF ¢
Irreducible (Ref cd, ¢) Irreducible (d, c — d, ¢)

Figure 3.6: Composition of coercions on values

The syntax for values is not defined until the next section, so here we remark that V' ranges
over values, which can either be a raw value V,. (constant, address, or \) or an irreducible
coercion applied to a raw value: V. { ¢, where there is no M such that V. {¢) — M.
The definition of irreducible coercion is in Figure 3.6.

The reduction rules in Figure 3.5 apply a coercion to a value, yielding a value or trigger-
ing blame. The cast rule normalizes the coercion ¢ on the security label. If it normalizes to
a failure coercion, the rule cast-blame triggers blame. We reduce identity coercions using
rule cast-id. Finally, if the value is wrapped with an irreducible coercion, we compose the
coercion with the coercion being applied (rule cast-comp). The composition operator — ; —
is also defined in Figure 3.6; the intuition of the composition operator is that V. (¢ ) {d>»
must be contextual equivalent to V. (¢ ; d ). There are no reduction rules specific to ref-
erence coercions Ref ¢ d or function coercions (CZ, c— d) because they are irreducible
coercions that wrap a value. Their action occurs when the value is used in an elimination
form such as in a function call or a read or write to the reference, which we explain in the

next section.

55



variables  x,y, 2
constants k €  {unit,true,false}
terms L, M,N == =z | $k | addrn | \e. N | appL M AB/{ | appx LM AT
| 1fLACMN | ifxLTMN | letz=M:A in N
| ref{ M | ref?’ (M | ' MAL | '«MT
| assign LM T {0 | assign? LM T §
| protelM A | M<{c) | blame
raw values V., W, == $k | addrn | \xz. N
values VW == V. | V. {e), where Irreducible ¢

Figure 3.7: Syntax of the cast calculus Afg

3.4 The Cast Calculus \{;.: An Intermediate Language For Gradual IFC

In this section, we define the cast calculus Az by presenting its syntax in Section 3.4.1, its

type system in Section 3.4.2, and its operational semantics in Section 3.4.3.

3.4.1 Syntax of \{;

As usual, the cast calculus \{. is a statically-typed language that includes an explicit term
for casts, written M { ¢ ), where M is a term and c is a coercion to be applied to the value
of M. Furthermore, many of the operators in Az, have two variants, a “static”’ one for
when the pertinent security label is statically known and the “dynamic” one for when the
security label is statically unknown. The operational semantics of the “dynamic” variants
involve runtime checking. The syntax and typing rules for A\{; are shown in Figure 3.8 and
described in the following paragraphs.

A value is a raw value (constant, address or A\) or an irreducible coercion applied to a

raw value.

3.4.2 Type System of \{p.

The typing rules are syntax-directed. The typing judgment is of the form I';33;¢g;¢

M < A, which says that we are type-checking A{. term M against the expected type A,
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g0 -M< A
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~var 9 x<= A -cons g0 -8k <=
S(ln)=T
Faddr )

[';%;g;¢ - addr n < (Ref 1)),
39 M<= A
V' (T, 2:A); 390" — N < B et VO .(T,2:A);3;9:0' + N < B
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an?
Fassign I3;9; — assign? L M T g < Unitioy

[%,¢;|PCl-FM<A +HPC<g (U~Ue<|PC|] B=stamp Al
I;3;9;0 +prot PC{ M A< B

—prot

= cast ;%9 -M<=A +c:A=B Y
cas T.%: g0 M<cy =B 4ME T g (- blame p < A

Figure 3.8: Typing rules of the cast calculus Af.. The side conditions that enforce the heap
policy statically during memory write operations are highlighted
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where I is the typing context, X is the heap typing context, g is the security label that PC
is typed at, and ¢ is the security level of PC. Both X and the security level ¢ play a role
during runtime. The security level of the PC is constrained in rule prot, which is for the
protection term that arises during reduction (we are going to discuss this rule momentarily).
In the premises for sub-terms that do not immediately reduce, such as the body of a A and
the branches of an if, we universally quantify the security level (as in V/), which helps us
prove that compilation preserves types (Lemma 6). The heap context X is mostly standard:
looking up Z(@ ,n), where n is the index in part of the heap with security l, gives us a raw
type. Each memory cell is associated with a specific security label ¢, which is specified by
the programmer when that cell is created.

As the typing rules always stay in checking mode, constants, addresses, and As do not
carry any label. The security of these raw values is in their types: for example, addr n <
(Ref Tj), says that the security of the address n itself is ¢ and it points to a memory cell
labeled /.

The typing rules for the static variants are similar to the typing rules in a static security
type system. For example, in the static function application rule —-app, both top-level labels
on the function type (¢ and ¢’ v () as well as the security label that the current PC is typed at
(¢') are static and the rule mirrors one in a static system. On the other hand, in the dynamic
version of application rule —app*, both top-level labels as well as the label of the co-
domain type are = and PC is allowed to be typed at =, indicating the presence of injections.
As another example, in the static version of memory assignment rule -assign, all labels
to perform the heap policy check, including the security of the memory address itself (¢),
the security of the memory cell that the address references (@), and the security of PC (/')
are known statically and satisfy ¢ v ¢ < ¢ . At runtime, this static assignment can happen
directly without any runtime overhead (as is shown in the example of Section 2.2.2). Its
dynamic counterpart rule assign? does not maintain these static security invariants and

thus requires runtime NSU checking, which is implemented as a projection on PC.
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As we shall see in the reduction rules, the semantics of the protection term prot per-
forms two things: (1) prot promotes the security of the value reduced from its body by
level ¢ (2) it uses a new PC to reduce its body. However, the new PC cannot be any label
expression. It has to be one with higher security than both the current PC and the security
level ¢. We capture this invariant in side condition ¢’ v ¢ < |PC/| in rule -prot, where ¢’ is
the security of the current PC and | PC'| is the security for the new PC. The invariant is used
in the proof of noninterference (case prot-ctx in the proof of Lemma 41, which is used by

Theorem 45).

3.4.3 Operational Semantics for \{;.

We show the the operational semantics of A{z. in Figure 3.9 and 3.10. The reduction
relation takes the form M | u | PC' — N | 1/, which reduces the configuration of term
M and heap . under the label expression PC' to another configuration N and . The heap
isamap (¢,n) — V, where a cell is indexed by its security level ¢ and by index n among
the cells of £. The predicate (n FreshIn (/) means that the index n is fresh (not already
in use) among all cells with security ¢; when performing a lookup, u(¢,n) = V retrieves

the value V' at index n whose security level is /.

Protection terms. A protection term is of the form prot PC’ ¢ M A. Following stan-
dard approaches to IFC, a protection term has two functionalities: (1) it ensures that the
reduction inside M does not leak information through heap write operations (2) it promotes
the security level of the computation result of M to at least level ¢. The first functionality
is achieved by switching to PC’ from the current PC when reducing the body M (rule
prot-ctx). Recall Section 3.4.2, the typing of prot makes sure that PC’ has the correct
security that is at least as secure as both PC and ¢. The second functionality is achieved by
stamping the value produced by the body of prot (rule prot-val). The stamping of values in

Afpc (Figure 3.11) is analogous to stamping of label expressions and turns to the stamping
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NF ¢ (stamp PC {){d) —* PC' V<c) —* blame
app (\z. N{d,c—d,c)) VCD{|pu|PC—> blame ) |p

app-blame

NF ¢ (stamp! PC |¢|){d) —* PC' V<{c) —*W

appx-cast

app* (Az. N<d, ¢ > d,e))VCT |p| PC—> prot PC’' |e| (N[z := W])<d)) (T.) | p

NF ¢ (stamp! PC |¢|) (d) —* blame
app* (Az. N<d,¢—>d,e))VCT |pn| PC —> blame p | p

appx*-blame-pc

NF ¢ (stamp! PC |¢|) (d) —* PC' V {(c) —* blame
app* (Az. N<d, ¢ —>d,&))VCT |p| PC —> blame | p

appx-blame

if-t
{rtrue if ($ true) AL M N | pu| PC — prot (stamp PC ) ¢ M A | i

if-true-cast
if ($ true (id(Bool), id(low); 1)) Ahigh M N | u | PC —

prot (stamp PC high) high M A | u

NF ¢
ifx ($ true (id(Bool), é)) T M N | u | PC —> prot (stamp! PC |¢|) |e| M (T,) | p

if-false

ifx-true-cast

if ($ false) AY M N | p| PC — prot (stamp PC )¢ N A|p

if-false-cast
if ($ false (id(Bool), id(low); 1>) Ahigh M N | | PC —

prot (stamp PC high) high N A | u

NF ¢
if* ($ false (id(Bool), ¢)) T M N | u | PC —> prot (stamp! PC |¢|) le| N (T.) |

ifx-false-cast

let
¢ let 2=V:Ain N | pu| PC — Nlz:=V] | p

Figure 3.9: Operational semantics of \{z; (Part I).
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M |p|PC— N |

; n FreshlIn p(f)

re

ref LV |p| PC— addrn| (u,l—n—V)
n Freshln p(f)  PC{»="{) —* PC’

ref?

ref?’ LV || PC — addrn | (u,0—n—V)

PC (x ="{) —* blame
ref?’ LV | p| PC —> blame ¢ | p

ref?-blame

assign

assign (addrn) VT (4| pu| PC — $unit | [{ —n— V] p

NF ¢ I*C:Tt;2=>sl71 Fd:Slfllefz V<iey —*W
assign (addr n{Ref cd, &)) V T iy (| | PC —> $unit | [{; —n — W] pu

assign-cast

NF ¢ l—c:TgQ:>S21 }—d:Slpl:>T22 V< ey —* blame

assign-blame ~
assign (addr n{Ref c¢d, c») VT {3 ¢ | u| PC — blame p |

NF ¢ Fe:Ty=5; Fd:S; =1,
(stamp! PC [¢]) (x =" £y —* PC'  V<{c) —*W

assign?-cast —
assign?’ (addr n{Refecd,c>) VT g|p| PC — $unit |[{ —»n— W]pu
NFc¢ rc:Ty=5 +rd:S;=1T,
(stamp! PC |¢|) {x =" {) —* blame
assign?’ (addr n{Ref cd, ¢>) VT g|p| PC — Dblame ¢ | pu

assign?-cast-blame-pc

NF ¢ Fec:Ty=S5; Fd:S;=1T,
(stamp! PC |¢)) {(x =" €y —* PC'  V {c) —* blame
assign?’ (addr n{Refcd,c>) VT g|p|PC — blame ¢ |p

assign?-cast-blame

w(l,n) =V
! (addrn) T; £ | p | PC — prot LV T; | i

deref

NF¢ tc:A=T, Fd:Tj=A puln)=V
! (addr n{Refcd,c)) Al |p| PC —prot £ (Vd))A|pu

deref-cast

NF¢ Fec:S5. =1, d:T;=5. w(l,n) =V

d -cast
erefx-cas 'x(addr n{Ref cd, c)>)S | pu| PC — prot _|¢| (V(d)) (S,) | p

[

Figure 3.10: Operational semantics of \{g. (Part II). NSU checks that are represented using
label expressions are highlighted
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coerce-id T' = ¢, and coerce-id A = c‘

coerce-id v = id (1)
coerce-id (Ref A) = Ref (coerce-id A) (coerce-id A)
coerce-id (A %> B) = (id(g), coerce-id A — coerce-id B)
coerce-id T, = (coerce-id T', id(g))

stampVAsz‘

stamp V — low =V
stamp V T, high = V {(coerce-id T'), id(1ow); 1)
stamp V' Tyign high =V
stamp (V<epy€)) — € =V ¢,y stamp c L)

Figure 3.11: Stamping on values of \{g¢

operation for coercions on labels (Figure 3.2) in a similar way. The value is either (1) a
raw value or (2) a coercion-wrapped value. Suppose the value is a raw value, if its type
has low security and is stamped with high, the value becomes wrapped with a subtype
coercion (the second case of stamp in Figure 3.11); otherwise, the value stays unchanged
(the first and the third cases of stamp). If the value is wrapped with an irreducible coercion,

we stamp the top-level coercion sequence (the fourth case of stamp).

Function Application. The [ rule is standard for IFC languages. It generates a prot term
with the specific security label ¢ that comes from the label on the A, preventing implicit flow
from the function being applied through both the computation result and the heap. The app-
cast rule applies a function wrapped in a function coercion to a value V. The application
is “static”, so the security level of prot comes from the function type just like 5. The
function coercion is distributed into its domain coercion ¢, its co-domain coercion d, and
the coercion on PC d. The coercion ¢ is not used because the function type is fully static,
so its security is already indicated by its type. The domain coercion c casts the input of

the function V' to W and W is substituted into the body of the A\. The substituted body
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goes through the co-domain cast d, and is then protected by ¢ using prot. The stamped
PC casts to PC’ by d and PC’ is used as the PC for prot. The rule app*-cast is similar
to app-cast except for two things: (1) the PC is stamped and then injected using stamp! to
preserve types (2) the security level of the function proxy used in protection is indicated by

|| instead, because the top-level security label of the function is statically unknown ().

If-conditional. The static rule if-frue is standard; the if term reduces a prot whose
security ¢ comes from the type of the branch condition, guarding against implicit flow. The
rationale of ifx-true-cast follows that of app*-cast: (1) a stamp! is generated to stamp and
then inject the PC and (2) the security of prot is retrieved from the coercion in the branch

condition.

NSU and heap operations. Let us consider reference creation first. A “static” reference
creation is secure because its typing (rule —ref, Figure 3.8) already enforces the heap policy.
Consequently, the allocation can happen directly (rule ref) without any runtime checking.
Rule ref? does the same reference creation but with NSU checking, by casting the current
PC to the security ¢ of the newly created memory cell. The coerce function (— =~ —)
takes two security labels and a blame label to generate a coercion on labels. In this case,
» =>"" { generates id(*); ¢ ?”, which performs a projection whose target is ¢. If the pro-
jected PC reduces to a blame, it means that NSU checking fails so we lift the blame to
Afrc- Assignment follows the same pattern: a static assignment can happen directly, while
assign? requires NSU checking, by stamping the current PC with the security indicated
in the coercion and then projecting to ?, where / is the security of the heap cell. The input
coercion c is applied before the value is stored into the cell.

The rule for static dereferencing deref looks up index n in all memory cells with se-
curity level (. The value from the lookup is protected with /, the top-level security label
of the reference type. The PC of the prot does not matter, because V' is already a value

and will not reduce. The rule derefx-cast dereferences a reference proxy. It looks up the
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(M |y | PC—* N | |

Liwm|PC—M|pp M|ps|PC—"N|ps
M|p|PC—*M|p Lfp | PC—* N | ps

Figure 3.12: Multi-step reduction of \fg.

value V' in the heap, applies the output coercion d, and generates a prot with the security
of the coercion |¢|. The PC of prot does not matter in this case either, because applying a
coercion is pure and does not produce side effects.

The multi-step reduction of \{;. is defined as the reflexive transitive closure of single-
step reduction (Figure 3.12).

Finally, we define the evaluation of \{; using the reduction relation:

I

M [y V| pg =M | py|LTow —*V | o
M | pq | blame p | pg = M | py | low —™ blame p | po

M Ay = VL pp M |y | Low —* L [ pp and IN pg. L | o | Tow — N | pig

The \{z; term M evaluates to a value V' if it reduces to V' in zero or more steps from the
initial heap 1 and low PC. It is the same for blame. Term A diverges if for all L that M

reduces to, L can always take an additional step.
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CHAPTER 4
COMPILING FROM \i;. TO Afg.

In this section, I define the coerce functions that produce coercions between security labels
and types (Section 4.1). After that, I define the compilation function from Az, to Afgc

(Section 4.2), so that the semantics of Az can be given by Afg..

4.1 Coerce Functions

The coerce function between security labels is defined in Figure 4.1. Function g; =" go =
c takes two security labels that satisfies g; < g» and a blame label, and generates a coercion
sequence. The source of the coercion sequence is g1, and the target is g». The blame label
goes to projections inside the generated coercion sequence.

The coerce functions between security types is also defined in Figure 4.1. Function
S =" T = ¢, takes two raw types satisfying S < 7" and generates a raw coercion from S
to 7. Function A =" B = c takes two types satisfying A < B and generates a coercion
on values from A to B. The coerce functions of types call the coerce function of security

labels on each pair of labels inside the two types. For example
Bool,,, =" Bool, = id(Bool), id(low); low!
and

(Bool, Low, Bool, )10, =" (Boolisy, Low, Boolhigh )nigh =

id(low), (id(Bool), id(low); low!) — (id(Bool), id(*); high ?"), id(low); 1
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=
(=" % =id({); 0!
* = f—ld*)‘g?

9

low =" low = id(1low)
low =" high = id(low); 1

high =" high = id(high)
=" =1id(¢)
(Ref A) =" (Ref B) = Ref (B="A) (A="DB)
(A% B) =" (C# D) = (g, =" g1, (C =" A) > (B="D))

Sglz> T92:<S: Ta g1 = 92)

(
(
(
(
(
(

Figure 4.1: Coerce functions of security labels and types

4.2 Compilation

The compile function takes the form C M = M’, where the input M is a A}z, program
and the output M’ is a A{;, term. We discuss six interesting cases: function application,

if-conditional, annotation, reference creation, dereferencing, and reference assignment.

Function Application. If the top-level labels of the function type, ¢ and gc, as well as
the current PC (¢') are all specific, the constraint on PC during function application can
be statically justified. As a result, we recursively compile L and M and generate app, the
static variant of function application. We cast compiled L using ¢y, which adjusts the PC
part of the function type. We then cast compiled M using ¢z, which goes from A’ (the type
of M) to A (the domain type of the function). Otherwise, if at least one of the three security
labels is *, we cannot statically justify the constraint on PC. Consequently, we recursively
compile L and M and generate app*, the dynamic variant of function application. We
insert three casts: the first cast (¢;) converts both top-level labels of the function type and
the top-level label of the co-domain type to . The second cast (cz) goes from A’ (the type

of M) to the domain type A. The third cast (d) casts the result of the function application,
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CBKk,=%Fk
Cx=x

C MNzx:A. N)y=)x.CN
Let L, M be well-typed T; ¢/ - L: (A 25 B),, T;¢' = M : A/

app ((C L)<e1)) ((C M)<ec2)) AByg if g, ¢’ and gc are all specific
where ¢; = (A 25 B), =" (A AN B)g,ca =A' =" A
C (LM)" =1 (appx((CL)<c1)) ((C M)<{ca)) AT)<{d) otherwise
where B = Tyr,c1 = (A 25 Tyn), =" (A5 T,
ca=A ="Ad="T. =" (stamp Ty g)

Let L, M, N be well-typed I'; ¢’ - L : Booly, I’ Vg M : AT;¢'Yg— N: B

if (CL) (AVB)g((CM)<c1?) ((C N)<ecz2>) ifg,qg areboth specific
(if* ((C L)<dy>)T((C M)<er><d2)) ((CN)<ez)>Kdsy)) <(ds)
where AV B = Ty»,dy = Bool, =" Bool,,dg = Tgn =" T,
ds =Ty =" T,,dg = (stamp (AV B) ») =" (stamp (AV B) g)
wherecy = A="AV B,co = B="AVB

C (if L then M else N)" =

Let M be well-typed I'; ¢’ — M : A’
C(M:A"=CM)CA ="A)
Let M, N be well-typed I'; ¢/ - M : A, (T, 2:A);¢' = N : B
C(letx =M in N) =let 2z=(C M):Ain (C N)
Let M be well-typed I'; ¢ - M : T,

ref £ ((C M)KT,="1T;>) if ¢’ is specific

C (ref £ M)" = .
{ref? C(CM)XT,="1T;)) otherwise

Let M be well-typed I'; ¢ = M : (Ref A),

'(CM)Ag if g is specific
C(/"M)=4'*(CM)<e>)T otherwise
where A = Tyn,c = (Ref Tyr), =" (Ref T).

Let L, M be well-typed I'; g = L : (Ref Tj)g,I59' = M : A

assign (C L) (C M)<ec2>)T gg if g, ¢’ and g are all specific
assign?’ ((C L)<c1?) ((C M)<ec2>) T § otherwise

where ¢; = (Ref Tj), =" (Ref Tj),,co = A="Tj

C (L :=M) ={

Figure 4.2: Compilation from AJz to Afg.
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from 7', (where 7' is the raw type part of the co-domain type) to the result of stamping the

label of the function type onto the co-domain.

If-conditional. If the label of the branch condition (¢) and the current PC (¢’) are both
specific, we recursively compile the branch condition as well as the two branches and
generate a static 1f. We insert one cast into each of the compiled branches, from the type
of that branch to the consistent join of the types of the two branches (A ¥ B). If at least
one label is =, we recursively compile the sub-terms and generate ifx. In this case, we
need to insert four additional casts: the first cast d; converts the branch condition from
Bool, to Bool,. The second (d3) and the third cast (d3) convert their respective branches
into 7, (where T is the raw type part of A ¥ B). The fourth cast (d,) casts the type of the

if-conditional to the result of stamping g onto A V B to preserve types.

Annotation. We recursively compile the annotated term and insert one cast, which goes

from the type of the term to the type annotation.

Reference Creation. Recall that the security level of the newly-created memory location
is given in the syntax of ref (always specific). If the current PC (¢’) is specific, we can
statically justify the heap-policy check. Consequently, we recursively compile the sub-term
(M) and generate a static ref. We only need to insert one cast, which goes from M’s type
(T},) to the type of the memory location (7;). Otherwise, if the current PC is *, we generate
the dynamic version of reference creation (ref?), thus incurring an NSU check, which

enforces the heap policy at runtime.

Dereferencing. We case on g, which is the label on the type of the sub-term (M). If g
is specific, we recursively compile M and generate the static version of dereference. On
the other hand, if g is unknown (), we recursively compile M and generate the dynamic

version of dereference (!x). In addition, we cast the labels on both the reference type and
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the referenced type to *.

Reference Assignment. If g, ¢/, and § are specific, the check for heap policy can be
statically justified. We recursively compile both L. and M and generate a static assign.
We cast M’ using coercion ¢z, which casts from the type of M’ to the type of the memory
cell. If at least one of the three security labels is *, the typing information is insufficient
to justify the assignment. The compilation produces an assign? instead, whose semantics

performs NSU checking at runtime.
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CHAPTER 5
TYPE SAFETY OF )},

*

In this chapter, I prove type safety for A\iz. (Theorem 9). Type safety says that untrapped

*

errors (or “undefined behaviors”) never occur in Ajz.. In other words, the evaluation of a
Alrc program will never reach the stuck case of eval. In Section 5.1, I prove that the cast
calculus \{g satisfies progress and preservation. In Section 5.2, I prove that the compilation
from Al to Afg preserves types. Finally, in Section 5.3, I prove the type safety theorem
for A\gc.

The Agda proofs cited in the section are available at:

https://github.com/Gradual-Typing/LambdaIFCStar

5.1 Type Safety of \{;; by Progress and Preservation

We first prove that substitution preserves types:

Lemma 3 (Substitution preserves types). If (I, :A); %;9; ¢ +— N < B and
Vg 0. T:5:¢; 0 vV < A, thenT;3;g L+ N[z :=V] « B.

Proof. The proof is fully mechanized in /src/CC2/SubstPreserve.agda. [

Heap well-typedness of \{;; is defined point-wise (in /src/Memory/HeapTyping.agda):

S 2Ynl T if $(¢,n) = T, then u(f,n) =V

and ¢J; 3; 1ow; low — V < T} for some V

We show that A\{g. is type safe by proving progress and preservation. Progress says that

a well-typed Afg; term does not get stuck. The term is either a value or a blame, which does
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not reduce, or the term takes one reduction step.

Lemma 4 (Progress of \{z.). Suppose PC is well-typed: - PC < g, M is well-typed:

;5,9 |PCl M <= A

and the heap | is also well-typed: ¥ \~ p. Then either (1) M is a value or (2) M is a
blame: M = blame ) or (3) M can take a reduction step: M | u | PC — N | i for

some N and [V.
Proof. The proof is fully mechanized in progress of /src/CC2/Progress.agda. [
The operation semantics of Afz. preserves types and the well-typedness of heap:

Lemma 5 (Preservation of \zq). Suppose PC'is well-typed: - PC < g, M is well-typed:
J;%;59;|PC| = M < A and the heap 1 is also well-typed: ¥ + p. If M | p | PC —
N | i, there exists ¥/ 5.t ¥ 2%, 75; % g;|PC| = N <= A, and ¥ + /.

Proof. The proof is fully mechanized in pres of /src/CC2/Preservation.agda. [

*

5.2 Compilation From )\ to \{;; Preserves Types

*

We prove that the compilation from AJz; to A\fz (defined in Chapter 4) preserves types:

Lemma 6 (Compilation from Al to Az, preserves types). If M is a well-typed \igq term:

;g = M : A, then the compiled Nz term is also well-typed: 1'; J; g;low = C M < A.

Proof. The proof is fully mechanized in /src/Compile/CompilationPresTypes.agda.
O

5.3 Type Safety of \I;

*

Leading to the type safety for A\jz., we first prove that multi-step reduction of \{y. preserves

types, which is a direct corollary of Lemma 5:
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kot
WT-const ————— WT-add
Ot TR Ly aadr - addr : (Ref A),
WT-fun WT-diverge -
- fun: (A% B), I diverge : A

Figure 5.1: Well-typed evaluation result

Lemma 7. Suppose J; %; low;low = M < Aand ¥+ p. If M | p | Low —* M’ | 1/,

then there exists X' s.t X' 2 %, §; 3 ;low; low = M < A, and X' + 1.

Proof. Mechanized in pres-mult of /src/CC2/MultiStep.agda. By induction on the

reduction sequence. [
We then prove the following lemma about the evaluation of Afg:

Lemma 8. If ;% low;low = M < Aand ¥ \ p, then either (1) M | pn | V | 1/ and
;¥ Low; low - V <= A for some X' 1/, or (2) M | || blame p | i for some p, i/, or

(3) M | A

Proof. By law of excluded middle, there are four cases: (1) M reduces to a value, (2) M

reduces to a blame, (3) M diverges, or (4) M gets stuck.

M reduces to some value V: M | p || V' | i/. By definition of — | — | — | —,
M | p| low —* V | /. By Lemma 7 (multi-step reduction of Az, preserves

types), we have ¢§; ¥/ 1ow; low - V < A for some Y.

* M reduces to a blame: M | i1 | blame p | y/. The lemma is trivially true.

M diverges: M | 1 . The lemma is also trivially true.

Otherwise, M gets stuck: M | | low —* L | 1/, L is neither a value nor a
blame, and there is no N such that L | i/ | low — N | p” for some p”, but that

contradicts Lemma 4 (progress of A\{gc).
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Finally, we prove type safety for A\jz.. Recall that a A}, program may evaluate to a
constant, an address, or a function, or the program may diverge, or the program may get
stuck (Figure 2.7). The well-typedness of evaluation results is defined in Figure 5.1. The

evaluation result being well-typed means that a ]z, program never gets stuck:

Theorem 9 (Type safety of \izo). If M is a Njgc program and eval(M,b) = r, then the

evaluation result is well-typed: — r : Bool,,.

Proof. By Definition | (Az; programs), (2:Boolyiz,); low = M : Booli,,. By Lemma 6
(compilation preserves types) and Lemma 3 (substitution preserves types), (J; &J; low; low |
(C M)[x := $ b] <« Bool,,,. Empty heap is trivially well-typed: & — . Applying

Lemma 8 yields three cases:

e (C M)[x:=0b]| @ | V| pand &;>;1low;low - V <« Bool,,, for some X'
By the canonical form of a value of Booly,,, V = $ 0/ for some &/. As a result,
r = eval(M,b) = obs($ V') = V. By rule WI-const of Figure 5.1, - 0’ : Booli,,, SO

—r :Booli.,.

* (C M)|[xz :=0b]| |l blame p | /. By definition, eval(M,b) = diverge. By rule

WT-diverge, - r : Bool,,,.

* (C M)[z := 0] | p ). By definition, eval(M,b) = diverge. By rule WI-diverge,

— r :Booli.,.
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CHAPTER 6
GRADUAL GUARANTEE OF )}

In this chapter, I prove that AIp satisfies the gradual guarantee (Theorem 21). The gradual
guarantee says that if a AJp. program successfully evaluates to some value, then a variant
of the program where the type annotations are less precise must also evaluate to the same
value. In Section 6.1, I prove a simulation lemma between more and less precise coercion
sequences: if the more precise side takes one step, the less precise side can take zero or
more steps and be related by precision again. After that, in Section 6.2, I prove a similar
simulation lemma for the cast calculus A{z.. Finally, in Section 6.3, I prove the gradual
guarantee for \Jg; as a corollary of the simulation lemma for Afg.

The Agda proofs cited in the section are available at:

https://github.com/Gradual-Typing/LambdalFCStar

6.1 Simulation Between More and Less Precise Coercion Sequences

*

Our end goal is to prove the gradual guarantee for AJz;. The proof depends on a simulation
lemma between more and less precise terms of the cast calculus \f;. We use coercion
sequences as the IFC monitor in A\fz;. Reducing a coercion sequence can result in a blame
which errors the program. So we would like to prove that the simulation lemma holds for
the coercion calculus on security labels. The precision relation on security coercions is
defined in Figure 6.1. The precision relation between two coercion sequences ¢, d takes
the form - ¢ = d. Recall that the gradual guarantee states that replacing type annotations
with » (decreasing type precision) should result in the same value for a correctly running

program while adding annotations (increasing type precision) may trigger more runtime

errors. The precision relation is a syntactical characterization of the runtime behaviors of
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Figure 6.1: Precision relation of coercions on security labels
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programs of different type precision. We explain the intuition with two examples.

Example 10. Consider the following two programs that are related by precision because

the first one has a » annotation where the second one has high.

true;,, : Bool, : Bool, and true;,, : Booly;z, : Bool,

At runtime, the less precise program on the left produces value (true {id(low); low!))
and the more precise program on the right produces (true {id(low); 1; high!)). The
trues are straightforwardly related; we need to show the two coercion sequences are also
related:

- id(low); low! C id(low); 15 high!

Starting at the beginning of the two sequences, we have id(1ow) = id(1ow) because C is
reflexive. Next we have low! = 1, which makes sense because the source and targets of
the two coercions are related by precision: low E low and » = high. Finally, the coercion
high! can be added to the end of the more precise sequence because both its source and
target type or more precise than the target of the left-hand sequence. That is, x £ high and
» = *. The injections at the ends of the two sequences, low ! and high !, cannot be directly
related via precision because low & high. Instead, 1ow! is related with 1. This underlines
the indispensability of explicit subtype coercion 1 for the purposes of proving the gradual

guarantee.

Example 11. Next we consider an example where the less precise program produces a
value but the more precise program encounters an error. This situation is allowed by the
gradual guarantee, but the opposite one is not. We extend the example with a cast to low

on the more precise side.

truei,, : Bool, : Bool, : Bool, and truei,, : Boolyign : Bool, : Booly,
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The first program again produces value (true {id(low); Low!)). The second, on the other
hand, reduces to (true {id(low); 1; high!; low?” )) —* (true (1" low low)), be-
cause of the contradicting annotations high and 1ow (note that high is in the middle of the
sequence and both the source and target labels of the blame coercion are 1ow so that types
are preserved). The failure is then propagated out and the term further reduces to blame

The precision of coercion sequences relates L on the right-hand side to any coercion se-
quence on the left so long as the respective source and target types are related via precision,

in this case low = low and * = low.

Consider the security levels (Definition 2) of both sides of Example 10, which are 1ow
on the less precise side and high on the more precise side. We observe that \J;; terms
related by precision may produce values of different security: a less precise value may have
lower security than a more precise value. Indeed, we prove the following for coercions in

normal form:

Lemma 12 (Security is monotonic with respect to precision). Suppose NF ¢ and NF d. If

- ¢ E d, then |¢| < |d|.
Proof. The proof is mechanized in /src/CoercionExpr/SecurityLevel.agda. [
Next we prove a catch-up lemma for coercion sequences, where the less precise side

catches up with a more precise sequence that is in normal form. The proof is by casing on

NF d first and then performing induction on the precision relation in each case.

Lemma 13 (Catching up to a more precise coercion sequence). If NF d and - ¢ = d,

there exists @ such that ¢ —* @, NF &, and — @ = d.
Proof. The proof is mechanized in /src/CoercionExpr/CatchUp.agda. [
Using Lemma 13, we then prove the following simulation lemma for coercion sequences:

Lemma 14 (Simulation between related coercion sequences). If - ¢ = d and d — d,

there exists & such that ¢ —* @ and — @ < d'.
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E-b
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Fded Feced
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cc A
Fctg
=-b
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C-ref Ace ACd l—gEfC Cfun Ace 73;
(Ref A)y = (Ref c d, ¢) (A% B),, c (d, c —d, ¢)

Figure 6.2: Precision relation of coercions on values

Proof. The proof is mechanized in sim of /src/CoercionExpr/Simulation.agda. [l

We also prove that stamping on coercion sequences preserves precision:

Lemma 15 (Stamping preserves precision of coercion sequences). If - ¢ = d, then
— stamp € ¢ = stamp d ¢ and — stamp! ¢ {1 = stamp! d {5 and — stamp! € {1 =

stamp d (s if {1 < ls.

Proof. The proof is mechanized in /src/CoercionExpr/Stamping.agda. [

6.2 Simulation Between \{., Terms of Different Precision

The main simulation lemma says that if two terms are related by precision and the more

precise side takes one step, then the less precise side is able to multi-step and get back in
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Feigi =9 7 :ig) =g
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Fee=g gCd¢
eC blame ) <= gC ¢

C-blame

Figure 6.3: Precision relation of label expressions

sync. The precision relation is in form I';IV; ;3 g; ¢ 6,0 - M = M < A & A,
where I'; 32; g; ¢ corresponds to the typing context, heap context, type of PC', and security
of PC of the less precise term M and I';¥'; ¢'; ¢ is for those of the more precise term
M'. The types of the two terms, A and A’, are related by precision between types. The
intuition between this precision relation is that casts are allowed to appear in different
places between the more precise and the less precise A\{z terms. Moreover, the casts must
be in shapes that preserve the precision of Az, (more or fewer static type annotations
provided by the programmer). According to the gradual guarantee, the more precise side
is allowed to signal more blames, so there is a rule (E-blame) that relates blame ) to any
term M on the less precise side as long as their types are in sync. We list the precision rules
for the cast calculus A{z. in Figure 6.4, 6.5, 6.6, and 6.7. The precision rules for Afz. use
the precision relations for coercions on values and label expressions, which are defined in
Figure 6.2 and Figure 6.3 respectively.

With the precision relation of A\{;. defined, we first state the catch-up lemma, which

catches up to a more-precise value by multi-stepping on the less-precise side:

Lemma 16 (Catching up to more precise). If term M and value V' are related by precision:

LY g gl - MeEV < Ac A
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Figure 6.4: Precision rules of A\{.; (Part I)
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Figure 6.5: Precision rules of A\fz. (Part II)

81



T 5% g,95 60 - MEM < Ac A

;1 E;E’;El;él;ﬁg;ég L L' < (Ref Ttﬁ)@ C (Ref Té)g
DT 8 5 by b5 Uy = M E M <= T, = Té
h</ (<t

E-assign ~ 5
D155 0y 0500505 — assign LM T (0 S assign L' M/ T' (¢ <
Unitioy E Unit oy
T8 %5 9:95 60 = L& L < (Ref Ty). = (Ref Té')*
D880 95 60 - MeM < T, € T),
E-assign? ; ; ; ; : - . I gl ol Al
033 9;95 0,0 +— assign? LM T g E assign? L' M'T' § <
Unitioy © Unitygy
[T 3% 9501309, 05 = L E L' < (Ref Ty). C (Ref Té)g
DT85 gs s by ly = M = M <= Ty £ T
< <!
E-assign?l b=t (=t

D158 g; 015 0y 0 + assign? LM T § = assign L' M' T' 0 { <

Unitioy E Unityoy

005 9154 |PC); |PC' | - MEM <A A+ PCEPC' <g Eg)
0y v 4y < |PC| 0 v by < |PC'| B = stamp A {9 B’ = stamp A’ {5

C-prot
P 03T %555 995 ghs 413 0+ prot PC ¢y M A E prot PC' ly M' A’ <= BE B’

LTG5 %5 1591 | PCL PO - MEM <« T, 2T, = POSPC'<gEg
b1 v by < |PC| O~ Uy < |PCY| by < b

=-prot!
P ;1555 %5 go5 ghs 443 0 + prot PC €y M T, = prot PC' Uy M' T < T, = T
0T %% 01594 |PCL | PC I - MEM <T.e A +PCEPC <g1 29
0 v Uy < |PC| vty < |PC| B = stamp A 0 by < 0,
E-prot!l

;1% %5 995 ghs 413 0y + prot PC ¢y M T, = prot PC' U, M A< T.EB

Figure 6.6: Precision rules of Afz. (Part III)
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OIS Y9060 - MEM < Ac A

DTS Y g9 0 EMEM <A A ced
Fc:A= DB e A =B
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C-cast
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Figure 6.7: Precision rules of Az, (Part IV)

then there exists value V s.t M | pn | PC —* V | wand I'; 175,55 g; 6560 =V

Vi<Ac Al
Proof. The proof is mechanized in /src/Simulation/CatchUp.agda. U

It is straightforward to show that substitution preserves precision for \{g. (typing con-

text precision is defined point-wise):

Lemma 17 (Substitution preserves precision). Suppose the typing contexts are related by

precision: ' E T and ¥ = Y. If
(T, z:A); (T, w:A'); 559,960 - NEN <« Be B

and
Vgg 00 . T:T:3: % q: g 00 -V EV <A A
then I; 17,55 9; 60 = Nz :=V]E N[z :=V'] <« Bt B

Proof. The proof is mechanized in /src/CC2/SubstPrecision.agda. O]
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We then prove the main simulation lemma using Lemma 16 (“catch-up”) and Lemma 17
(substitution preserves precision). Heap precision is defined point-wise, similar to the def-

inition of heap well-typedness.

Lemma 18 (Simulation between more precise and less precise \f; terms). Suppose PC,
PC' are related by precision: - PC = PC' < g = ¢'. Moreover suppose M, M' are

related by precision:

G ;5051599 | PCLIPC = M E M < A A

heap contexts .1, Y| are related by precision: ¥, = Y|, the initial heaps v, p) are also
related by precision: ¥1; ) iy E pf.
If M|y | PC" — N' | b, there exists Yo, 3, N, g 5.6 3 2 Xy, ¥ 23, 3 £ X,

M | py | PC—* N | po
the resulting terms are related by precision: J5; &; 39; %%; g; g3 |PC|; |PC'| = N E N’ <

A © A’ and the resulting heaps are also related by precision: ¥o; 3 = g E pih.

Proof. The proof is mechanized in /src/Simulation/Simulation.agda. [

6.3 The Gradual Guarantee of \};.

The definition of term precision for AJ . is in Figure 6.8. We first prove that the compilation

from Alpq to Afgq preserves types:

Lemma 19 (Compilation preserves precision). Suppose the tying contexts are related by
precision: I' © 1, and the PC labels are also related: g = ¢'. If well-typed \jzq terms

M, M’ are related by precision: — M = M and ;g — M : Aand T"; g’ = M’ : A, then

VOO B B g0 0 FCMECM <A A
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Figure 6.8: Precision rules of AJp.

Proof. The proof is mechanized in /src/Compile/Precision/CompilePrecision.agda.

O

*

We prove the following lemma about A}z, which is a corollary of Lemma 18:

Lemma 20. Suppose M and M' are well-typed terms in Xy that are related by precision,
that is = M = M’ and (:Boolyi,y); low = M : A and (2:Boolysg); Low = M’ @ A, so

A = A'. If the compilation of M’ substituted with input b reduces to a value:

(C M|z :=8b]| T | Low —" V' | 1

there exists some value V and heap 1 s.t. the compilation of M substituted with b reduces
toV:
(CM)[z:=8b|T|1low—"V|pu
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and the resulting values are related by precision for some %, 3':

& @ 3% low; low; low;low —VEV <A A

Proof. By Lemma 19 (compilation preserves precision), we have

(2:Boolyign); (2:Boolyien); &; &; Low; low; low; low - C M EC M < Ac A

Substitution preserves precision (Lemma 17), so

O &5 &5 & Low; Low; Low; low - (C M)[z:=$bl= (CM)[x =80 <=Ac A

We then proceed by induction on the reduction of (C M')[x := $ b] to a value V', using
Lemma 18 to show that (C M)[x := $ b] reduces to a corresponding term at each step. So
we have (C M)[z := $ b] —* N where N = V' for some N. We then apply Lemma 16

to show that IV reduces to a value V where V = V. O
Finally, we state and prove the gradual guarantee of A\, as a corollary of Lemma 20:

Theorem 21 (Gradual guarantee of ;o). Suppose M and M’ are \ip; programs related

by precision: = M = M'. If eval(M',by) = by, then eval(M,by) = bo.

Proof. By Definition | (whole programs of Ajz), (2:Boolyig,); low = M : Bool,,, and
(2:Boolyign); Low = M’ : Boolis,. By eval(M',by) = by and the definition of eval (Fig-
ure 2.7), we have (C M')[z :=$ b1] | & | Low —* $ by | 1’ for some /. By Lemma 20,

there exists some V/, 1 such that

(CM)x:=8b] | T | Llow—"V |

and

T B33 Low; low; low; low = V E $ by <= Bool,,, = Bool,,,
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By inversion on the precision of A{;, and by the canonical form of a value of Bool,,,

V' = $§ by. By the definition of eval, eval(M,by) = bs. O
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CHAPTER 7
NONINTERFERENCE OF A}

In this chapter, I prove that AJ. satisfies noninterference (Theorem 45). Noninterference
says that high-security input never flows into low-security output.

I show that security checks can be modeled by reducing security coercion sequences to
their normal form in Section 7.1. After that, I present the full proof of noninterference for
Alrc- This proof employs a three-step approach.

First, in Section 7.2, I prove that A>I¢ (the dynamic extreme of A\}.) satisfies noninter-
ference. This proof is a straightforward adaptation of the noninterference proof from Chen
and Siek [65]. The proof (Lemma 28) uses a standard erasure-based approach [47, 23, 50,
59, 51], where the high-security parts of a program are erased to an opaque value.

Second, in Section 7.3, I prove a simulation lemma between A, and \°Y% (Lemma 4 1).
The simulation relation is defined in Figures 7.2 and 7.3; the intuition is that a A\{g, term
always produces a value that is as secure as the one produced by its related A2fs term. I
translate \$g. terms to \>X¥ by (1) getting rid of all the casts and (2) converting static heap
enforcement (ref and assign) to dynamic enforcement (NSU). The translation is defined
in Figure 7.4. The noninterference property of Af;. (Lemma 43) follows directly from the
multi-step simulation lemma (Lemma 42) and the noninterference result of A2F%.

Third, in Section 7.4, I prove the noninterference theorem of A\jz; (Theorem 45) as a
corollary of the noninterference property of A\{p..

Similar to GSLges and GLIO, the statements of noninterference for both A2Ft and Afp.
are termination-insensitive. Thus, I will only consider successful executions that produce
values. In other words, I will not consider reduction rules that trigger IFC monitor failures,

Y. c

such as NSU errors in A>L¢ or cast errors in Az.. As I explained in Section 2.2.1, the

programming language runtime forces the program to diverge whenever blame is detected,
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possibly sending a private error message to the software developer.

The Agda proofs cited in the section are available at:

https://github.com/Gradual-Typing/LambdalFCStar

7.1 The Normalization of Coercions Checks Information Flow

I show that reducing coercion sequences to normal form models IFC checks because the
normalization either succeeds or fails. If a coercion sequences successfully reduces to
normal form, the IFC check succeeds and the flow is justified. If it reduces to a failure,

then an illegal flow is detected and the program errors.

Lemma 22 (Strong normalization of coercion sequences). If - ¢ : g1 = g, then either (1)

¢—*dand NF dor(2) e —* 1" g ¢o.
Proof. The proof is in cexpr-sn of /src/CoercionExpr/CoercionExpr.agda ]

Normalization of coercion sequences is deterministic:

Lemma 23 (Reduction of coercion sequences is deterministic). If ¢ — dy and ¢ —> ds,

then Jl = JQ.

Proof. The proof is in det of /src/CoercionExpr/CoercionExpr.agda. O

Lemma 24 (Normalization of coercion sequences is deterministic). Suppose ¢ —* d;

and ¢ —* dy. IfNF d; or d; = 1" g1 g, then d; = do.
Proof. The proof is in det-mult of /src/CoercionExpr/CoercionExpr.agda. [

Recall that in Section 3.2.2, we mention that coercion composition models explicit
flows, while coercion stamping models implicit flow. Here we prove lemmas that formalize
that intuition.

We reason about explicit flows first. If we compose one coercion sequence with another
and then reduce the result to normal form, the security of the resulting coercion sequence

should be greater than or equal to that of the first sequence:
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Lemma 25 (Composition models explicit flow).

IfNF éandé;d —* & and NF @, then |¢| < ||

Proof. The proof is in comp-security of /src/CoercionExpr/SecuritylLevel.agda.

]

Next we show that stamping models implicit flow correctly, promoting the security of

the stamped coercion by joining it with the stamped label:

Lemma 26 (Stamping models implicit flow).

If NF ¢, then |stamp ¢ {| = |¢| v € and |stamp! ¢ (| = |¢| v L.

Proof. The proof is in stamp; -security of /src/CoercionExpr/Stamping.agda. [l

7.2 Noninterference of \>I%

We obtain the big-step semantics in Figure 7.1 by a mechanical conversion from the suc-

cessful (non-erroring) cases of the small-step semantics of A2X% in Figure 2.9. T conjecture

that small-step and big-step semantics for A>X§ coincide; in particular, multi-stepping to a

value should imply big-step:
Lemma 27. If M | | pc —* V | i/, then | pc =M | V| 1/

The proof technique for Lemma 27 should be standard. We could first follow Streicher [77]
(the first exercise about PCF on p. 17) and prove a lemma that if M | p; | pc — N | po
and po | pc = N || V| ps, then py | pc = M || V' | u3. We then perform induction on
M| | pc—*V |y if M is already a value, the goal is proved directly; otherwise,
M takes at least one reduction step, so we use the induction hypothesis and apply the

aforementioned lemma.

Lemma 28 (Noninterference of A\258). If & | low = M[x := ($ b1 )nign] | (8030100 | 12
and 5 | Tow - Mz = (8b2)nign] | (8bi)row | 112 then by = by,
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plpe= MYV |y

plpet=L | Az. N |
pr | pet= MYV | o
pe | pev b= Nlx:=V] | W | pus

{-val {-app
plpe=V IV p plpe= LMWL ps
plpet= L ($truede| m plpet L] ($£false), |
Veif-true | pev =MV | o Vi false p1 | pe~x =N |V | ug

pwlpcif LM N |V v £ pe plpctif LM N |V v 2| po

plpet= MYV |m
n FreshIn p;(¢)  pe <4

U"’ef? ?
p| petref® ¢ M || (addr ng)ioy | (11,¢ — n— (V v £))

p| pet= M| (addr ny)e | ua
wi(lyn) =1V

-d
J-deref plpet MV vE|

p|pe= L | (addr nyg |
plpe- MUV gy peve<{

plper L:=? M| ($unit) oy | [(—n— (Vv 0)]us

J-assign?

Figure 7.1: Big-step operational semantics (successful cases) of A2f¢
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Proof. The proof is fully mechanized in /src/Dyn/Noninterference.agda. The struc-

ture of the proof directly follows the noninterference proof of A\g;; [65].

7.3 Simulation Between )., and \}}¢

]

Definition 29 (Simulation between heaps). ¥  p/ < p = V0, n. if u(¢,n) =V, then there

exists V' s.t (f/ (€,n) = V' and low = V' <V < Ty where T = 3({,n).

Lemma 30 (Casting preserves simulation). If gc - W' <V < A +c: A= B,
andV (c) —* W, then gc - W' < W < B.

Proof. By induction on the multi-step cast reduction.
Zero step Directly proved by applying rule <-cast.

One or more steps Casing on the first reduction step yields three sub-cases:

cast
geW <V, <= A
Vikepy €Y —> Vilepy dy —* W
By induction hypothesis, gc - W’ < W < B.
cast-id

geW <V, <= A

V. Cid(v), id(g) > — Vo

The goal is proved directly.
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gc—M<N<=A

<-var <-const gl < ¢
= gecrr<z<=A = ge= @Ry <$k <

!'<lel rFec:l=9g NFc [(#g
ge = ($k)p <$ kid(v), ¢) <14

<-wrapped-const

g-N'<N<B <!/
g QAz. N)p <Xx. N < (A% B),

<-lam

@3N <SN<D < ¢
Fd:gir=g935 +c:A=C +d:D=B NFe¢

<-wrapped-lam -
gc QAx. Ny < (M. N){d,e—>d, ¢) < (Aﬂ, )as

<t

<-addr
gc = (addr n;)py < addr n < Ref (1))

14

(<le] tFe:Ty=5 +rd:5=1T, NFc
<-wrapped-addr

gc = (addr n;), < (addr n) (Ref cd, ¢) < (Ref (Ty,))g,

_ CeM<Me(AS5B), F-N<N<A

S}

PP - M N <app MN ABl<C
ge-M<M<=(A5T,), go-N<N<=A

<-app *

gc— M' N <appx M N AT < T.

(L <L<Booly ~NI-M<<M<=A (FvIi-N<S<N<A

<
4 C-if ' M N'<if LA{M N < B

gc—L'<L<Bool, M <M<T, »—N<N<T,

<-if *
gc—if ' M N' < if«x LTM N < T,
gcFM<N<A +c:A=B

<-cast
cas gcM < N c) < B

U<t @gp+M<M<=A FPC<=g

<
<-prot —
g1 prot ¥ M' <prot PC{ M A< B

Figure 7.2: Simulation relation between A\, and A2F5 (Part I)
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=M< M<=T,
cref’ ¢ M' <ref { M < (Ref T})10u

*l—M’éM@Tg
* - ref’ { M' < ref?’ { M < (Ref T})10w

<-ref?

gc= M' < M <« (Ref A), <_deref gc = M' < M < (Ref T,).
<-deref x
g "M <'"MA/?<B ge= "M < '« MT < T,

<-deref

L <L<=@RefT)) (HM<M<=T,;

<-assign =
(L :=" M’ <assign LM T {{ < Unit,,

gc—L <L< [RefTy). gc-M <M<T,
gc L' :=" M' < assign?’ L M T g < Unity,,

<-assign?

Figure 7.3: Simulation relation between Ay, and A\2L¢ (Part 1)

cast-comp

geW <V, {c)y = A (7.5)

Viie){d) — V. {c;d)y —*W (7.6)

We further reason about V,. {c; d) —* W. The coercion after composition
c ; d is reducible and not identity, so the reduction must take one step by cast

and reduce the top-level coercion sequence to its normal form ¢,,:

V;"<Cr1’ c <Cr27 Ci} —’Vr<cr, E;CZ> —’Vr<cra Cn? —* W

We know |¢| < |¢,| because composition models explicit flow (Lemma 25).

e IfV, =$ kand ¢, = id(¢). W' = ($ k)p and ¢’ < |¢| (Lemma 32). We
know gc - ($ k) < $ k < 1, by rule <-const, because ¢’ < |¢| < |¢,| =
lid ()] = ¢.

* Otherwise, V, {c¢,, ¢, » is already a value. Apply rule <-wrapped-const,
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<-wrapped-lam, or <-wrapped-addr depending on whether V, is a con-

stant, a \, or an address.
O

Lemma 31 (Substitution preserves simulation). If g — N' < N < A, (T',x: B);X;g; 0 +
N < A andVg.g+— M' < M < B, then g~ N'[z := M']| < N[z := M] < A.

Proof. The proof is fully mechanized in /src/Security/SubstPres.agda. The simula-

tion relation is defined in /src/Security/SimRel.agda. [

Lemma 32 (Simulation with wrapped constant). If gc - M < ($ k) (id(¢), ¢ ) < ¢, and

(id(¢), €) is irreducible, then there exists { s.t M = ($ k), and { < |¢|.
Proof. Inversion on the simulation relation:
Related by <-wrapped-const The goal is proved directly.

Related by <-cast We know gc - M < $k < 1y and ¢ : { = ¢. Note that (id(¢), ¢)
is irreducible, so ¢ can be 1, /!, or 15 high!, so ¢ < |¢|. By rule <-const, we know

M = ($ k) for some ¢’ and ¢/ < ¢. Thus ¢’ < ¢ < |¢|.
]

Lemma 33 (Simulation with reference proxy). If gc - M < (addrn) (Ref cd, ¢) <

(Ref Tg1)92 = c: Tg1 = Sé, d: Slf =T

o> and NF ¢, then there exists { s.t M =

(addrn;)y, and { < |c|.

Proof. Analogous to Lemma 32. The only extra case to consider is ¢ = id(¢), which also

satisfies ¢ < |¢|. O

Lemma 34 (Simulation with function proxy). If gc = M < (Ax. N) (d, c > d, ¢) <=
(A B)y,, - d : g1 = g3 and NF ¢, then there exists N'.{ s.t M = (x.N'),,

g3 N'< N < B,and ( < |
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Proof. Analogous to Lemma 32 and Lemma 33. O
Lemma 35 (Simulation with Az, value). If gc = M <V < A, then M is a value.

Proof. Inversion on the value V' and the simulation relation gc - M < V < A yields 6
cases. We consider the two cases for constants; the cases for As and addresses are analo-

gous.

Related by <-const We know M = ($ k), for some k, ¢, so M is a value.

Related by <-wrapped-const By Lemma 32, M = ($ k), for some k, ¢, so M is a value.
O

Lemma 36 (Stamping preserves simulation). If gc — V < W < A and V' < (, then

gc =V v U < stamp W £ < stamp A L.
Proof. Casing on ¢’ < /-
Case 1 (' = low, ¢ = low: Straightforward because stamping low returns the same value.

Case 2 (' = low,{ = high: Casing on value W and the simulation relation gc - V <
W < A produces 6 sub-cases. We consider the two cases for constants below (corre-
sponding to <-const and <-wrapped-const), because the cases for \s and addresses

are analogous:

cgek By <8k <=y

- If by = low, gc = ($ k), <$ k (id(t), 1) < tnign because &) < | 1| =
high (rule <-wrapped-const).
- If 6y = high, gc = (8 Kk)y, < $k < tnign because ¢} < high (rule

<-const).

cget Bk <$kid(), ¢) = —

96



- gc = ($ k) < k<id(e), stamp chigh) < — because
¢y < |stamp ¢ high| = |¢| v high = high by Lemma 26 (Stamping

models implicit flow) and rule <-wrapped-const.

Case 3 /' = high,/ = high: Analogous to Case 2; the only difference is that instead of

($ k)¢, the left side is always ($ k) n;,n because it is stamped with ¢ = high.
]

Lemma 37 (Casting a label expression models explicit flow). [f NF e; and e, (¢) —™ e

and NF e,

€1| < |62|.

Proof. The proof is in cast-security of /src/LabelExpr/Security.agda. The proof

is by inversion on the multi-step reduction. ]

Lemma 38 (Stamping a label expression models implicit flow). If NF e, |stamp e (| =

le] v £ and |stamp! e £] = |e| v L.

Proof. The proof is fully mechanized in stamp,-security and stampl.-security of

/src/LabelExpr/Security.agda. The proof is by casing on NF e. O

Lemma 39. Suppose I';3;g;0 =V < Sy, and ¢ : Sy, = Ty, If V (¢) —* W, then

ly < 0.

Proof. By induction on the multi-step reduction.

Zero step c = (c,, ¢) is irreducible, so ¢ : ¢; = /5 is in its normal form. Thus ¢; < /5.
One or more steps Case on the first reduction step:

* Rule cast: V, {c,, €Y —> V. {c., d) —>* W. By preservation of coercion

sequences, d:l; = (s By induction hypothesis, ¢; < /5.

* Rule cast-id: V, €id(v), id(g) > — V,.. We directly know ¢; = g = (5.
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* Rule cast-comp: V, {c) {d) — V. {c;d) —* W. Supposec = (—, ¢),¢:
lo=tiandd = (—, d),d : {; = . Weknow V, { —, ¢;d) —> V, ¢, ) —>*

W. By Lemma 25 (Composition models explicit flow), (; = |¢| < |é&,| = .
O
Lemmad0. Ifg. — M <V < Athengo M <V < A.

Proof. The proof is fully mechanized in Agda and can be found in the supplementary

material. The proof is by casing on value and the simulation relation. [

Lemma 41 (Simulation between Xz, and \2[%). Suppose M, is a well-typed Nz, term:

[, %5 ge; |PC| = My <= A, PC is a well-typed label expression: + PC < gc, and
wy is a well-typed heap: ¥y +— py. Suppose gc — M| < M, < A ¥ + p) < py,
and ¢ < |PC|. If My | uy | PC —> My | po, then there exists Ms, g, M5, yify s.t
My | po | PC —* Ms | pg, M{ | py | & —* My | ps, gc = My < Mz < A, and

Yo b py < g for some Xs.

Proof. The proof is by induction on the reduction relation M; | p; | PC — My | po
and inversion on the simulation relation - M| < M; < A. We only consider successful
cases of the reduction (which do not produce errors), because the theorem statement of

*

noninterference (Theorem 45) for A\iz. is termination-insensitive.

Case ¢&:
Ny [ | PC— Ny | s (7.7)
plug Ny F = M, (7.8)
plug Ny F' = M, (7.9)

We case on the frame F'. We consider F' = app [] M A B / below; the cases for

other frames all follow the same pattern. By inversion of the simulation relation, the
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left side must be a function application:
(‘N M <appNy M AB(<=C

We know (¢ - N] < N; < (A LAEN B)gand ¢ = M’ < M < A. By the induction
hypothesis, there exists Ns, us, Nj, 5y, such that Ny | o | PC —* N3 | ps, Ny |
| € —* Ny |y, € Ny < Ny <= (A5 B),, and Sy — 41y < g for some
Y9. Choose Mz = plug N3 F = app N3 M A B {, ug = us, My = Nj M,
and pb, = ph. We know app No M A Bl | o | PC —* app N3 M A B (| us,
N M |y | € —* Ny M | ufy, and Xo +— phy < ps. We still need to show

(¢ = Ni M' < app N3 M A B { < C, which is proved by applying rule <—app.

Case prot-val: By inversion on the simulation relation, the left side must be a protection

term. By Lemma 35, the body V’ must be a value:

g1+ prot ' V' < prot PCIV A< B (7.10)
RV SV <A (7.11)
U</ (7.12)

= PC < g (7.13)

We take a step by prot-val on the left side, we need to relate:

g V' vyl <stampV { < B

which is proved by applying Lemma 36 on (7.1 1) (with Lemma 40 applied) and (7.12).

Case prot-ctx:

M |y | PCy— N | iy
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By inversion on the simulation relation, the left side must be protection:

g1 - prot ¢/ M' < prot PCo{ M A<= B (7.14)
oM <M<=A (7.15)

U</t (7.16)

= PCy <= go (7.17)

By inversion on the typing of the protection term on the right:

where P(C'; is the original PC to reduce the protection term on the right. To get the
induction hypothesis, we need to show ¢” v ¢/ < |PCsy| where ¢” is the PC to reduce

the protection term on the left. We know ¢” < |PC |, thus:

'~ U<V~ < |PCy| v < |PCy

The induction hypothesis shows that there exists L, 13, N', i s.t N | o | PCy —*
L| s, MU [ gy [ "~ 0 —* N' | piy, 9o = N < L < A and 5y = iy <
us for some Yo, We step the left side to prot ¢ N’ and step the right side to
prot PCy ¢ L A using the congruence of prot-ctx. We then relate the protection

terms on both sides using rule <—prot.
Case cast: There are three sub-cases: cast, cast-id, and cast-comp.

Sub-case cast: We know gc — M’ < V,{¢,, ¢> <« B. V. {c,, ¢) is not a value,
so gc - M' <V, « A. We need to relate gc — M’ <V, <¢,, d) « B, which

is directly proved by applying <-cast.

Sub-case cast-id: We know gc — M’ < V, {id(¢), id(g) > <= A. Again, note that
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V. {id(¢), id(g) > is not a value, so gc - M' <V, < A.

Sub-case cast-comp: We know gc — M' <V, {c) {(d) < B. By inversion using
rule <—-cast, gc = M' <V, {e) < A; cis irreducible, by Lemma 35 M’ is
a value. We need to show there exists M such that V, <c;d) | 1 | PC —*

M | py and gc = M’ < M < B. Casing on V.

«IfV, = $ k. Suppose c;d = d,, ¢;d for some d,. We take a step

using cast by reducing the composed coercion sequence to its normal form:

¢,d —™ ¢,. By Lemma 25 (Composition models explicit flow), |¢| < |G,|.
By Lemma 32, we know M’ = ($ k)y and ¢ < |¢|. By transitivity,
0" < |é,|. (1) If ¢, is not an identity coercion, we relate gc - ($ k)p <
$ k<{d,, ¢, < B directly using rule <-wrapped-const. (2) If ¢,, = id(¢),
we take one additional step by cast-id. We know ¢ < [id(¢)| = ¢, thus
gc = ($ k) py < $ k < 1, by rule <-const.

e If V., = Az. N. Similar to the constant case above. The only difference is
that we do not need to specially handle ¢, = id(¢), because the function

coercion (d, ¢ — d, id(/)) is already irreducible.

e If V, = addr n. Same as the lambda case above.

Case [: By inversion on the simulation relation, the left side must be a function applica-
tion:

CC+LM<app(M.N)VABl(<=C

where C' = stamp B {. We know that L must be a A by rule <-lam and M must be a
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value by Lemma 35:

= (Ox. N)p) V' <app (M. N)VABL<=C (7.19)
U</ (7.20)

“~vI—N <N<B (7.21)
RV SV <A (7.22)

We take one step by (3 on the left side of the simulation relation:

(Qx. N V' | @ | 0" — prot O/ (N'[z:=V']) | i/

Now we need to show

(¢ prot ¢’ (N'[x :=V']) < prot (stamp PC ¢) ¢ (N[z:=V]) B<C

Applying <-prot yields three sub-goals: (1) ¢/ < { is directly proved by (7.20)
2) vl N'lx:=V'] < N[z:=V] « B is proved by applying Lemma 31

on (7.21) and (7.22). (3) - stamp PC { < (¢ v { because stamping is well-typed.

Case app-cast:

(stamp PC, £) {d) —* PC, (7.23)

Viie) —*W (7.24)

By inversion on the simulation relation, the left side must be a function application:

(-LM<app (M. N{dyc—d,c))VCDIl<=E

where E = stamp D {,d: (° v { = gc,c:C = A,and+—d: B = D.
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We know that L must be a A by Lemma 34 and M must be a value by Lemma 35:

- (Ar. NDp) V' <app (Mv. N{dy e > d,c)) VO DIl<=FE (125

< |e (7.26)
gcN < N<B (7.27)
RV SV <C (7.28)

We take a step by S on the left side of simulation relation:

(Qx. N V' | @ | 0" — prot O/ (N'[z:=V']) | i/

Now we need to show

°+prot ¢’ (N'[z :=V']) < prot PCy { ((N[x:=W])<d>) D < FE

By rule <-prot, it is equivalent to showing:

U</ (7.29)
gc = N[z :=V']| < (N[z:=W]){d) < D (7.30)
— PCy <= gc (7.31)

We know - PCy < gc because reducing label expressions preserves types. By (7.26)
and |¢| = ¢ we prove (7.29). Apply Lemma 30 on (7.28) and (7.24), we get (¢ |-

V' < W < A. By Lemma 31, Lemma 40, and (7.27), gc + N'[z:=V'] <

N[z := W] < B. Apply rule <-cast and we prove (7.30).

Case appx-cast: Similar to app-cast. The only noteworthy difference is that on the right
side, we use |¢| instead of the ¢ from the syntax of the function application, both in

the protection term and when stamping the PC.

103



Cases [-if-true and [-if-false: By inversion on the simulation relation, the left side must

also be an if-conditional:

- if ($true)y M' N' <if $true Al M N < B

We know:

U</ (7.32)
Cxvl-M<M<=A (7.33)
CvYlFN <SN<=A (7.34)

Take one step on the left side. We need to relate

(° + prot ¢ M' < prot (stamp PC )¢ M A < B

The goal is directly proved by applying rule <-prot. The case for [3-if-false is analo-

gous.

Cases if-true-cast and if-false-cast: Note that the label partial order trivially holds be-

cause /' < high for any ¢'. The rest is analogous to (-if-true and S-if-false.

Cases if*-true-cast and ifx-false-cast: By Lemma 32 we know ¢’ < |¢|. The rest is analo-

gous to [S-if-true and S-if-false.

Case ref: From the typing derivation (rule |—-ref), we also know:

FPC <(° (7.35)

<y (7.36)
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which implies

IPC| < ¢ (7.37)

We know ¢/ < |PC| < ¢, where ¢’ is the PC that the left side is reduced with. We
take a step by ref?-ok on the left side by choosing the same fresh address n. We need

to show:

(¢ = (addr ny) 10y < addr n < (Ref 1p)10y (7.38)

1 l>n—>T)F (W, l—>n— V' v)<(ul—>n—V) (7.39)

(7.38) 1s proved directly by <-addr. To prove (7.39) we need to show:

low =V vi<V <T, (7.40)

By inversion on the simulation relation and Lemma 40, we know low — V' <V <«
Ty. From the definition of stamping we know stamp V { = V if V < Tj; (7.40) is

thus proved by Lemma 36.

Case ref?:
P01<*=> £> —* POQ

Reducing label expressions preserves types, so - PCy < (. We know |PC,| =/
and ¢’ < |PC|, where ¢ is the PC that the left side is reduced with. Casting models
explicit flow (Lemma 37), so | PC| < |PC3|. We thus have ¢/ < |PC4| < |PCy| =
(. Take one step by ref?-ok on the left side by choosing the same fresh address n.

The rest of the proof follows that of ref.

Case deref:
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By ¥ 1/ < p and Definition 29, there exists V' s.t p/(¢,n) = V' and low - V' <
V < T; where T = X(/,n). By inversion on the simulation relation, the left side

must be a dereference:
gct ! (addrn))p <! (addrn) 7;{ < B

where ¢/ < (. Take one step on the left using rule deref, we need to relate:
gc - prot ' V' < prot high/V T; « B

which is directly proved by rule <-prot and Lemma 40.

Case derefx-cast:

Iu(ﬁ, n) =V

By X - 4/ < p and Definition 29, there exists V' s.t 4//(¢,n) = V' and low - V' <
V < S; where § = E(é ,n). By inversion on the simulation relation, the left side

must be a dereference:
gc ! (addr n;), < !'x(addr n{Ref cd, ¢))T < T.

where - ¢ : T, = S;, - d : S; = T.. By Lemma 33, ¢ < |¢|. We take a step on the

left side using deref. We need to relate:
gc b+ prot ¢ V' < prot high |¢| (V(d))T. < B

which is proved directly by applying Lemma 40, <-prot, and then <-cast.

Case deref-cast: Analogous to derefx-cast.
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Case (-assign: By inversion on the simulation relation, the left side is also an assignment:
(¢ = (addr ny) g :=" V' < assign (addr n) V T {0 <= Unit,,,

where ¢’ < (. From the typing derivation we know ¢ v ¢ < l, PC < (°. We know
(" < |PC| = (¢ where (" is the PC on the left, thus ¢” v ¢’ < (. We take one step on
the left side using assign?-ok. The units on both sides relate straightforwardly. We

need to relate:
Sl ne— (VO <[0—n— V]
Given X(/,n) = T, we need to show:
low}—V'vlf<V<:Tl;

which can be proved similar to (7.40) because - V' <= Tj.

Case assign-cast:

Viey —*W

where - ¢ : T; = 5;. By Lemma 39, l, < ¢,. From the typing derivation,
 PC < /¢“and /¢ v I < ég. By inversion on the simulation relation, the left side is

also an assignment:
¢+ (addr n; Jp :=" V' < assign (addr n(Ref cd, e)) VT o { < Unit,,,

We know ¢/ < |¢| = (. 0" < |PC| = £° where ¢” is the PC that the left side is reduced
with. Thus we have ¢ v V' < éz < 51. The check succeeds so we take one step on the

left side by assign?-ok. The units on both sides relate straightforwardly. We need
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to relate:

S [l (VN 0| < [l —n— W

Need to show:

1ow|—V’vl21<W<:Sél
which can be proved similar to (7.40).
Case assign?-cast:

(stamp! PCy |¢|) (x =" £y —* PC, (7.41)

Viie) —"W (7.42)

By inversion on the simulation relation, the left side is also an assignment:
gc - (addr ny), :=" V' < assign?’ (addr n{Ref c¢d, ¢)) V T g < Unit,,

where - ¢ : T, = S;,-d : S; = T,. By Lemma 33, { < |¢|. Stamping models
implicit flow (Lemma 38), so |stamp PC, |¢|| = |PC4| v |¢|; casting models explicit
flow (Lemma 37), so | PC1| v |¢| < |PC5|. Reduction of label expressions preserves

types, so - PCy < (. Thus |PCy| = £, |PC4| v |¢| < £. We know ¢ < |PC|

where ¢ is the PC the left side reduces with. Thus ¢ v ¢ < @; the check succeeds
so we take one step on the left side by assign?-ok. The units on both sides relate

straightforwardly. We need to relate:
Sl ne— (Vv O <[l—n— W

Need to show:

lowl—V’vé<W¢SE
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which again can be proved similar to (7.40).

]

Lemma 42 (Multi-step simulation). Suppose M is a well-typed Xz term I'; 3 gc; | PC| -
M < A, PC is a well-typed label expression: — PC < gc, and iy is a well-typed
heap: ¥ v+ py. Suppose gc = M' < M < A X b py < pp,and £ < |PC|. If
M | py | PC —* V' | po, then there exists V', pily such that M" |y, | € —* V" | ufy and
ge V' <V < A

Proof. By induction on multi-step reduction M | g | PC —* V' | po.

Zero step If M is already a value, choose V' to be M’. By Lemma 35, M’ is also a value.

The values are in sync because gc - M’ < M < A.

One or more steps

M | py | PC— N | 3 (7.43)

N[ ps| PC—"V | s (7.44)

Apply Lemma 41 and then use the induction hypothesis.

]

We then prove that \{. satisfies termination-insensitive noninterference. The statement
of termination-insensitive noninterference says that if we run a program with different high-
security inputs in two executions, then their low-security output values should be the related

(e.g the same boolean):

Lemma 43 (Noninterference for A\fzc). If M is well-typed: (x2:Booly;,n); &; Low; low

M < Bool,., and

Mz :=$0]| | T | low—"Vi |y and Mz:=8$0bs]| | low—" Vo po
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€ (ref?’ ¢ M) (Ref Ty

€EX —

€ ($k) () =
e (Ax.N) ((A— B)y) =
¢ (addr n) (Ref (T}),) =

e (app M N ABY) —
€ (appx M N AT) —
c(if LALM N) —

¢ (ifx LT M N) —
€ (ref ¢ M) (Ref Ty)
)

low

low

e(!'MAY) —
e("*MT)—

¢ (assign LM T 0 0) —
) —
) —
) —

€ (assign?’ LM T g

e(N<c>
€ (prot PC UL M A

($ Ky

(Ax.e N B)y

(addr n;)

(e M (A5 B)) (¢ N A)

— (e M (A5 T.).) (€ N A)

= if (e L Booly) (e M A) (e N A)
f (e L Bool,) (e M T.) (e N T.)

ref? { (e M Ty)

ref’ { (e M Ty)

! (¢ M (Ref A)y)

= ! (e M (Ref T.).)

(¢ L (Ref T})g) :=" (e M Ty)

= (e L (Ref T}).) :=" (e M T})

=eNA ,where -c: A= B

= prot / (e M A)

/\DYN

Figure 7.4: Erasure from Afp. to Ajge
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then V|, = V5.

Proof. From the definition of e (Figure 7.4), we know low  €(M)[x := ($ b;)nign] <
M|z := $ b;] < Bool,.,. By Lemma 42, there exists V;, p1; s.t €(M)[x := ($ b;)nign] |
& | Low —* V! | ) and low - V; < V; < Booly,,. The simulation relation must be of
form low - ($ a;)100 < $ a; < Booly,, where a; is the output boolean. By Lemma 27

and Lemma 28 , a; = a9, thus Vi =$ a1 = $ ax = V5. ]

7.4 Noninterference of A}

The noninterference lemma of \I is a straightforward corollary of the noninterference

lemma of A\{;. and compilation preserves types:

Lemma 44. Suppose a \ip; term M is well-typed:

(2:Bo0lyign); Low = M : Booly,,

If for any boolean inputs by, by

(CM)x:=8b]|F|Llow—"Vi |1 and (C M)[x:=8$b]| T | Llow —* Vo po

then the resulting values V; = V5.

Proof. By Lemma 6 (compilation preserves types), (2:Boolyigy); &; low; low = M <

Bool,,,. By Lemma 43 (noninterference for \{), Vi = V5. L]

Finally, we prove noninterference for Al as a direct corollary of Lemma 44. Noninter-
ference says that for any high-security, sensitive user input by, b, the low-security, publicly

visible output will always be the same:

Theorem 45 (Noninterference for Ajz.). If M is a Aipc program and eval(M, b)) = b} and
eval (M, by) = bl, then b = U},
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Proof. By Definition 1 (whole programs of Afg.), (#:Boolyigy); low = M : Booliy,. By
the definition of eval and the canonical form of a value of Bool,,,, (C M)[z :=$ b1] | & |
low —* $ ) | pyand (C M)[x :=$ by] | & | low —>* $ by, | po. Applying Lemma 44,
b = b, O
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CHAPTER 8
FUTURE WORK AND CONCLUSION

I explore future directions of A\Jp; and gradual IFC by presenting four research questions in

Section 8.1. After that, I summarize the entire dissertation in Section 8.2.

8.1 Future Work

I plan to augment Az, with numbers, strings, tuples, vectors, and recursive types. I also
plan to support arbitrary security label lattices. Let us call the extended language A\jg.+.
There are four main research questions about the theory and practice of \jzo/ Aipc+ that I

would like to answer:

RQ1 (theory): How to mechanize the noninterference proof for \1;.? In Chapter 7 of
this dissertation, I present an on-paper noninterference proof for Az, by simulation with
its dynamic extreme. It remains an open question how to mechanize the noninterference

proof for Alp..

*

RQ2 (theory and practice): Is it possible to make \I;. space efficient? The space
efficiency problem in gradual typing was first recognized and solved (in theory) for the
gradually-typed lambda calculus (GTLC) by Herman, Tomb, and Flanagan [78, 69] and (in
practice) by Kuhlenschmidt, Almahallawi, and Siek [79]. The space efficiency problem of

gradual IFC remains to be investigated.

RQ3 (practice): Is \j;.+ expressive? It remains an open question whether A\jz.+, or
gradual IFC in general, is expressive enough to support real-world use cases such as blockchain,

e-voting, mobile app development, and digital education systems. It is also interesting to
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explore how the gradual transition between static and dynamic IFC in \]z;+ benefits the

development and security enhancement of such applications.

RQ4 (practice): Is it possible to implement \I..+ with high performance? Grift [79]
is an efficient compiler for a gradually-typed language with structural types called GTLC+.
However, currently there is no IFC support in Grift. It is worth investigating whether it is
possible to implement A\z.+ in a similarly efficient manner.

For the rest of this section, I will describe the research plan and the expected outcome

for each research question in its own subsection.

8.1.1 RQI1: How to mechanize the noninterference proof for \7.;?

To answer RQ1, we plan to mechanize the noninterference proof for \iz, by extending
the Agda model of A\]z;. In prior work [73], we modeled the semantics of \Jz; in Agda
and mechanized the proofs of type safety and the gradual guarantee. We also mechanized
the noninterference proof for the dynamic extreme of \jp, called \°Xi. We proved on
paper that \f;. satisfies noninterference by a simulation between Az, and \2f8. Given the
sensitive nature of information-flow control, we plan to verify that ] is indeed secure by
mechanizing its noninterference proof.

Following our pen-and-paper proof, we plan to take a three-step approach. In the first
step, we define a relation between terms in the A, cast calculus and terms in A2FS. This
relation captures the semantic invariant that the value produced by a Af. term is always at
least as secure as the one produced by its related term in A2ft. We define this simulation
relation as a datatype in Agda. Second, we prove a simulation lemma between A{;, and
A0XE: if a Afpe term and a MDY term are related and the \g. side takes one step, the two
sides are able to step to terms that are related again. Finally in the last step, we prove
the noninterference lemma of A\{;, as a corollary of the simulation lemma, and then the

noninterference theorem of iz, as a corollary of both the noninterference lemma of Afg
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and that compilation from AJp; to Afz. preserves types.

8.1.2 RQ2: Is it possible to make \i;. space efficient?

Siek, Thiemann, and Wadler [80] design two coercion-based cast calculi for GTLC, A\C
and \S, and establish a bisimulation between the two . A\C is not space efficient, while \S
is space efficient. The key design that enables space efficiency for AS is that the semantics
compresses coercions into a compact form using the composition operator. However, the
IFC cast calculus A\{z. does not compress security coercions, so the current semantics of
AIrc 18 not space efficient.

We plan to develop a space-efficient semantics for \J, thereby presenting a positive
answer to the research question. Inspired by AS, we will define a composition operator on
security coercions and use it to define a space-efficient semantics. In addition, we plan to
mechanize our space efficiency proof by extending the Agda model of A\iz;. Our mecha-

nization is expected to follow the one in our prior work about GTLC [81], by proving that

the size of any cast is bounded.

8.1.3 RQ3: Is \j;.+ expressive?

We plan to show that A+ is expressive by (1) implementing Az + in the Grift compiler
and (2) exploring software prototypes of smart contracts, mobile applications, and univer-
sity education systems using this compiler. The A+ language will augment Az, with

numbers, strings, tuples, vectors, and recursive types.

Compiler development In the first step, we plan to build a compiler for A\jz.+, namely
GriftIFC, by modifying the compiler passes of Grift to incorporate security types and secu-
rity coercions. First, we extend the typechecker of Grift to accept programs with security
type annotations. For the cast insertion pass, we are going to implement the cast insertion

algorithm in Figure 4.2 of Chapter 4 of this dissertation. The algorithm inserts security
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coercions whenever there is insufficient static information to enforce IFC. After this step,
the source program is translated to an intermediate representation where all casts are made
explicit. For the cast lowering pass, we are going to modify Grift to expose runtime func-
tions that implement the semantics of security coercions. We plan to use the same closure

conversion and memory allocation / reclamation techniques as Grift.

Case studies In the second step, we plan to demonstrate the expressiveness of Ajz.+
via four case studies using GriftIFC. In each case study, we will experiment with multiple
versions of the same program that vary in precision, to demonstrate that gradual typing is
indeed able to enable programmer-controlled migration between static and dynamic IFC in

real-world applications.

Smart contracts To support interactions between both users and smart contracts
on the Ethereum blockchain [82], the Solidity programming language features two
unique mechanisms, fallback functions and delegate calls [83]. Unfortunately, se-
curity flaws may arise from the sophisticated interaction between those two mecha-
nism. For example, the Parity Multisig wallet bug [84] enables the attacker to take
full control of the victim’s contract by setting its ownership through carefully crafted
function calls. Recently, Yao et al. [85] study the security challenges of smart con-
tracts through the lens of IFC; they observe that in an open blockchain system, pub-
lic callable functions cannot ensure the privilege of the caller statically, so dynamic
checking is necessary in addition to static IFC. We are going to implement a proto-
type in AJg.+ that simulates the Parity Wallet smart contract attack and demonstrate
that A}z + is able to protect the integrity of important state variables. We will also ex-
plore the prevention techniques against common smart contract security threats such
as confused deputy attacks and re-entrancy attacks, by encoding the defense against
the two types of attacks as information-flow properties in A\jz.+ following Cecchetti

et al. [86] and Yao et al. [85].
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E-voting We plan to reimplement part of the Civitas e-voting system [87] in A\Jgo+.
This case study will demonstrate that \jz.+ is expressive enough for existing pro-

grams that take advantage of static and dynamic IFC to enforce their security policies.

Mobile computing We plan to implement the two case studies of Lifty [88], “AirBnB”
and “Instagram”. “AirBnB” models an information leak of AirBnB which displays
uncensored phone numbers in message previews. We will follow Lifty and imple-
ment the information-flow policies that (1) unredacted phone numbers are only vis-
ible to message senders and system administrators (2) redacted phone numbers are
visible to message recipients using AJp.+. “Instagram” models the information leak-
age of Instagram that exposes the “following” relation of private accounts through
followers whose accounts are public. We plan to enforce the information-flow policy
that the “following” relation between A and B is visible to C if the accounts of both

A and B are visible to C.

Education We plan to implement a prototype student information management sys-
tem in AJpc+ that is compliant with FERPA. The system should protect confiden-
tial information, such as a student’s GPA, transcript, SSN, and banking information,
against public disclosure. On the other hand, the student’s “directory information”
such as name, enrollment status, campus, and field of study are publicly visible by

default, unless restricted by the student.

8.1.4 RQ4: Is it possible to implement \I..+ with high performance?

We plan to demonstrate that it is possible to implement \jz.+ with high performance. We
are going to evaluate the performance of GriftIFC by (1) measuring the execution time of
versions of a program that vary in type precision and (2) comparing the runtime overhead
of GriftIFC against fully static IFC programming languages, such as Jif [67] and Flow

Caml [89], and fully dynamic systems, such as LIO [51].
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Benchmark suite and sampling To evaluate the implementation of gradually-typed lan-
guages, one needs to consider many versions of the same program obtained by adding or
removing type annotations [90]. We plan to build a benchmark suite for gradual IFC us-
ing excerpts from the case study programs of Section 8.1.3. After that, we plan to extend
the type sampling algorithm of Grift. The type sampling algorithm takes a statically-typed
program and generates gradual versions of the original program, by inserting gradual types
at the source locations where static types were originally found. The algorithm constrains
the overall program’s type precision, so that the percentage of the unknown type falls in a
certain range. The algorithm selects an equal number of samples for each range until the

desired number of samples have been generated.

Runtime cost of gradual IFC under different type precision We will explore the run-
time overhead of gradual IFC with respect to type precision. For each program in the
benchmark suite, we plan to measure the execution time of configurations that vary in pre-
cision and show the result in a scatter graph, where x-axis is type precision and y-axis is

program execution time.

Gradual IFC overhead compared to static and dynamic IFC To measure the overhead
of gradual IFC compared with fully static IFC, we plan to compare the execution time
of programs in A\Jp.+ to the same programs adapted to Jif and Flow Caml. To measure
the overhead compared with fully dynamic IFC, we will compare Ajz.+ to LIO. In both
experiments, we plan to display the results as bar charts where x-axis is different benchmark

programs in different IFC languages and y-axis is their execution time.

118



8.2 Conclusion

In my dissertation, I presented the design of a gradual information-flow language Alg.,
which satisfies both noninterference and the gradual guarantee, while maintaining the prin-
ciple of type-based reasoning. The key to the design of \I is to walk back the decision in
GSLges to include the unknown label » among the runtime security labels. So Ajz; takes a
more standard approach to gradually-typed IFC: the * label can be used in type annotations
but not as the security level of a runtime value. The A}z language is defined by translation
to a cast calculus A\{g.. This intermediate language employs a coercion calculus to express
the implicit conversions between more-or-less precise parts of the program; the security
coercion calculus is able to capture both explicit and implicit information flows. I proved
that A}z, satisfies termination-insensitive noninterference. I also proved that Af. satisfies
type safety as well as the gradual guarantee and mechanized those results in Agda.

In summary, my dissertation shows that it is possible to design a gradual IFC program-
ming language that satisfies noninterference and the gradual guarantee while supporting
type-based reasoning, by excluding the unknown label from run-time security labels and

using security coercions to represent casts.
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